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1
1
1

Khai niém vé Router
.1 Nhiém vu va phéan loai.

.1.1 Nhiém vu:

Router la thiét bi mang hoat déng G tang thd 3 cia mé hinh OSI-tang network. Router
dugc ché tao véi hai muc dich chinh:

Phan cach cac mang may tinh thanh cac segment riéng biét dé giam hién tugng
dung do, giam broadcast hay thuc hién chic nang bao mat.

K&t ndi cac mang may tinh hay két ndi cac user véi mang may tinh & cac khoang
cach xa v3i nhau thédng qua cac dudng truyén théng: dién thoai, ISDN, T1, X.25..

Cung v6i sy phat trién clia switch, chiic ndng dau tién cta router ngay nay da dugc
switch ddm nhan mot cach hiéu qua. Router chi con phai dam nhan viéc thuc hién cac
két ndi truy cap tui xa (remote access) hay cac két ndi WAN cho hé théng mang LAN.

Do hoat déng & tang thd 3 ciia mo hinh OSI, router sé hiéu dudc cac protocol quyét dinh

phuong thic truyén di liéu. Cac dia chi ma router hiéu la cac dia chi “gia

29

dugc quy dinh

béi cac protocol. Vi du nhu dia chi IP ddi vai protocol TCP/IP, dia chi IPX déi véi protocol
IPX.. Do do tuy theo c&u hinh, router quyét dinh phuong thtic va dich dén cla viéc
chuyén cac packet tii noi nay sang noi khac. Mot cach téng quat router sé chuyén
packet theo cac budc sau:

1

Boc packet.
GG bo dang format quy dinh bdi protocol cta nai gui.
Thay thé phan g& bd dé bang dang format cla protocol cla dich dén.
Cap nhat thong tin vé viéc chuyén di lieu: dia chi, trang thai cGia ngi gui, ngi nhan.
Gi packet dén ndi nhan qua dudng truyén tdi uu nhat.
.1.2 Phén loai.

Router c6 nhiéu cach phan loai khac nhau Tuy nhién ngudi ta thudng co6 hai cach phan
loai chl yéu sau:

Dua theo cong dung clia Router: theo cach phan loai nay ngudi ta chia router thanh
remote access router, ISDN router, Serial router, router/hub..

Dua theo céu trac cla router: fixed configuration router, modular router.

Tuy nhién khoéng c6 sy phan loai rd rang router: méi mot hang san xuét co thé c6 cac tén
goi khac nhau, cach phan loai khac nhau. Vi du nhu cach phéan loai clia hang Cisco dugc
trinh bay theo bang sau:

Remote Low-end Fix configuration router Modular router
Access router Multi Multiport | Router/hub
protocol serial router
router
Cisco 2509 Cisco 7xx | Cisco 2501 Cisco 2520 | Cisco 2505 Cisco 2524
Cisco 2510 | Cisco 8xx | Cisco2502 | Cisco 2521 | Cisco 2506 Cisco 2525
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Cisco 2511
Cisco 2512
AS5xxx
Cisco500-CS

Cisco 100x

Cisc02503
Cisco 2504
Cisco 2513
Cisco 2514
Cisco 2515

Cisco 2522
Cisco 2523

Cisco 2507
Cisco2508
Cisco 2516
Cisco 2518

Cisco 160x
Cisco 17xx
Cisco 26xx
Cisco 36xx
Cisco 4xxx

Cisco 7xxx

Béang 1.1 Céc loai Router cta Cisco.

Trang 4/94




Hudng dan c4u hinh cac chuc ndng co ban cda Cisco router

1.2 Céc khai niém co ban vé Router va co ché routing

1.2.1 Nguyén tic hoat dong clia Router — ARP Protocol:

Nhu ta da biét tai tang network ctia mé hinh OSlI, chung ta thudng sl dung cac loai dia
chi mang tinh chat quy udc nhu IP, IPX.. Cac dia chi nay la cac dia chi c6 hudng, nghia
la chiing dugc phan thanh hai phan riéng biét 1a phan dia chi network va phan dia chi
host. Cach danh s& dia chi nhu vay nhdm gilp cho viéc tim ra cac dudng két ndi ti hé
th&ng mang nay sang hé théng mang khac dugc dé dang hon. Céac dia chi nay cé thé
dugc thay déi theo tuy y ngudi st dung. Trén thuc t&, cac card mang chi c6 thé két ndi
vGi nhau theo dia chi MAC, dia chi ¢4 dinh va duy nhat cta phan cing. Do vay ta phai c6
mot phuong phap dé chuyén déi cac dang dia chi nay qua lai véi nhau. Tu d6 ta cé giao
thic phan giai dia chi: Address Resolution Protocol (ARP).

ARP la mét protocol dya trén nguyén tac: Khi mét thiét bi mang mudn biét dia chi MAC
clia mét thiét bi mang nao dé6 ma no da biét dia chi & tang network (IP, IPX..) n6 sé gui
mot ARP request bao gébm dia chi MAC address cGia né va dia chi IP cla thiét bi ma no
can biét MAC address trén toan bé modt mién broadcast. M&i mét thiét bi nhan dudgc
request nay sé so sanh dia chi IP trong request véi dia chi tang network clia minh. Néu
tring dia chi thi thiét bi d6 phai gli ngudc lai cho thiét bi glii ARP request mot packet
(trong dé c6 chia dia chi MAC cla minh).

Trong mot hé thdng mang dan gian nhu hinh 1.1, vi du nhu may A muén gui packet dén
may B va né chi biét dugc dia chi IP cha may B. Khi d6 may A sé phai gti mot ARP
broadcast cho toan mang dé hoi xem “dia chi MAC clia may c¢6 dia chi IP nay la gi” Khi
may B nhan dugc broadcast nay, cé sé so sanh dia chi IP trong packet nay véi dia chi IP
clia n6. Nhan thay dia chi dé la dia chi cGa minh, may B sé gi lai mét packet cho may B
trong d6 c6 chia dia chi MAC clQia B. Sau d6 may A mdi bat dau truyén packet cho B.

ARP reguest
[ for B-IP
ARP reply.
-
— B-IP == B-hard

Hinh 1.1

Trong mdt mai trudng phuc tap hon: hai hé théng mang gan véi nhau thédng qua mat
router C. May A thudéc mang A mudn gui packet dén may B thudc mangB. Do céac
broadcast khong thé truyén qua router nén khi d6 may A sé& xem router C nhu mot cau
ndi dé truyén dii liéu. Trudc dé, may A sé biét dudc dia chi IP cla router C (port X) va
biét dugc réng dé truyén packet t6i B phai di qua C. T4t c& cac théng tin nhu vay sé
dudc chira trong mot bang goi la bang routing (routing table). Bang routing table theo co
ché& nay dudgc luu gili trong méi may. Routing table chiia théng tin vé cac gateway dé truy
cap vao mdt hé théng mang nao doé. Vi du trong trudng hgp trén trong bang sé chira
rang dé di t6i LAN B phai qua port X cla router C. Routing table s& cé chia dia chi IP
cla port X. Qua trinh truyén dii liéu theo tiing budc sau:

e May A giii mot ARP request (broadcast) dé tim dia chi MAC cla port X.
e Router C tra I6i, cung cdp cho may A dia chi MAC cla port X.

e May A truyén packet dén port X cla router.
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e Router nhan dugc packet tif may A, chuyén packet ra port Y cla router. Trong
packet c6 chia dia chi IP clla may B.

e Router sé gli ARP request dé tim dia chi MAC cla may B.
e May B sé tra I3i cho router biét dia chi MAC ctia minh.

e Sau khi nhan dugc dia chi MAC clia may B, router C guii packet cia A dén B.

ARP reguest
for X-IF
Foute ARP reply Faute
B-IP via X-1IP "_bi-ll:'::-x-han: R A-IP via¥-1P
L IP datagram L
- = tram AP 1o B-IP AAP request =
2 Tomm e 4
ouler
ARP raply
Machine A — —_— Machinz B
A2 i-|P bl B-IP=>B-hard Bp
A-hard E-hard  Y-hard IF detagram B-hard
" from A-IP to Bl T
Hinh 1.2

Trén thuc té ngoai dang routing table nay ngudi ta con dung phudng phap proxy ARP,
trong d6 c6 mot thiét bi ddm nhan nhiém vy phéan giai dia chi cho tat ca cac thiét bi khac.
Qua trinh nay dugc trinh bay trong hinh 1.3.

ARP reques!
farB-p T

) ARF reply route
2 7 - —_— . L
via BN pfm‘;!." ARE AP viaY- 1P
I IP datagram sEE I
T from A-IP to B-IP ARP request

Flouter & AFRP reply
Mach A Mac
3’;;;‘9 X=IP Ve € BIP=>B-hard ag_:;& ®
A-hard ¥-hard  Y-hard I datagram ST

~irem AP to B-P T

Hinh 1.3: Phan giai dja chi dung proxy ARP.

Theo dé cac may tram khong can gili bang routing table niia router C s& c6 nhiém vu
thyc hién, tra I5i tat ca cac ARP request cla tat ca cac may trong cac mang két ndi vai
né. Router s& c6 mot bang routing table riéng biét chiia tat ca cac thong tin can thiét dé
chuyén dii liéu. Vi du vé bang routing table (bang 1.2):

Destination Network Subnet mask Gateway Flags Interface
10.1.2.0 255.255.255.0 10.1.2.1 U ethO
10.1.1.0 255.255.255.0 10.1.1.1 U To0
10.8.4.0 255.255.255.0 10.8.4.1 U S0
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Metwork
10.1.2.0

-

e Vel
———

“1=n

Boctar ' A o

e i

Routing Table -I -

MNetwork | Interface

E |l 1 10.1.2.0 EO
L= I: 10.1.1.0 To0
S 10.8.3.0 S0

Metwork
10.1.3.0

® Address-to-port association table

Béng 1.2: vi du vé routing table.

Trong bang 1.2 dong dau tién c6 nghia la tat ca cac packet gli cho mét may bat ky thudc
mang 10.1.2.0 subnet mask 255.255.255.0 sé théong qua port ethenet 0 (eth0) cé dia chi
IP1a 10.1.2.1. Flag = U ¢c6 nghia la port trong trang thai hoat déng (“up”).

1.2.2 Mot s6 khai niém cg ban.

e Path determination:

Nhu da dugdc dé cap & phan trén, router c6 nhiém vu chuyén di liéu theo mét dudng lién
két t6i uu. Dai v6i mot hé thdng gdom nhiéu router két ndi vai nhau, trong do cac router c6
nhiéu hon hai dudng lién két v6i nhau, van dé xac dinh dudng truyén di liéu (path
determination) t6i uu dong vai tro rat quan trong. Router phai cé kha nang lya chon
dudng lién két t6i uu nhat trong tat ca cac dudng cé thé, ma dii liéu cé thé truyén dén
dich nhanh nhat. Viéc xac dinh dudng dua trén cac thuat toan routing, cac routing
protocol, tif dé rut ra dugc mot s& do goi la metric dé so sanh gitia cac dudng véi nhau.
Sau khi thyc hién viéc kiém tra trang thai clia cac dudng lién két bang céac thuat toan dua
trén routing protocol, router s& rat ra dugc cac metric tuang Ging cho mdi dudng, cap nhat
vao routing table. Router s& chon dudng nao c6 metric nhd nhat dé truyén di liéu.

Cac thuat toan, routing protocol, metric.. s& dudc trinh bay chi tiét trong phan sau.
e Switching

Qua trinh chuyén di liéu (switching) & qua trinh cd ban cla router, dugc dya trén ARP
protocol. Khi mdt may mudn gli packet qua router cho mdt may thudc mang khac, né gui
packet dé dén router theo dia chi MAC cla router, kém theo dia chi protocol (network
address) clla may nhan. Router s& xem xét network address clla may nhan dé biét xem
no6 thudc mang nao. Néu router khong biét dugc phai chuyén packet di dau, né sé loai bo
(drop) packet. N&u router nhan thdy c6 thé chuyén packet dén dich, né sé bd sung MAC
address clla may nhan vao packet va géi packet di.

Viéc chuyén dii liéu c6 thé phai di qua nhiéu router, khi d6 mdi router phai biét dugc
thong tin vé tat ca cdc mang ma né cé thé truyén di liéu téi. Vi vay, cac thong tin cla
m&i router v& cac mang ndi truc tiép véi né sé phai dudc gui dén cho tat ca céac router
trong cling mot hé théng. Trong qua trinh truyén dia chi MAC cla packet luén thay doi
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nhung dia chi network khdng thay déi. Hinh 4 trinh bay qua trinh chuyén packet qua
mot hé thdng bao gébm nhiéu router.

L

Pache1

curce ho=t
FC —
- To. Desinmonho=t | Projocd addre=)
— Aouter 1 | Fhy=cal addres)
Fach=
——
To. Desinaion host o Frofocd addre=)
Aouter £ | PFhy=oal addre=s)

. Desinaion hest (Projacol addres)
Aouter 3 {Fhy= ol addre=s)

S
Pachs

ﬂh
=
ﬂh
@

Ta.

Detroton host (| Prodoodl ad dreos)
De=troton hosl [ Pymcd addnees)

ll,_k

-
1

I

EI::iruicrl ha=t

Hinh 1.4: qu4 trinh truyén dif liéu qua router.

e Thuét toan routing:

—  Muc dich va yéu cau:

o

Tinh t6i uu: La kh& nang chon duéng truyén tét nhat cla thuat toan. Madi mot
thuat toan cé thé cé cach phan tich dudng truyén riéng, khac biét véi cac
thuat téan khéc, tuy nhién muc dich chinh van la dé xac dinh dudng truyén
nao la dudng truyén tot nhat.

Tinh don gian: Mét thuat toan doi héi phai don gian, dé thuc hién, it chiém
dung bang théng dudng truyén.

On dinh, nhanh chéng, chinh xac: Thuat toan phai én dinh va chinh xac dé
bao dam hoat dong t6t khi xay ra cac trudng hgp hu hong phan cing, qua tai
dudng truyén.. M&t khac thuat toan phai bao dam sy nhanh chéng dé tranh
tinh trang 13ap trén dudng truyén nhu hinh 5 do khéng cap nhat kip trang thai
dudng truyén.

Su linh hoat: Tinh nang nay bao dam su thay déi kip thdi va linh hoat trong
bat cii moi trudng hgp xay ra trong hé thdng.

o |
11 .-
'_.f"' Rouing t:ble '\ __.’ Fh:uing b= \“-\
D . Sard do. Diami | Sand 1o ’
X A2 X Al E
Alrzady updated Mot y=1 updat=d

Hinh 1.5: Hién tugng ldp trén dudng truyén
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— Phéan loai:
Thuat toan routing cé thé thudc mot hay nhiéu loai sau day:
o Static hay dynamic.

Static routing 14 cd ché& trong dé ngudi quan tri quyét dinh, gan san protocol cling nhu
dia chi dich cho router: d€n mang nao thi phai truyén qua port nao, dia chi la gi.. Cac
théng tin nay chia trong routing table va chi dugc cap nhat hay thay déi b&i ngudi
quan tri.

Static routing thich hgp cho cac hé thong dan gian, cé két ndi don gilia hai router,
trong do6 dudng truyén di liéu da dugc xac dinh trudc.

Dynamic routing diing céc routing protocol dé ty déng cap nhat cac thdng tin vé cac
router xung quanh. Tuy theo dang thuat todn ma ca ché cap nhat théng tin cla cac
router sé khac nhau.

Dynamic routing thudng dung trong cac hé théng phtic tap hon, trong dé céac router
dudgc lién két vSi nhau thanh mot mang Iudi, vi du nhu cac hé théng router cung cap
dich vu internet, hé théng cla cac cong ty da qudc gia.

o Single-Path hay Multipath.

Thuat toan multipath cho phép viéc da hop dii liéu trén nhiéu lién két khac nhau con
thuat toan single path thi khnong. Multi path cung cap mét luu lugng di liéu va do tin
cay cao hon single path.

o Flat hay Hierarchical.

Thuat toan flat routing diing trong cac hé théng cé cdu tric ngang hang véi nhau,
dudc trai réng véi chlic nang va nhiém vy nhu nhau. Trong khi dé thuéat toan
hierachical 1a thuat toan phan cép, c6 cau truc cay nhu mé hinh phan cép clia mot
domain hay ctia mét cong ty. Tuy theo dang hé théng ma ta cé thé Iya chon thuéat
toan thich hgp.

o Link State or Distance Vector.

Thuéat toan link state (con dugc goi la thuéat toan shortest path first) cap nhat tat ca
céac théng tin vé& cd ché routing cho tat c& cac node trén hé théng mang. Méi router
sé& gUi mdt phan cla routing table, trong dé mo ta trang thai cla cac lién két riéng
cla minh I&n trén mang. Chi c6 cac thay déi méi dugc gui di.

TR
Routing Routing Routing Routing
Table Table Table Table

Hinh 1.6: Thuat toan Distance Vector.
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Thuét toan distance vector (con goi 1a thuat toan Bellman-Ford) bat budc mbi router
phai guUi toan bd hay mot phan routing table clia minh cho router két néi truc ti€p véi
no6 theo mdt chu ky nhat dinh (Hinh 1.6)

Vé mat ban chat, thuat toan link state glii cac bang cap nhat co kich thudc nho dén
khap nai trong mang, trong khi thuat toan distance vector glii cac bang cap nhat c6
kich thudc 16n han chi cho router két ndi véi no.

Thuat toan distance vector ¢ uu diém la dé& thyc hién, d& kiém tra, tuy nhién né c6
mot s6 han ché la thdi gian cap nhat l1au, chiém dung bang théng 16n trén mang.
Ngoai ra no6 cling lam Iang phi bang thong do tinh chat cap nhat theo chu ky cla
minh.

Thuat toan distance vector thudng dung trong céc routing protocol: RIP(IP/IPX),
IGRP (IP), RTMP(AppleTalk).. va thudéng ap dung cho hé théng nhd.

Thuat toén link state cé uu diém la cé t6c do cao, khdng chiém dung bing théng
nhiéu nhu thuat toan distance vector. Tuy nhién thuat toan nay doi hoi cao hon vé bd
nhdg, CPU cling nhu viéc thuc hién kha phtc tap.

Thuéat toan link state dugc st dung trong routing protocol: OSPF, NLSP... va thich hgp
cho cac hé théng ¢d trung va I6n.

Ngoai ra con cé su két hgp hai thuét toan nay trong mét sé routing protocol nhu: 1S-1S,
EIGRP.

— Céac sbé do co ban trong thuat toan routing:

Metric la s6 do clia thuat toan routing dé ti d6 quyét dinh dudng di t6i uu nhat cho dii
liéu. Mot thuat toan routing c6 thé st dung nhiéu metric khac nhau. Cac metric dugc két
hgp véi nhau dé thanh mot metric téng quat, déc trung cho lién két. Mdi thuat toan cé thé
st dung kiéu s dung metric khac nhau. Cac metric thudng dugc dung .

o Path Length:

La metric cd ban, thudng dung nhat. Path length trong router con dugc xac
dinh bang sé hop gilia ngudn va dich. Mét hop dugc hiéu 1a mét lién két gitia
hai router.

o Reliability:

La khai niém chi do tin cay clia mot lien két. Vi du nhu dé tin cay dugc thé
hién théng qua bit error rate.. Khai niém nay nham chi kha ning hoat dong 6
dinh cla lién két.

o Delay:

Khai niém delay dung dé chi khoang thdéi gian can dé chuyén packet tu
nguon dén dich trong hé théng. Delay phu thudc vao nhiéu yéu t6: khoang
cach vat ly, bang thdng cla lién két, dung do, tranh chdp dudng truyén.
Chinh vi thé yéu t6 nay la mdt metric dong vai trd rat quan trong trong thuat
toan routing.

o Bandwidth
La mot metric quan trong dé danh gia dudng truyén. Bandwidth chi Iuu lugng
dii liéu t6i da cé thé truyén trén lién két.

o Load
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Load nham chi phan tram network resource dang trong trang thai ban {busy).
Load c6 thé 1a luu lugng dii liéu trén lién két, 1a dd chiém dung bd nhé, CPU..

e Routed protocol va Routing Protocol
— Phan biét gilia hai khai niém:
Routed protocol quy dinh dang format va cach s dung clia cac trudng trong packet

nh&m chuyén cac packet tii noi nay sang noi khac (dén tan ngudi st dung) Vi du: IP,
IPX..

Routing protocol: cho phép céac router két ndi véi nhau va cap nhat cac thong tin cla
nhau nhd céac bang routing. Routing protocol cé thé sl dung céc routed protocol dé
truyén thong tin gitia cac router. Vi du: RIP (Router Information Protocol), IGRP (Interior
Gateway Routing Protocol)..

Routing protocol quyét dinh:
o Router nao can biét théng tin vé cac router khac.
o Viéc cap nhat thong tin nhu thé nao.
— Céc routing protocol tiéu biéu:

Cac routing protocol dugc trinh bay trong bang 1.3.

Tén Tén day du Routed Protocol h trg
RIP Routing Information Protocol TCP/IP, IPX
IGRP Interior Gateway Routing TCP/IP
Protocol
OSPF Open Shortest Path First TCP/IP
EGP Exterior Gateway Protocol TCP/IP
BGP Border Gateway Protocol TCP/IP
IS-IS Intermediate System to TCP/IP
Intermediate System
EIGRP Enhanced Interior Gateway TCP/IP
Routing Protocol
NLSP NetWare Link Services Protocol IPX/SPX
RTMP Routing Table Maintenance AppleTalk
Protocol

Béng 1.3: Cdc routing protocol tiéu biéu

Dudi day chung tai xin trinh bay mot sé routing protocol tiéu biéu.
o RIP:

RIP la chii viét tat cla Routing Information Protocol, 1a 1 trong nhiing routing
protocol dau tién dugc si dung. RIP duya trén thuat toan distance vector,
dugc s dung rat rong rai tuy nhién chi thich hgp cho cac hé théng nho va it
phtic tap. RIP ty déng cap nhat théng tin vé cac router bing céach gui cac
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broadcast 1én mang méi 30 gidy. RIP x&ac dinh dudng bang hop count (path
length). S6 lugng hop t6i da 1a 15.

o |IGRP:

La loai routing protocol hién nay dang thudng dung nhat, dugc phat trién bai

Cisco, c6 cac dic diém sau:

+ Dung co ché advanced distance vector. Chi cap nhat théng tin khi cé su
thay ddi cau truc.

¢ Viéc xéac dinh dudng dugc thuc hién linh hoat thdng qua nhiéu yéu t8: s6
hop, bang thdng, do tri hoan, do tin cay..

¢ Co6 khéa nang vugt gidi han 15 hop.

¢ CO kha nidng hd trg cho nhiéu dudng lién két véi kha ning can bang tai
cao.

¢ Linh hoat, thich hgp cho cac hé théng I6n, do dua trén cd ché link state
két hgp vai distance vector.

o OSPF.

La loai routing protocol tién tién, dua trén cd ché link-state cé kha nang cap
nhat sy thay d&i mot cach nhanh nhat. Si dung IP multicast lam phuadng
phap truyén nhan théng tin. Thich hgp vG6i cac hé thdng I6n, gébm nhiéu
router lién két véi nhau.
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2 Khai niém vé cau hinh Router.

Ca4u hinh router 1a sif dung cac phudng phap khac nhau dé dinh cau hinh cho router thuc
hién cac chuc nang cu thé: lién két leased line, lién két dial-up, firewall, Voice Over IP..
trong tling trudng hop cu thé.

Péi véi Cisco Router thudng c¢6 03 phuong phap dé dinh c&u hinh cho router:
e SldungCLI:

CLI la chii viét tdt cha Command Line Interface, 1a cach c&u hinh c¢o ban ap dung cho
hau hét cac thiét bi clia Cisco. Ngusi st dung cé thé dung cac dong Iénh nhap ti cac
Terminal (théng qua port Console hay qua cac phién Telnet) dé dinh c&u hinh cho
Router.

e S0 dung Chuang trinh ConfigMaker:

ConfigMaker la chuong trinh hé trg cdu hinh cho cac Router ti 36xx tré xudng cla Cisco.
Chuong trinh nay cung cap mat giao dién dd hoa va cac Wizard than thién, dugc trinh
bay dudi dang “Question — Answer”, gilip cho viéc cau hinh router trd nén rat don gian.
Ngudi st dung c6 thé khéng can nam viing céac cau Iénh cta Cisco ma chi can mét kién
thiic cd ban vé hé théng la c6 thé c&u hinh dudc router. Tuy nhién ngoai han ché vé sé
s&n pham router hé trg nhu & trén, chuong trinh nay ciing khdng cung cap day du tat ca
céac tinh nang clia router va khong c6 kha néng tuy bién theo cac yéu cau cu thé dac thu.
Hién nay version mdgi nhat cla ConfigMaker la ConfigMaker 2.4.

e S{ dung chuadng trinh FastStep:

Khac véi chuong trinh ConfigMaker, FastStep dugc cung cép dua trén tiing loai san
pham cu thé clia Cisco. Vi du nhu véi Cisco router 2509 thi c6 FastStep for Cisco Router
2509.. Chuong trinh nay cung cap céc budc dé cdu hinh céc tinh nang cd ban cho tiing
loai s&n pham. Céac budc cdu hinh ciing dudc trinh bay dudi dang giao dién db hoa,
“Question — Answer” nén rét dé st dung. Tuy vay cling nhu chudng trinh ConfigMaker,
FastStep chi mdi ho trg cho mot s6 san pham cép thdp cla Cisco va chi gilip cau hinh
cho mot sé chiic nang co ban cula router.

Tém lai, viéc st dung CLI dé cdu hinh Cisco Router tuy phc tap nhung van 1a céach c4u
hinh router thudng gap nhat. Hiéu biét viéc cau hinh bang CLI s& gitip ngudi st dung linh
hoat trong viéc cau hinh va dé& dang khéc phuc sy ¢6. Hién nay viéc st dung CLI cé thé
k&t hgp véi mot trong 02 cach cdu hinh con lai dé ddy nhanh t8c dod cau hinh router. Khi
dé, cac chuong trinh c&u hinh sé& sl dung dé tao céc file cdu hinh thd, phuong phap CLI
s& dugc s dung sau cung dé tuy bién hay thuc hién cac tdc vu ma chuong trinh khéng
thuc hién dugc.

Trong tai liéu nay céc huéng dan c4u hinh déu la phuong phap CLI — phuong phéap dung
dong Iénh.
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2.1 Cau tric router.

C4u trac router 1a mot trong cac van dé co ban can biét trude khi cdu hinh router. Cau
trdc cla router dugc trinh bay trong hinh 2.1.

Cac thanh phan chinh cla router bao gém:
¢ NVRAM:

NVRAM (Nonvolatile random-access memory) la loai RAM c6 thé luu lai thdng tin ngay
ca khi khéng con ngudn nudi. Trong Cisco Router NVRAM thudng c6 nhiém vu sau:

— Chua file c&u hinh startup cho hau hét cac loai router ngoai trii router c6 Flash
file system dang Class A. (7xxx)

— Cha Software configuration register, st dung dé xac dinh 10S image dung trong
qua trinh boot cla router.

e Flash memory:

Flash memory chiia Cisco I10S software image. D6i v6i mot s& loai, Flash memory c6 thé
chtia céc file cau hinh hay boot image..

Tuy theo loai ma Flash memory cé thé 1a EPROMS, single in-line memory (SIMM)
module hay Flash memory card:

— Internal Flash memory:
o Internal Flash memory thudng chiia system image.

o Mot sb loai router cé ti 2 Flash memory tré |én dudi dang single in-line
memory modules (SIMM). Néu nhu SIMM c6 2 bank thi dugc goi la dual-bank
Flash memory. Céac bank nay c6 thé dugc phan thanh nhiéu phan logic nho

— Bootflash
o Bootflash thudng chuia boot image.
o Bootflash déi khi chiia ROM Monitor.

— Flash memory PC card hay PCMCIA card.
Flash memory card ding dé gan vao Personal Computer Memory Card
International Association (PCMCIA) slot. Card nay dung dé chia system image,
boot image va file c4u hinh.

Cac loai router sau c6 PCMCIA slot:

o Cisco 1600 series router: 01 PCMCIA slot.

o Cisco 3600 series router: 02 PCMCIA slots.

o Cisco 7200 series Network Processing Engine (NPE): 02 PCMCIA slots

o Cisco 7000 RSP700 card va 7500 series Route Switch Processor (RSP)
card chtia 02 PCMCIA slots.

e DRAM:
Dynamic random-access memory (DRAM) bao gom 02 loai:

— Primary, main, hay processor memory, danh cho CPU dung dé thuc hién Cisco
IOS software va luu gili running configuration va cac bang routing table.

— Shared, packet, or I/O memory, which buffers data transmitted or received by the
router's network interfaces.
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Tuy vao I0S va phan cling ma c6 thé phai nang cap Flash RAM va DRAM.
e ROM
Read only memory (ROM) thudng dudc sl dung dé chiia cac thong tin sau:

—  ROM monitor, cung cép giao dién cho ngudi st dung khi router khéng tim thay
cac file image khdong phu hgp.

— Boot image, giup router boot khi khong tim thdy 10S image hgp 1& trén flash
memoty.

Router#show flash Router#show interface
Router#show version
~ \ Vd
INTERNETWORK OS
BACKUP
DYNAMIC CONFIGURATI 025'2’%\';:6 'L"/Igg
PROG- CONFIG- TABLE ONFILE
RAMS URATION AND
INFORM- | | BUFFER
ATION ~

Router#show processes CPU

Router#tshow mem Router#show startup config
Router#show protocols

Router#show ip route

Router#show running-config

Hinh 2.1
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2.2 Cac mode config

Cisco router cé nhiéu ché& do (mode) khi config, mdi ché& dd c6 dac diém riéng, cung cép
mot s cac tinh nang xac dinh dé cau hinh router. Cac mode clia Cisco router dugc trinh
bay trong hinh 2.2.

e User Mode hay User EXEC Mode:

Pay 1a mode dau tién khi ban bat dau mét phién lam viéc vdi router (qua Console hay
Telnet). 3 mode nay ban chi c6 thé thuc hién dugc mot s& Iénh théng thudng clia router.
Céc lénh nay chi c6 tac dung mot 1an nhu 18nh show hay 1énh clear mot s cac counter
cla router hay interface. Cac I&énh nay sé khong dugc ghi vao file ciu hinh cla router va
do do6 khdng gay anh hudng dén cac lan khdi dong sau cla router.

e Privileged EXEC Mode:

Pé vao Privileged EXEC Mode, tii User EXEC mode gd Iénh enable va password (néu
can). Privileged EXEC Mode cung c&p céc lénh quan trong dé theo ddi hoat dong clia
router, truy cap vao cac file cu hinh, 10S, dat cac password.. Privileged EXEC Mode la
chia khéa dé vao Configuration Mode, cho phép cdu hinh tat ca cac chiic nang hoat dong
cua router.

e Configuration Mode:

Nhu trén da noi, configuration mode cho phép c&u hinh tit ca cac chiic nang cua Cisco
router bao gom cac interface, cac routing protocol, cac line console, vty (telnet), tty
(async connection). Cac Iénh trong configuration mode sé& anh huéng truc ti€p dén cau
hinh hién hanh cla router chiia trong RAM (running-configuration). Néu c&u hinh nay
dugc ghi lai vao NVRAM, céc Iénh nay sé cé tac dung trong nhiing lan khéi dong sau
cua router.

Configurarion mode c6 nhiéu mode nho, ngoai cung la global configuration mode, sau do6
la céc interface configration mode, line configuration mode, routing configuration mode.

¢ ROM Mode

ROM mode dung cho céc tac vu chuyén biét, can thiép truc tiép vao phan ciing cla
router nhu Recovery password, maintenance. Thong thudng ngoai cac dong 1énh do
ngudi st dung bat budc router vao ROM mode, router sé& ty dong chuyén vao ROM mode
néu khéng tim thay file 10S hay file 10S bj hong trong qua trinh kha&i déng.
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+ User EXEC mode

+ Priviledged EXEC mode

+ Global configuration mode

+ Specific
Configuration
Modes
Configuration Mode Prompt
Interface Router{config-ifj#
Subinterface Router{config-subif #
Controller Router{config-controller)#
Map-list Router{config-map-list)#
Map-class Router{config-map-class)#
Line Router{config-line)#
Router Router{config-router)#
IPX-router Router{config-ipx-router)#
Route-map Router{config-route-map)g
User EXEC Commands - Router™=
ping
show (limited)
enahle
etc...
Privileged EXFC Commands - Router#
all User EXEC commands
debugz commands
reload
configure Global Configuration Commands - Rouwter{config
elc... hosimame
enahle secret
ip route
interface ethernet Interface Commands - Router{confiz-if)#
“f“l ip address
bri ipx address
elc... encapsulation
shutdown / no shuidown
eic...
router  rip Routing Engine Commands - Rowter{config-rowter)s
ospf network
igrp version
etc... auio-sunmary
eic...
line iy Line Commands - Router{config-line )
console password
eic... login
modem commands
eic...

Hinh 2.2: M6t s6 mode config cla Cisco Router.
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Bang 2.1 trinh bay cac mode co ban clia Cisco router va mot s6 dic diém cla ching:

Mode Cach thuc truy cap D&au nhac Cach thuc thoat
User EXEC Log in. Router> logout command.
Privileged Tu user EXEC mode, st | Router# Pé tr§ vé user EXEC mode,
EXEC dung Iénh enable. dung Iénh disable..
Pé vao global configuration
mode, dung Iénh configure
terminal.

Global Tu privileged EXEC Router(config)# | Dé ra privileged EXEC

configuration

mode, dung lénh
configure terminal

mode, dung Iénh exit hay
end hay go Ctrl-Z.

Pé vao interface
configuration mode, gd I1énh
interface.

Interface
configuration

Tu global configuration

mode, g0 |énh interface.

Router(config-
if)#

Pé ra global configuration
mode, dung Iénh exit

Pé ra privileged EXEC
mode, dung Iénh exit hay
g0 Citrl-Z.

Pé vao subinterface
configuration mode, xac
dinh subinterface bang lénh
interface

Subinterface

Tu interface

Router(config-

To exit to global

configuration configuration mode, xac subif)# configuration mode, use the
dinh subinterface bang exit command.
lénh interface. To enter privileged EXEC
mode, use the end
command or press Ctrl-Z.
ROM monitor | Tu privileged EXEC > Pé ra user EXEC mode, gb
mode, dung Iénh reload Iénh continue
nhan phim Break trong
60s khi router khéi dong
Dung Iénh boot system
rom.
Bang 2.1
DR
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3 Cau hinh cac tinh nang chung cua router.

3.1 Mot sd quy tic veé trinh bay cau Iénh.

Céc quy tic trinh bay tai bang sau dugc s dung trong tai liéu nay cling nhu trong tat ca

cac tai liéu khac cua Cisco

Cach trinh bay

A hay Ctrl

Screen Hiém thi céc thdng tin s& dugc trinh bay trén man hinh.

Boldface Hién thi cac thong tin (dong 1énh) ma ban phai nhap vao ti ban

< > Biéu hién céc ky tu khdéng hién thi trén man hinh, vi du nhu

! Bi€u hién cac cau chu thich.

( ) Bi€u hién ddu nhAc hién tai

[ ] Biéu hién cac tham sé tuy chon (khdng bét budc) cho cau lénh.

ltalics Biéu hién cac tham s& cla dong Iénh. Cac tham s& nay |a bat budc
phai cé va ban phai chon gia tri phi hgp cho tham s6 d6 dé dua
vao cau lénh.

{xlylz} Bi€u hién ban phai chon mot trong céc gia tri x, y, z trong cau I&énh.
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3.2 Cac phim tat can st dung khi cau hinh router

Cisco router dugc cdu hinh bang chudi cac lénh, dé thuan tién va nhanh chéng han trong

viéc nhap I&énh mét s8 cac phim tat thudng dudc s dung dudc trinh bay 6 bang 3.2:

Phim Céng dung
Delete Xoa ky tu bén phai con trd
Backspace Xoa ky tuy bén trai con trd

Left Arrow hay
Ctrl-B

Di chuyé&n con trd vé bén trai mot ky tu

Right Arrow hay
Ctrl-F

Di chuyén con trd vé bén phai mot ky tu

Esc-B Di chuyén con trd vé bén trai mot tu

Esc-F Di chuyén con trd vé bén phai mot tu

TAB Hién thi toan bd Iénh (chi cé tac dung khi phan da go cla Iénh
tuong ing du dé gilp Cisco 10S xac dinh 1énh dé 1a duy nhat)

Ctrl-A Di chuyén con trd 1&én dau hang Iénh.

Ctrl-E Di chuyén con trd vé cudi hang Iénh.

Ctrl-R Hién thi lai dong Iénh.

Ctrl-U Xéa dong Iénh.

Ctrl-W Xo6a mot tu

Ctrl-Z Két thuc Configuration Mode, tr§ vé EXEC mode.

Up Arrow hay
Ctrl-P

Hién thi dong Iénh truéc.

Down Arrow hay
Ctr-N

Hién thi dong I&nh tiép theo.

Béang 3.2

Ngoai ra khi c&u hinh router, dau ? thudng dudc st dung & tat ca cac mode dé liét ké
danh sach cac cau Iénh c6 thé su dung dugc tai mode dé.

Vi du:

Router> ?

Exec commands:

<1-99>
connect
disconnect
enable

exit

help

lat

lock

login
logout

Session number to resume

Open a terminal connection

Disconnect an existing telnet session
Turn on privileged commands

Exit from the EXEC

Description of the interactive help system
Open a lat connection

Lock the terminal

Log in as a particular user

Exit from the EXEC
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menuStart

a menu-based user interface

mbranchTrace multicast route for branch of tree
mrbranchTrace reverse multicast route to branch of tree

mtrace

Trace multicast route to group

name-connection Name an existing telnet connection

pad
ping
resume
show
systat
telnet
terminal
tn3270
trace
where
x3
xremote

Open a X.29 PAD connection

Send echo messages

Resume an active telnet connection
Show running system information
Display information about terminal lines
Open a telnet connection

Set terminal line parameters

Open a tn3270 connection

Trace route to destination

List active telnet connections

Set X.3 parameters on PAD

Enter XRemote mode
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3.3 Cac khai niém vé console, telnet. Cach xac dinh cac tén va password cho
router.

3.3.1 Console port

Console port c6 trén tat ca cac loai router dung dé cho cac terminal c6 thé truy cap vao

router dé dinh cau hinh cling nhu thuc hién cac thao tac khac trén router. Console port

thudng c6 dang 16 cdm cho RJ-45 connector. D& k&t ndi vao console port ta can cac thiét

bi sau:

e 01 terminal, c6 thé 1a terminal chuyén dung cGa UNIX hay may PC Windows chay
chuaong trinh HyperTerminal.

e 01 Roll-over cable: sgi cap nay di kém véi mdi router (hinh 3.1), 1a cap UTP c6 4 cap
day va dugc bam RJ-45 dao thi tu 2 dau.

ey, il 1 a1 ot e
| should be the |
| samecelor |

Hinh 3.1

e 01 dau DB-25 hay DB-9 diung dé két ndi vao Terminal. Cac dau néi nay c6 port ndi
RJ-45 & phia sau. Cac dau ndi nay thudng dugc goi la RJ-45 to DB-9 hay RJ-45 to
DB-25 adapter.

K&t néi vao console port dugc thuc hién nhu hinh 3.2

Khi két néi da dudc thuic hién, chay chuadng trinh (vi du nhu HyperTerminal) cla
Windows dé truy cap vao router. Mot s6 diém luu y khi s dung chuong trinh la:

e Chon ding COM port két ndi (direct to COM1 hay COM2).

e Cac théng sé cla console port la: 9600 baud, 8 data bits, no parity, 2 stop bits.
Console port khdng hd trg cho flow control va modem control.

Néu khdng dugc dat password cho console port, khi khi dong chuong trinh
HyperTerminal, xac lap dung céc thong s6 nhu trén va go vai lan Enter, ban sé vao
ngay user EXEC mode véi ddu nh&c “router>”. Password véi console port 1a khéng bat
budc, tuy nhién dé bao dam an toan cho hé théng, ta cé thé dung cac budc sau day dé
xac dinh password cho console port cla router.
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Hinh 3.2 Két néi console port vao terminal.

Cau lénh Dau nhac ban | Dau nhac sau | Giai thich

dau khi g6
enable Router> Router# Vao ché doé Privileged mode, gd

password néu can
config Router# Router#(config) | Vao global configuration mode
terminal
line con0 Router#(config) | Router#(config- | Vao line configuration mode.
line)

login Router#(config- | Router#(config- | Cho phép login vao router va hién thj

line) line) cau hoi password khi truy cap.
password Router#(config- | Router#(config- | Bat password cho console port.
password line) line)
nZ Router#(config- | Router# Tré vé Privileged mode.

line)

Bang 3.3

3.3.2 Telnet sesstion

Trong hé théng mang s dung TCP/IP, Telnet 1a mot dich vu rat hiiu ich gitp cho ngudi
su dung c6 thé truy cap va ciu hinh thiét bi ti b4t ci noi nao trong hé théng hay théng
qua céac dich vu remote access. DPé s dung dugc Telnet cho viéc truy cap va cdu hinh
cisco router can phai cé cac diéu kién sau:

e Hé théng mang sl dung giao thiic TCP/IP

e Gan dia chi IP cho it nhat 01 trong cac ethernet port cla router va két néi cdng dé
vao hé thdng mang.

e 01 PC két ndi vao mang thong qua TCP/IP.
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Sau khi thda man céc diéu kién trén, tai PC ta c6 thé gb lénh telnet ip address clia
ethernet port trén router dé c6 thé truy cap vao router.

Do muc do dé dang va thuan tién cla telnet trong viéc truy cap vao router, viéc dat
password cho telnet la rat can thiét va quan trong. Bang sau sé trinh bay céac buéc dé
xac lap password cho cac dudng telnet.

Cau lénh Dau nhic ban | Dau nhic sau | Giai thich

dau khi g6
enable Router> Router# Vao ché dd Privileged mode, gb

password néu can
config Router# Router#(config) | Vao global configuration mode
terminal
line vty 0 4 Router#(config) | Router#(config- | Vao line configuration mode.
line)

login Router#(config- | Router#(config- | Cho phép login vao router va hién thi

line) line) cau hoi password khi truy cép.
password Router#(config- | Router#(config- | Bat password cho console port.
password line) line)
nNZ Router#(config- | Router# TrG vé Privileged mode.

line)

Bang 3.4

Pudng telnet trong Cicso router dugc ky hiéu la vty. Cisco router hd trg 05 phién telnet
dodng thai (ky hiéu tii 0 dén 4). Ta c6 thé xac dinh password cho tiing dudng telnet. Tuy
nhién ca 05 dudng thudng dudc ciu hinh chung 01 password duy nhat dé tang kha nang
b&o mat va dé quan ly.

3.3.3 Xac dinh tén cho router va enable password.

Khi chua xac dinh tén cho router, ddu nhac mac dinh cla router sé la “router>”. Viéc xac
dinh tén cho router nhdm muc dich quan ly va lam thay déi ddu nhac nay. Ngoai ra viéc
xac dinh enable password cho phép ngan chan thém mot Ian niia (ngoai password vao
console hay telnet) viéc truy cap va thay déi cau hinh router. Bang sau trinh bay cac
budc dé dit (hay thay ddi) tén va enable password cho router.

Cau lénh Dau nhac ban | Dau nhic sau Giai thich
dau khi g6 1énh
enable Router> Router# Vao ché dé Privileged mode,

gd password néu can

config terminal Router# Router#(config) | Vao global configuration mode
hostname name Router#(config) | (name)#(config- | Xac dinh tén cho router, dau
line) nhéc sé thay déi dung theo tén
da nhép.

enable assword (name)#(config | (name)#(config- | X&ac dinh enable password
password -line) line)
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enable secret

(name)#(config

(name)#(config-

Xac dinh enable password

password -line) line) dong thdi ma hoa password
trong file c4u hinh. Phai di
chung vdi Iénh service
password-encryption.
4 (name)#(config | (name)# Tré vé Privileged mode.
-line)
Béang 3.5
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3.4 Lam viéc vdi file cdu hinh va 10S image.

3.4.1 M@t s6 khai niém cgd ban.

e File cdu hinh (configuration file):

La mét file dang text co6 c4u truc, trong do6 chuia tat ca cac 1énh quan trong cla router,
quyét dinh hoat déng cla router. Sau khi cdu hinh ban dau, file cdu hinh nay dugc ghi
vao NVRAM cla router va sé dugc st dung trong sudt thdi gian hoat dong cla router.
(trong mét s6 loai router, file nay cé thé chia & bootflash RAM, slot 0 hay slot 1cla
PCMCIA card). Khi router khgi dong file cau hinh nay dugc nap tit NVRAM vao RAM va
thi hanh mét cach tu dong. Viéc mat hay hu hong file cdu hinh nay sé khién router roi
vao ROM mode hay setup mode. File cdu hinh nam trong NVRAM dudc goi la startup-
config con nam trong RAM dugc goi la running-config. Ngoai tri trong qua trinh cdu hinh
router, hai file nay thuéng giéng nhau.

Vi du vé mét file cdu hinh cla router:

Current configuration:

!

version 11.2

I Version of IOS on router, automatic command
!

no service udp-small-servers

no service tcp-small-servers

!

hostname Critter

prompt Emma

I Prompt overrides the use of the hosthame as the prompt
!

enable password lu

! This sets the priviledge exec mode password
!

no ip domain-lookup

! Ignores all names resolutions unless locally defined on the router.
!

ipx routing 0000.3089.b170

! Enables IPX rip routing

!

interface Serial0

ip address 137.11.12.2 255.255.255.0

ipx network 12

!

interface Seriall

description this is the link to Albuquerque

ip address 137.11.23.2 255.255.255.0

ipx network 23

|

interface TokenRing0

ip address 137.11.2.2 255.255.255.0

ipx network CAFE

ring-speed 16

|

router rip

network 137.11.0.0

|

no ip classless
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!
banner motd ~AC This Here’s the Rootin-est Tootin-est Router in these here Parts! AC
I Any text between the Ctl-C keystroke is considered part of the banner, including
Ithe return key.!

line con 0

password cisco

login

! login tells the router to supply a prompt; password defines what the user must type!
!

line aux 0

line vty 0 4

password cisco

login

!

end

e [0S image:

|OS la chi viét tat cla Internetworking Operating System. I0S thuc su 1a trai tim cla
Cisco router. N6 quyét dinh tat ca cac chuc nang cua thiét bi va bao gom tat ca cac dong
lénh dung dé cau hinh thiét bi d6. I0S image la thuat ngii dung dé chi file chiia 10S, nhd
d6 ma ta cé thé backup hay upgrade 10S mét cach dé dang va thuan tién. Trong Cisco
router IOS thudng dugc chiia trong Flash RAM.

e TFTP server.

TFTP la chii viét tat cla Trial File Transfer Protocol, mét protocol chuén cla giao thiic
TCP/IP. TFTP la mét connectionless, reliable protocol. TFTP Server cé thé 1a mot
workstation UNIX hay mot PC thudng chay chuong trinh gia l1ap TFTP server trén mot hé
thong mang TCP/IP. TFTP Server thudng dugc dung lam noi backup céc file ciu hinh,
IOS image hay ngudc lai la nci chia cac file cdu hinh méi, cac 10S image mdi dé update
cho router.

3.4.2 Lam viéc vdi file cdu hinh va 10S.

e Vi file cau hinh:

Cac qua trinh 1am viéc véi file cdu hinh dugc md ta trong hinh 3.3

replau::& NVRAM

replace
replace replace

TFT

Hinh 3.3

Nhu hinh 3.3 cho thay, ta cé thé chuyén déi qua lai file cdu hinh tif RAM, NVRAM va
TFTP Server. Cac chuyén déi dén NVRAM va TFTP thudng c6 nghia la thay thé
(replace) trong khi cac chuyén déi t6i RAM c6 nghia la bé sung (add).

—  Dé chuyén déi file cau hinh trong Cisco router dung lénh sau & privileged mode:

copy {tftp | running-config | startup-config} {tftp | running-config | startup-config}
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Vi du:
—  Dé copy file c4u hinh ttr RAM vao NVRAM ta dung Iénh sau:

copy running-config startup-config

— D& xem mét file cau hinh ta dung lénh sau:
show {running-config | startup-config}

—  Dé x6a mobt file cau hinh ta dung lénh sau:
erase nvram

Ngoai ra ta con c6 thé sl dung céc cau lénh khéc c6 tac dung tuong tu. Cac Iénh nay la
céc lénh cii thudng dudc s dung trong céc 10S version 11.0 trd vé trudce.

Cau lénh Cau Iénh tuong ducong (Iénh cii)

show running-config write terminal

show startup-config show config

copy running-config startup config write mem

copy running-config tftp write network

erase nvram write erase hay erase startup-config.
Bang 3.6

e Lam viéc vGi IOS image.

Nhu trén da noi I0S image dong vai trd rat quan trong déi vai router. Lam viéc véi I0S
image nghia la thyc hién viéc Iuu gili cac 10S image, cap nhat cac 10S image tu Cisco,
quan ly cac I0S image trong router va cé kha ning xac dinh cac 10S image dung dé khai
déng router.

— Luu gili 10S image.
IOS image thudng dugc luu giti 8 TFTP server bang cau Iénh sau:
copy flash tftp
— Céap nhat 10S image tu Cisco.

Thiét k& dung 10S image cla Cisco giup cho thiét bi c6 kha nang nang cap nhanh chéng
va linh hoat. Cac 10S image cuia Cisco thudng xuyén dugc cap nhat dé khac phuc céac 16i
cla version trudc va bd sung céc tinh nang mdi cho router. Viéc cap nhat nay cé thé
dugc md ta bang hinh 3.4.

Lénh dé cap nhat 10S image la:
copy tftp flash

Sau khi go Iénh nay router sé hién ra tén céc IOS image hién c6 trong flash RAM, hoi
ban dia chi IP clia TFTP va chd ban xac nhan trudc khi copy. Vi du sau sé trinh bay chi
tiét vé diéu nay.
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Vi du:

Cisco Systems cro

Internet

(Any convenient method) N

Hinh 3.4: Quy trinh cap nhat I0S image.

R1#copy tftp flash

System flash directory:

File Length Name/status

1 7530760 c2500-ainr-I_112-31.bin

[7530824 bytes used, 857784 available, 8388608 total]
Address or name of remote host [255.255.255.255]? 134.141.3.33

Source file name? c2500-ainr-I_112-11.bin
Destination file name [c2500-ainr-1_112-11.bin]?

Accessing file ’c2500-ainr-I_112-11.bin’ on 134.141.3.33...

-

TFTP
SEenver

Jﬂnpy titp flagh

4-1...:"

vl

Loading c2500-ainr-I_112-11.bin from 134.141.3.33 (via TokenRing0): ! [OK]

Erase flash device before writing? [confirm]

Flash contains files. Are you sure you want to erase? [confirm]

Copy 'c2500-ainr-I_112-11.bin’ from server

as 'c2500-ainr-1_112-11.bin’ into Flash WITH erase? [yes/noly
Erasing device... eeeeeeeeeeeeeeeeeeeeeeeeeeeeeeee ...erased

Loading c2500-ainr-I_112-11.bin from 134.141.3.33 (via TokenRing0):

[OK - 7530760/8388608 bytes]
Verifying checksum... OK (0xA93E)
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Flash copy took 0:04:26 [hh:mm:ss]

R1#

— Xem noi dung cula flash RAM

Dung Iénh show flash dé xem théng tin vé 10S image chia trong flash RAM

Vi du:

fred#show flash

System flash directory:

File Length Name/status
14181132 c2500-i-1.112-7a
[4181196 bytes used, 4207412 available, 8388608 total]
8192K bytes of processor board System flash (Read ONLY)

— Chon 10S image dé khdi dong router.

Trong mdi router c6 01 thanh ghi goi la configuration register. Day la mét thanh ghi 16-bit
(Hinh 3.5) trong d6 4 bit cudi cing dugc goi la boot field quyét dinh qua trinh khai dong
cla router. Gia tri clia boot field cho biét router s& kh&i dong tir ROM hay ti RAM. Can
thiép vao qua trinh khdi dong clia router thong qua configuration register thudng ding
trong qua trinh password recovery.

15 14 13 12|11 10
0 0 1 0|0 0

8 8
0 1

o =)
o m
=N

o &

R PR

= LN ]
oo

Hinh 3.5: configuration register.

Mot cach khac don gian va thudng dudc s dung la dung Iénh boot system cla 10S.
Lénh nay thudng dugc dat va trong startup-config cla router.

Bang sau sé téng két lai ca hai phuong phap trén

Gia tri cua boot field

Cau Iénh boot system

Két qua

0x0 Khong anh hudng ROM monitor mode.

0x1 Khong anh hudng ROM mode.

0x2 dén OxF Boot system rom ROM mode

0x2 dén OxF Boot system flash IOS dau tién trong flash sé
dugc dung dé khai dong.

0x2 dén OxF Boot system flash filename IOS image trong flash dugc
chi dinh sé& dugc dung dé
khéi déng.

0x2 dén OxF Boot system tftp ip address |OS image c6 tén la

filename filename trong TFTP server

c6 dia chi jp address sé
dugc dung dé khai dong.

0x2 dén OxF Nhiéu lénh boot system Router sé sif dung céc lénh

tr trén xuéng duédi cho dén
khi c6 mét Iénh dugc thuc
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hién hoan tat. Néu tat ca
cac lénh déu khong thi
hanh dudc, router sé khai
doéng vé ROM mode.

Bang 3.7

SR
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4 Cau hinh router cho dudng leased line.

4.1 Khai niém vé lién két leased line.

Dudng lién két leased line 1a dudng lién két k§ thuat sé do Buu dién cung cép, , thudng
la mot dudng cap dong 1 pair, két ndi diém-diém véi hai dau can két néi. Mé hinh co
ban cla mot két ndi leased line nhu hinh 4.1:

Router V.35 R8232NTU 32Kbps - 2.048Mbps NTU Router

Hinh 4.1

Lién két trén dudng leased line 1a lién két tin hiéu sd, c6 téc do 1én t6i 2.048Mbps (v4i
cap dong). Thiét bi dau cudi la NTU (Network Terminal Unit) con goi la DSU/CSU
(Channel Service Unit/ Data Service Unit) tdc dung nhu mét DCE (Data Circuit
Equipment). Cac NTU cé thé c6 nhiéu loai v6i nhiéu t8c dd khac nhau. Router trong
trudng hgp nay dong vai tro nhu moét DTE (Data Terminal Equipment). Cac NTU thudng
cung cap giao tiép V.35 hay RS232 dé két néi véi Router. Tuy theo NTU ma phai chon
loai cap két ndi cho cong Serial clia router cho thich hgp (xem hinh 4.2)

End User Router Connections
Device
- Tl =

——

Ih"“} ‘ DTE

csu/
DSU DCE

Service i
Provider EIATIA-232 EIATIA-448 V.35 X.21  EIA-530

Metwork Connections at the CSU/DSU
Hinh 4.2: Céc loai cdp két néi gida router va NTU (CSU/DSU)

Tuy theo nhu cau s dung ma khach hang c6 thé chon téc do cho dudng leased line,
thudng la ti 64Kbps trg Ién, ti dé chon NTU va router thich hgp.

Vi du cho thiét bi NTU thudng dung hién nay la: ACD-3 cuia hang Timeplex, ASM-31,
ASM-40 clia RAD.
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Hau hét cac loai Cisco Router déu cé thé hd trg cho lién két leased line thdng qua céac
serial port cha minh. Ngoai trtf Cisco router 7xx chi hd trg cho ISDN. Tat ca céc loai
router tU series 8xx trd 1&n déu c6 thé hd trg ti 01 d&n hang chuc céng serial.

Cac cap serial cla router dung cho cac két ndi leased line thudng la V.35 DTE va RS232
DTE déi vGi cac serial port 60 chan va V35 SS DTE, RS232 SS DTE ddi vdi céng Smart
Serial (WIC-2T, WIC-2A/S..)..

SR
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4.2

Cac budc cau hinh mét router cho lién két leased line.

Pé cdu hinh moét router phuc vu cho lién két leased line can thuc hién theo cac buéc sau:

e Ca&u hinh céac ethernet port va serial.

e Ca&u hinh WAN protocol cho lién két leased line.

e C4u hinh static routing hay hay dynamic routing.

e C&u hinh mét s& théng sé can thiét khac.

Sau day chung ta sé trinh bay chi tiét tiing van dé cu thé:

4.21

CA4u hinh céc ethernet port va serial.

Trudc tién ta can phai dinh dia chi va xac 1ap mét sé thong sé cho cac ethernet port va

serial.

e Ethernet port

Bang sau trinh bay mot sé Iénh can thiét dé cau hinh ethernet port cla router. Gia sii tén

router la R1

Cau lénh

Giai thich

Vidu

R1#(config)interface eslot/port

Vao interface
mode cla ethernet
port

R1#(config)interface e0/0
R1#(config-if)

R1#(config-if)ip address ip-
address subnet mask

Gan ip address va
subnet mask cho
ethernet port tuong
tng

R1#(config-if)ip address
192.1.1.1 255.255.255.0

R1#(config-if)

R1#(config-if)duplex {full | half}

Gan ché dod half
hay full duplex cho
ethernet port

R1#(config-if)duplex full
R1#(config-if)

R1#(config-if)speed {10 1100 |
auto}

Gan toc dd cho
ethernet port la
10Mbps, 100Mbps
hay auto.

R1#(config-if)speed 100
R1#(config-if)

R1#(config-if)description string

Pat mo ta cho
ethernet port

R1#(config-if)description
Connected to LAN

R1#(config-if)

R1#(config-ifijno shutdown

Bat ethernet port
(néu can).

R1#(config-ifijno shutdown.

Ethernet 0/0 is up, line protocol
is up.

R1#(config-if)

R1#show interface e slot/port

Xem trang thai
ethernet port.

e Serial port

Bang 4.1
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Khéac vai ethernet port, serial port c6 nhiéu thédng s can cdu hinh hon nhu trong bang

sau:

Cau lénh

Giai thich

Vi du

R1#(config)interface serial
slot/port

Vao interface mode
cula serial port

R1#(config)interface serial1/0

R1#(config-if)

R1#(config-if)ip address ip-
address subnet mask

Gan ip address va
subnet mask cho
serial port tuong Ung

R1#(config-if)ip address
192.1.2.1 255.255.255.0

R1#(config-if)

R1#(config-if)ip
unnumbered ethernet
slot/port

Khdng gan ip truc ti€p
cho serial port ma
“mugn” tam ip cla
ethernet port.

R1#(config-if)ip unnumbered
ethernet0/0

R1#(config-if)

R1#(config-ifjbandwidth
bandwidth

Gan bandwidth (t6c
dé) cho serial port.
Bandwidth & day dugc
tinh béng kbps.

R1#(config-ifibandwidth 64
R1#(config-if)

R1#(config-if)clock rate
clock-rate

Gan téc dd xung clock
cho serial port. Lénh
nay chi thich hgp cho
trudng hgp trong
phong LAB khi hai
router ndi back-to-
back véi nhau, 01
router la DCE (cép
clock rate) router con
lai la DTE. Clock-rate
nhén gia trj bps.

R1#(config-if)clock rate 64000
R1#(config-if)

R1#(config-if)description
string

Pat mo ta cho serial
port

R1#(config-if)description
Connected to leased line

R1#(config-if)

R1#(config-ifijno shutdown

Bat serial port (néu
can).

R1#(config-ifijno shutdown.

Serial 1/0 is up, line protocol is
up.
R1#(config-if)

R1#show interface s
slot/port

Xem trang thai serial
port.

Béang 4.2
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C4u hinh protocol cho lién két leased line 1a chon protocol dugc st dung dé truyén di
lieu (IP, IPX..), chon WAN protocol cho viéc dong goéi (encapsulation) dii liéu trén dudng
truyén (PPP, HDLC, LAPB..)

Cac protocol IP hay IPX da rat quen thudc véi ching ta, vi thé & day chung t6i chi trinh
bay céac khai niém vé cac WAN protocol PPP, HDLC, LAPB.

Khong gidng nhu IP hay IPX, PPP, HDLC va LAPB la nhiing WAN protocol. Chlng cung
cap cac chiic ning co ban dé truyén di liéu trén mot lién két. Cac lién két nay la céac lién
két point-to-point, serial va la lién k&t synchronous (ngoai triif PPP con c6 thé hd trg cho
lién két asynchronous).

Lién két synchronous la nhiing lién két ma trong dé co su lién lac thudng xuyén gilia cac
thiét bi & hai dau lién k&t dé dong bo (synchronous) téc do clia ching. Nhd vay lién két
synchronous thudng cé dd én dinh cao déng thdi t8i uu dugc bang théng cla lién két.

Hai WAN protocol thudng dung trong lién két leased line doi véi Cisco router 1a HDLC va
PPP (LAPB dudc st dung chii yéu cho céc lién két X25). Trong d6 HDLC la protocol do
Cisco phat trién (khong phai la HDLC chuén cla ITU), chi thich hgp déi vdi router cla
Cisco, con PPP 1a protocol chuén, cé thé st dung linh ddng cho nhiéu loai san phdm
khac nhau.

PPP va HDLC con c6 su khac nhau chi y&u vé cac dac diém co ban ctia mot WAN
protocol, d6 1a sy khac nhau d&c diém c6 c4u tric hay khéng clia protocol.

PPP la mét protocol ¢6 c4u tric, cé nghia la d&c diém ban dau cua protocol da c6 mot
trudng dé xac dinh loai clia packet dugc déng goi béi protocol dé. Trudng dé goi la
trudng “protocol type” c6 thé xac dinh dugc packet 1a IP hay IPX. HDLC khéng dudc goi
la mot WAN protocol cé c4u tric bdi vi Cisco phai bd sung thém céc thong tin khac dé
tao nén truang “protocol type”.

PPP dung cac LCP (PPP Link Control Protocol) va IPCP (IP Control Protocol) dé diéu
khién va dong bo dudng truyén. LCP cung cép céac tinh ndng co ban cho viéc dong bo
ma khong phu thudc vao cac layer 3 protocol truyén trén lién két do. Trong khi IPCP thi
dya vao céac layer 3 protocol dé thuc hién cac chtc nang cu thé nhu: gan dia chi IP, hd
trg ARP.

Céc chuic nidng clia PPP LCP c6 thé ké ra nhu Link Quality Monitoring (LQM) dé cung
cap kha nang error detection; Magic Number dé do tim hién tugng I&p trén dudng
truyén; PAP va CHAP dé thuc hién qué trinh Authentication; Multilink PPP dé hé trg cho
cac multilink.

PPP con hd trg nhiéu thuat toan nén han HDLC, PPP c6 thé ho trg cac thuat toan nén
nhu Predictor, STAC, hay MPPC (Microsoft Point-to-point compression) trong khi HDLC
chi hé trg cho thuat toan STAC.

Pé xac dinh WAN protocol trén dudng truyén va cac théng sé lién quan ching ta sU
dung céc lénh sau:

Lénh M6 ta
Router(config-if)#encapsulation {hdlc | ppp } Chon loai encapsulation la ppp hay
hdlc
Router(config-if)#compress [predictor | stac | Chon loai thuat toan nén trén dudng
mppc} truyén (tuy chon)
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Router# show interface Xac dinh lai trang thai va cdu hinh
cla interface

Router# show compress Xac dinh trang thai nén.

Router# show process Xéac dinh trang thai CPU.

Céc lénh show compress hay show process thudng st dung dé xem trang thai nén va
trang thai CPU sau khi da ap dung lénh compress.

4.2.3 CAu hinh static routing hay hay dynamic routing.

Nhu phan trinh bay dau tién vé khai niém router & phan dau cua tai liéu nay, ta c6 thé
chon mét trong hai co ché routing khi cau hinh Cisco router: static hay dynamic:

Static routing la co ché trong dé ngudi quan tri quyét dinh, gan sdn protocol cing nhu dia
chi dich cho router: dén network ndo thi phdi truyén qua port nao, dia chi la gi.. Cc
théng tin nay chua trong routing table va chi duoc cap nhat hay thay déi bdi ngudi quan tri.

Static routing thich hgp cho cdc hé théng don gian, cdé két néi don gida hai router, trong dé
dudng truyén di liéu da dugc xac dinh truéc.

Dynamic routing dung cdc routing protocol dé tu déng cdp nhét cdc théng tin vé cdc router
xung quanh. Tuy theo dang thudt toan ma co ché cap nhdt théng tin cla cac router sé
khac nhau.

Dynamic routing thudng dung trong cdc hé théng phtic tap hon, trong dé céc router dugc
lién két vdi nhau thanh mét mang IUdi, vi du nhu cac hé théng router cung cép dich vy
internet, hé théng cla céc céng ty da quéc gia.

Trong phan nay, ching tdi sé trinh bay chi tiét cach cau hinh static va dynamic routing.
e CaAu hinh static routing:

Static routing hay static route dugc thiét lap bang tay théng qua lénh ip route nhu sau:
Router(config)#ip route network [mask] {address/interface} [distance] [permanent]

Trong do

network—Destination network hay subnet

mask—Subnet mask
— address—IP address cla next-hop router
— interface—Tén interface (cUa router dang cdu hinh) dé di téi destination network

— distance—Gi& tri cung cdp bdi ngudi quan tri, nham chi dd uu tién (cost) cla
dudng dinh tuyén (tuy chon)

— permanent —Chi dinh rang dudng dinh tuyén nay khéng bi d& bd ngay ca khi
interface bi shutdown.

Vi du (hinh 4.3)
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172.16.1.0
_ . 255.255.255.0
»» S i \ 172.16.2.2
A e.‘ﬁ- CiscoA
v ~ \l Cisco B

51

- 172.16.2.0 ai
S0

172.16.2.1

172.16.1.0

ip route 172.16.1.0 255.255.255.0 172.16.2.1

Hinh 4.3: Vi du vé static route

Lénh ip route 172.16.1.0 255.255.255.0 172.16.2.1 dat tai Router CiscoA xac dinh: dgé
dén dugc network 172.16.1.0 c6 subnet mask la 255.255.255.0 sé phdi qua dia chi
172.16.2.1. Bia chi 172.16.20.1 chinh la dia chi clia next-hop router (router CiscoB).
Dong lénh nay cé thé thay béing dong Iénh khéc tuong duong nhu sau:

Ip route 172.16.1.0 255.255.255.0 serial 0.

Vi serial 0 1a tén interface phai di qua cua router CicsoA dé dén dudc network
172.16.1.0 255.255.255.0.

Gia tri distance mac dinh cua static route la 1. No6i chung cac gia tri distance cla static
route nho hon rét nhiéu so véi cac gia tri cla dynamic route. Vi du nhu RIP ¢ distance la
120, IGRP: 100, OSPF: 110. Diéu do6 co6 nghia la két ndi théng qua static route cé dd hoi
tu va tdc dd nhanh hon so vGi dynamic route. Nguyén nhan cla viéc nay la do static
route khéng can phai mat thgi gian cap nhat bang routing table va lya chon dudng dinh
tuyén trong routing table trudc khi dua ra quyét dinh chuyén dii liéu. D6 ciing 1a ly do tai
sao ma static route thudng dugc chon khi hé thong cé két ndi don gian.

N&u cé nhiéu static route c6 thé dat dén dich, distance dugdc sl dung dé xac dinh cac do
uu tién khac nhau cho tiing dudng. Router sé chon dudng nao cé distance nhd nhat cé
thé dé truyén dii liéu.

Cau Iénh show ip route thudng dugc s dung dé xac dinh cac route da dudc cdu hinh va
cach cdu hinh cac route d6 bang static hay dynamic routing, néi cach khac Iénh nay hién
thi thdng tin vé bang routing table.

Vidu:

CiscoA#show ip route

Codes: C - connected, S - static, | - IGRP, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF external type 2, E - EGP
i -1S-1S, L1 - 1S-IS level-1, L2 - IS-IS level-2, * - candidate default
U - per-user static route, o - ODR

Gateway of last resort is not set
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172.16.0.0/16 is variably subnetted, 5 subnets, 3 masks
C 172.16.3.0 /24 is directly connected, ethernet0

C 172.16.2.0 /24 is directly connected, Serial0

S 172.16.1.0 /24 via 172.16.2.1.

e Ca&u hinh dynamic routing:

Pé cdu hinh dynamic routing trudc tién phai bat ché dé cho phép routing va lya chon
routing protocol: RIP, IGRP, EIGRP hay OSPF. Trong ndi dung tai liéu nay chung toi
khong trinh bay dén routing protocol OSPF vi tinh phtc tap cta né.

Pé cho phép ché dd routing duing Iénh sau & global configuration mode:
Router(config)#lp routing

hay

Router(config)#lpx routing

Pé lya chon routing protocol ta st dung Iénh router . Cac c&u hinh céc routing protocol
s& dudc trinh bay tuan ty trong phan sau:

— Cau hinh RIP:

RIP 1a mét distance vector routing protool dugc dinh nghia dau tién bdi RFC
1058. Routing information trong RIP dugc router chuyén sang cac route bén
canh thong qua IP broadcast sit dung UDP protocol va port 520.

RIP ¢6 hai verion: RIP version 1 la classful routing protocol, né khéng hd trg cho
viéc quan ba théng tin vé network mask. RIP version 2 1a classless protocol hd
trg cho CIDR (Classless Interdomain Routing), VLSM (Variable-length subnet
mask), route summarization va security théng qua qua trinh authentication bang
plain text hay ham “bam” MD5.

C4&u hinh RIP routing protocol gém 3 budc ca ban: 1) cho phép router sif dung
RIP protocol; 2) quyét dinh RIP version va 3) xac dinh network va cac interface
chiu anh hudng clia RIP va thudc qua trinh cap nhat routing information..

1. D& cho phép router sii dung RIP protocol, dung lénh router rip

2. Dé quyét dinh version nao dugc sl dung, dung cau Iénh version number Vi
numberla 1 hay 2. Néu khong xac dinh version, 10S software sé méc dinh la
gli RIP version 1 va nhan su cap nhat ca version 1 lan version 2.

3. D& xac dinh network va cac interface chiu &nh hudng cla RIP, énh network
network dugc s dung. Network chi cac network dugc két néi truc ti€p véi cac
interface cua router dang dudgc cdu hinh. Vi du nhu néu router c6 hai
interface véi dia chi tuong Ung la 131.108.4.5 and 131.108.6.9, interface thu
3 c6 dia chi 172.16.3.6. Khi d6 néu sU dung lénh network 131.108.0.0 sé& bao
gdm dudc 2 interface dau va network 131.108.0.0 vao trong qua trinh routing
update cla RIP. Tuy nhién dé bao gom ca interface thi 3 ta phai st dung
thém Iénh: network 172.16.0.0.

Vi du:
RIProuter#configure
Configuring from terminal, memory, or network [terminal]?
Enter configuration commands, one per line. End with CNTL/Z.
RIProuter(config)#router rip
RIProuter(config-router)#version 2
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RIProuter(config-router)#network 131.108.0.0
RIProuter(config-router)#network 172.16.0.0
RIProuter(config-router)#1Z

Ngoai ra hinh 4.4 ciing trinh bay mot vi dy vé cdu hinh RIP cho trudng hgp trong

hinh.
1.4.0.0 26.0.0
3.3.0.0
2.1.0.0
Cisco B Cisco D
Cisco A
router rip
network 1.0.0.0
network 2.0.0.0
2.4.0.0
Hinh 4.4: vi du vé cau hinh RIP.
— CAu hinh IGRP:

IGRP (Interior Gateway Routing Protocol) la routing protocol dugc phat trién tu
gita thap nién 1980 cla Cisco dua trén thuat todn enhanced distance vector.
IGRP ra d&i nham giai quyé&t mot s6 han ché clia RIP khi hé théng trd nén phuc
tap hon

IGRP sl dung internetwork delay, bandwidth, reliability, va load dé xac dinh ra
metric nhd dé ma dua ra dudgc céac thong tin chinh xac hon vé tinh trang clia céc
két ndi trudc khi dua ra quyét dinh. Ngoai ra IGRP c¢6 thé hé trg dén t6i da 255
hop (so vGi 15 chla RIP), va cé do hdi tu nhanh nhd ca ché ‘flash update”. Co
ché flash update g&i cac thay déi clia network ngay khi né xuét hién ma khéng
phai chd thgi gian dinh ky nhu RIP.

IGRP con cé cac chuc nang quan trong nhu split horizon, holdown timer hay
poison reverse dé ngan ngtia hién tugng Iap trén dudng truyén. (hinh 4.5)
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Holddown Timer
Flash Update

—)
ae | ——>

Fails Poison Reverse Split Horizon

Router B will not
advertise to Router A
that it can reach
network 10.3.0.0

Hinh 4.5

Ciing nhu RIP, IGRP sl dung IP broadcast dé Iuu chuyén théng tin vé routing
giia céc router. Tuy nhién IGRP khong dua trén UDP hay TCP ma dya trén cac
transport protocol clia chinh né dé lién két cac thong tin vé routing. giéng nhu
UDP, IGRP khong c6 co ché phan hoi.

Do khéng cé nhiéu version nhu RIP, cdu hinh IGRP chi c6 2 budc:

1. Cho phép router sif dung IGRP: dung Iénh router igrp process-id, process-id
la mot s6 nguyén cé thé nhan gia tri bat ky tir 1 dén 65535 c6é nhiém vy phan
biét cac tién trinh khac nhau cla IGRP trén cung mét router.

2. Xac dinh network va céc interface chiu anh huéng ctia IGRP: tuong tu nhu
RIP, IGRP dung lIénh network network vGi phuang phap tuong tu.

1.4.0.0 26.0.0
3.3.0.0
2.1.0.0
Cisco B Cisco D
Cisco A
router igrp 108
network 1.0.0.0
network 2.0.0.0
2.4.0.0
Hinh 4.6: Vidu vé IGRP.
Vi du:

IGRProuter#configure
Configuring from terminal, memory, or network [terminal]?
Enter configuration commands, one per line. End with CNTL/Z.
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IGRProuter(config)#router igrp 109
IGRProuter(config-router)#network 1.0.0.0
IGRProuter(config-router)#network 2.0.0.0
IGRProuter(config-router)#/Z

Xac nhan va kiém tra cau hinh routing protocol.
Céc lénh sau dung dé kiém tra cdu hinh routing protocol trén router:

o Show ip route (da trinh bay G phan trén)

o Show ip protocoi: trinh bay tat ca cac gia tri vé thdi gian cap nhat routing

table, théng tin vé network co lién quan trén router..

Router> show ip protocol

Routing Protocol is "rip"
Sending update every 30 seconds, next due in 13 seconds
invalid after 180 seconds, hold down 180, flushed after 240
Outgoing update filter list for all interfaces is not set
Incoming update filter list for all interfaces is not set

Redistributing: rip

Routing for Networks

183.8.0.0
144.253.3.0

Routing Information Sources:

Gateway Distance Last Update
183.8.128.12 120 0:00:14
183.8.64.130 120 0:00:19
183.8.128.130 120 0:00:03

Distance: (default is 120)

Hinh 4.7: lénh show ip protocol.

o Debug ip rip: hién thi cac théng tin cap nhat bdi RIP, rat hiju ich dé xac dinh

nguyén nhan clia cac su cd lién quan. (hinh 4.8)

Router= debug ip rip

RIP protocol debugging is on

Router#

RIP: received update from 172.8.128.130 on Serial0
172.8.0.128 in 1 hops
172.8.64.128 in 16 hops (inaccessible)

Rip: received update from 172.8.64.130 on Serialt
172.8.0.128 in 1 hops
172.8.0.128.128in 1 hops

RIP: received update from 172.8.128.130 on Serial0
172.8.0.128in 1 hops
172.8.64.128 in 1 hops

RIP: sending update to 255.255.255.255 via Ethernet0 (172.8.128.2)
subnet 172.8.0.128, metric 2
subnet 172.8.64.128, metric 6
subnet 172.8.128.128, metric 1
network 10.253.0.0, metric 1

network 10.50.0.0, metric 2
network 172.8.0.0, metric 1

RIP: sending update it 255.255.255.255 via Ethernet 1 (10.253.100.202)

Hinh 4.8: Lénh debug ip rip.
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424

o debug ip igrp transaction [ip-address]
o debug ip igrp events [ip-address]

Hai lénh trén hién thi cac théng tin cap nhat vé IGRP, tuong tu nhu I&nh debug ip
rip da trinh bay G trén.

Ca4u hinh default route.

Trong mot sd trudng hgp ta phai s dung cdu hinh default route. Khi hé théng cé
nhiéu k&t ndi qua lai gilia cac router, 8 mdi router phai lia chon mdt network goi
la network mac dinh (default network). Cac destination network clia packet dén
néu khong tim thay trong routing table sé& ty dong dudc chuyén déi qua default
network.

Cau Iénh: Router(config)#ip default-network network-number
F'uhlit: Network

Company X

\ 192168.17.0
é\ Clscu 1 /

Cisco A
Metwork 172.16.0.0 router rip
Subnet Mask 255.255.255.0 network 172.16.0.0

network 192.168.17.0
ip default-network 192.168.17.0

Hinh 4.9: Vi du vé default network.

Cac lénh can thiét cé thé dugc sl dung dé c4u hinh router dudc trinh bay trong béng
sau. D& cac ban tham khao chung tdi ciing trinh bay mot s6 céac Iénh can cau hinh cho
hé théng mang sl dung IPX:

Lénh Mo ta
description descriptive-string M®6 ta chu thich cho interface
ip classless Cho phép router chuyén cac packet dugc

hudng t6i mét subnet khéng c6 trong cac
network két ndi tryc tiép (cung class) t6i
tuyén dudng tét nhat. LAy vi du network
10.0.0.0 véi subnet mask 255.255.255.0.
Gia s rang subnet 10.1.1.0 la subnet cla
interface ethernetO (ip address
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10.1.1.1/24). Gia sU tiép rang néu router
nhan dugc moét packet hudng t6i network
10.2.2.0 va router khéng nhan ra dugc
network dé; néu khdng c6 1énh ip classless
packet sé& bi loai bd, néu c6 ip classless
packet s& dugc chuyén dén tuyén dudng
tdt nhat (thudng la default route)

ip subnet-zero

Cho phép router nhan cac day zero subnet
la hgp 1é.

ipx network network [encapsulation
encapsulation-type [secondary]]

Lénh nay cho phép binds IPX network
number va frame type cho interface. Néu
khéng xac dinh frame type thi 802.3 sé 1a
default, cac type c6 thé gan la

novell-ether Novell Ethernet 802.3

arpa Novell Ethernet Il
sap IEEE 802.2
snap IEEE 802.2 SNAP

secondary dung trong trudng hgp cé nhiéu
hon 1 network IPX. Trong vi du Atlanta c6
02 network IPX 100 st dung frame 902.2

va IPX network 101 s(i dung frame 802.3.

ipx route network network.node

Lénh nay xac dinh ché dd static IPX route.
Trudng dau tién xac dinh IPX network
nuber cla dich. Trudng thd hai xac dinh
IPX address clia netx hop. Théng thudng
vGi ché dd dynamic, routing information sé
dugc ty dong cap nhat théng qua ip
protocol (IPX RIP/SAP), tuy nhién trong
trudng hgp nay do routing protocol da bi
disable ta phai xac dinh cu thé bang tay
théng qua internal va external network
number.

ipx router rip

Khéi dong IPX RIP/SAP routing engine.

ipx routing [node-address]

Khai dong IPX RIP/SAP routing engine,
node-address xac dinh dia chi IPX cla
céng serial cla router

Né&u khdng cbé node-address router sé tu
déngtim ki€m cho qua trinh routing.

ipx sap service-type name network.node
IPX-socket hop-count

Dung trong static route nham xac dinh loai
dich vu, (4=file service, name la tén Server
cla mang dich, network.node la IPX
address cla Server, IPX-socket l1a IPX-
socket number, hop-count la s6 hop dén
serverce. 2000 & day la internal IPX
network number cla file server,
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0000.0000.0001 la internal node number
cla file server.

ipx sap-interval interval interval xac dinh chu trinh router gui IPX
SAP dén c4c interface. Default 1a 1 phut,
interval=0 nghia |a disable.

no auto-summary Tat ché dd auto-summarization clia router.

no ip domain-lookup Tat ché& do tim ki€ém trong domain (phan
giai tén)

no ip routing T&t ché& dd IP routing.

no network network Loai bd mot IPX network number trong

quad trinhIPX RIP routing broadcast.

DR
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4.3 Thidu cu thé.

Céc thi du cu thé sau s& minh hoa cho phan ly thuyét dugc trinh bay & phan trén. V4i
muc dich cung c&p nhiéu vi du minh hoa va gilp cac ban c6 thé tham khao chung toi
trinh bay thém mot s6 vi du vé cach cau hinh cac lién két leased line cho cac hé théng
mang c6 st dung protocol IPX. Céc cau Iénh vé IPX c6 thé tham kh&o ti phan trén.

4.3.1 |P only

Atlanta

IP Network 10.0.0.0 255.0.0.0
e Static

IP Unnumhered

Bositon

IP Network 20.0.0.0 255.0.0.0

Atlanta Router Configuration

version 11.2 <*>

service udp-small-servers <*>
service tcp-small-servers <*>

!

hostname Atlanta

|

enable secret cisco

!

ip subnet-zero

no ip domain-lookup

|

interface Ethernet0

ip address 10.1.1.1 255.0.0.0

!

interface Serial0

description Leased Line to Boston
ip unnumbered Ethernet0

** encapsulation hdlc 1a gia tri méc dinh, néu si
dung céc router khéac Cicso b8 sung lénh
encapsulation ppp **

!

ip http server

ip classless

ip route 20.0.0.0 255.0.0.0 Serial0
|

line con 0

password console

login

line aux 0 <*>

line vty 0 4

password telnet

login <*>

|

end <*>

Boston Router Configuration

version 11.2 <*>

service udp-small-servers <*>
service tcp-small-servers <*>
!

hosthame Boston

!

enable secret cisco

!

ip subnet-zero

no ip domain-lookup

!

interface Ethernet0

ip address 20.1.1.1 255.0.0.0
!

interface Serial0

description Leased Line to Atlanta
ip unnumbered Ethernet0

!

ip http server

ip classless

ip route 10.0.0.0 255.0.0.0 Serial0
!

line con 0

password console

login

line aux 0 <*>

line vty 0 4

password telnet

login <*>

!

end <*>

e Dynamic

Trang 46/94




Hudng dan c4u hinh cac chuc ndng co ban cda Cisco router

Atlanta Router Configuration

version 11.2 <*>

service udp-small-servers <*>
service tcp-small-servers <*>
|

hostname Atlanta

!

enable secret cisco

!

ip subnet-zero

no ip domain-lookup

!

interface Ethernet0

ip address 10.1.1.1 255.0.0.0
!

interface Serial0

description Leased Line to Boston
ip unnumbered Ethernet0

** encapsulation hdlc 1a gia tri méac dinh, néu s
dung céc router khac Cicso b sung 1énh
encapsulation ppp **

!

router rip

version 2

network 10.0.0.0

no auto-summary

!

ip http server

ip classless

!

line con 0

password console

login

line aux 0 <*>

line vty 0 4

password telnet

login <*>

!

end <*>

Boston Router Configuration

version 11.2 <*>

service udp-small-servers <*>
service tcp-small-servers <*>
!

hostname Boston

!

enable secret cisco

!

ip subnet-zero

no ip domain-lookup

!

interface Ethernet0

ip address 20.1.1.1 255.0.0.0
!

interface Serial0

description Leased Line to Atlanta
ip unnumbered Ethernet0

!

router rip

version 2

network 20.0.0.0

no auto-summary

!

ip http server

ip classless

!

line con 0

password console

login

line aux 0 <*>

line vty 0 4

password telnet

login <*>

!

end <*>
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43.2 |PXonly
e Static
Atlanta IPX Network AAAA Boston
0000.0can. 1111 0000.0chh. 2222

IPX Metwork 100; Frame 802.2 =
IPX Network 101; Frame 802.3 J
AtlantaF§
1000.0000.0000.0001

:I' IPX Metwork 200; Frame 8023

BostonF5
2000.0000.0000.0001

Atlanta Router Configuration

version 11.2 <*>

service udp-small-servers <*>
service tcp-small-servers <*>

!

hostname Atlanta

|

enable secret cisco

!

ipx routing 0000.0caa.1111

!

interface Ethernet0

no ip address <*>

ipx network 100 encapsulation SAP
ipx network 101 encapsulation NOVELL-
ETHER secondary

|

interface Serial0

description Leased Line to Boston

no ip address <*>

** encapsulation hdlc |a gia tri mac dinh, néu su
dung céc router khéc Cicso b8 sung lénh
encapsulation ppp **

ipx network AAAA

ipx sap-interval O

|

ipx route 200 AAAA.0000.0cbb.2222
ipx route 2000 AAAA.0000.0cbb.2222
!

ipx router rip

no network AAAA

!

ipx sap 4 BostonFS 2000.0000.0000.0001 451
2

!

line con 0

password console

login

line aux 0 <*>

line vty 0 4 <*>

login <*>

!

Boston Router Configuration

version 11.2 <*>

service udp-small-servers <*>
service tcp-small-servers <*>

!

hostname Boston

!

enable secret cisco

!

ipx routing 0000.0cbb.2222

!

interface Ethernet0

no ip address <*>

ipx network 200

!

interface Serial0

description Leased Line to Atlanta
no ip address <*>

ipx network AAAA

ipx sap-interval 0

!

ipx route 100 AAAA.0000.0caa.1111
ipx route 1000 AAAA.0000.0caa.1111
!

ipx router rip

no network AAAA

!

ipx sap 4 AtlantaFS 1000.0000.0000.0001 451
2

!

line con 0

password console

login

line aux 0 <*>

line vty 0 4 <*>

login <*>

!

end <*>
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| end <*>

e Dynamic

IPX Network A4d44

Atlanta
0000.0caa.1111

IPX Metwork 100; Frame 802.2
IPX Metwork 101; Frame 802.3

HDLC ox FFP

IPX Metwork 200; Frame 802.3

Boston
0000.0chh.2222

Atlanta Router Configuration

version 11.2 <*>

service udp-small-servers <*>
service tcp-small-servers <*>

|

hostname Atlanta

|

enable secret cisco

!

ipx routing 0000.0caa.1111

!

interface Ethernet0

no ip address <*>

ipx network 100 encapsulation SAP
ipx network 101 encapsulation NOVELL-
ETHER secondary

|

interface Serial0

description Leased Line to Boston
no ip address <*>

** gncapsulation hdlc 1a gia tri mac dinh, néu sl
dung céc router khac Cicso b8 sung lénh
encapsulation ppp **

ipx network AAAA

|

line con 0

password console

login

line aux 0 <*>

line vty 0 4

login <*>

end <*>

Boston Router Configuration

version 11.2 <*>

service udp-small-servers <*>
service tcp-small-servers <*>
!

hostname Boston

|

enable secret cisco

!

ipx routing 0000.0cbb.2222

!

interface Ethernet0

no ip address <*>

ipx network 200

!

interface Serial0

description Leased Line to Atlanta
no ip address <*>

ipx network AAAA

|

line con 0

password console

login

line aux 0 <*>

line vty 0 4

login <*>

|

end <*>
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433 |IP &IPX
IP UInnumhered
Atlanta IPX Network Adik Boston
0000.0caa.1111 HDLC or FPP 0000.0chh. 2222
IF Network 10.0.0.0 255.0.0.0 | I IP Metwork 20.0.0.0 255.0.0.0

IPX Neiwork 100; Frame 802.2 :'

IPX Metwork 101; Frame 802.3

AtlantaF§
1000.0000.0000.0001

e Static

B IPX Network 200: Frame 802.3

BostonEF'S
2000.0000.0000.0001

Atlanta Router Configuration

version 11.2 <*>

service udp-small-servers <*>
service tcp-small-servers <*>

!

hostname Atlanta

!

enable secret cisco

!

ip subnet-zero

no ip domain-lookup

ipx routing 0000.0caa.1111

!

interface Ethernet0

ip address 10.1.1.1 255.0.0.0

ipx network 100 encapsulation SAP
ipx network 101 encapsulation NOVELL-
ETHER secondary

!

interface Serial0

description Leased Line to Boston

ip unnumbered Ethernet0

** encapsulation hdlc 1a gia tri mac dinh, néu si
dung céc router khéac Cicso b8 sung lénh
encapsulation ppp **

ipx network AAAA

ipx sap-interval O

!

ip http server

ip classless

ip route 20.0.0.0 255.0.0.0 Serial0

!

ipx route 200 AAAA.0000.0cbb.2222
ipx route 2000 AAAA.0000.0cbb.2222
!

ipx router rip

no network AAAA

!

ipx sap 4 BostonFS 2000.0000.0000.0001 451
2

!

line con 0

Boston Router Configuration
version 11.2 <*>

service udp-small-servers <*>
service tcp-small-servers <*>

!

hostname Boston

!

enable secret cisco

!

ip subnet-zero

no ip domain-lookup

ipx routing 0000.0cbb.2222

!

interface Ethernet0

ip address 20.1.1.1 255.0.0.0

ipx network 200

!

interface Serial0

description Leased Line to Atlanta
ip unnumbered Ethernet0

ipx network AAAA

ipx sap-interval 0

!

ip http server

ip classless

ip route 10.0.0.0 255.0.0.0 Serial0
!

ipx route 100 AAAA.0000.0caa.1111
ipx route 1000 AAAA.0000.0caa.1111
!

ipx router rip

no network AAAA

!

ipx sap 4 AtlantaFS 1000.0000.0000.0001 451
2

!

line con 0

password console

login

line aux 0 <*>

line vty 0 4

password telnet
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password console login <*>
login I
line aux 0 <*> end <*>
line vty 0 4
password telnet
login <*>
end <*>
e Dynamic
IP Unnumbered
IPX Metwork Addd
Atlanta e Boston
0000.0caa.1111 HDLC or FPP 0000.0chh. 2222
IF Network 10.0.0.0 255.0.0.0 IP MNetwork 20.0.0.0 255.0.0.0

IPX Metwork 100; Frame 802.2
IPX Metwork 101; Frame 802.3

IPX Metwork 200; Frame 802.3

Atlanta Router Configuration
version 11.2 <*>

service udp-small-servers <*>
service tcp-small-servers <*>

!

hostname Atlanta

!

enable secret cisco

|

ip subnet-zero

no ip domain-lookup

ipx routing 0000.0caa.1111

|

interface Ethernet0

ip address 10.1.1.1 255.0.0.0

ipx network 100 encapsulation SAP
ipx network 101 encapsulation NOVELL-
ETHER secondary

|

interface Serial0

description Leased Line to Boston
ip unnumbered Ethernet0

** encapsulation hdlc 1a gia tri mac dinh, néu s

dung céc router khéac Cicso b8 sung lénh
encapsulation ppp **

ipx network AAAA

!

router rip

Boston Router Configuration
version 11.2 <*>

service udp-small-servers <*>
service tcp-small-servers <*>
!

hostname Boston

!

enable secret cisco

!

ip subnet-zero

no ip domain-lookup

ipx routing 0000.0cbb.2222

!

interface Ethernet0

ip address 20.1.1.1 255.0.0.0
ipx network 200

!

interface Serial0

description Leased Line to Atlanta
ip unnumbered Ethernet0

ipx network AAAA

!

router rip

version 2

network 20.0.0.0

no auto-summary

!

ip http server

version 2 ip classless
network 10.0.0.0 !

no auto-summary line con 0

! password console
ip http server login

ip classless line aux 0 <*>

! line vty 0 4

line con 0 password telnet
password console login <*>
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login

line aux 0 <*>
line vty 0 4
password telnet
login <*>

!

end <*>

end <*>

SR
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4.4 Khic phuc su co:

Mot sd thong bao su ¢ thudng gap va cach giai quyét su ¢d dugc trinh bay trong bang

sau:

(trang thai lién két dudgc tim thdy bang I&énh show interface interface trong dé interface |a
tén cla interface két nodi véi dudng leased line).

Trang thai cta lién
két

Nguyén nhan

Cach khac phuc

Serial x is down,
line protocol is
down.

Router khéng nhan dugc tin
hién carrier detect (CD) do

mdt trong cac nguyén nhan
sau:

Pudng két ndi clia nha
cung cap bi down hay
khong két ndi vao
DSU/CSU

Cap két néi vao router bi
héng hay sai.

Phan cting cla
DSU/CSU bi hdng

Phan cuing cla router bi
héng

Kiém tra dén LED cla
DSU/CSU dé xac dinh tin hiéu
CD.

Lién lac v6i nha cung céap
dudng truyén

Xem lai tai liéu hudng dan
xem céach két ndi cap va loai
cap da sl dung dung hai
chua.

Ké&t ndi vao céac interface khac.

Serial x is up, line
protocol is down.

Céc sy c6 co thé xay ra la:

C4u hinh sai gitia hai
router G hai dau

Remote router khéng
gUi keepalive packet.

Tryc trac dudng leased
line.

serial clock transmit
external khong dudgc set
trén DSU/CSU.

Local hay remote
DSU/CSU bi hong phan
cung

Router bi hong phan
cung

Thuc hién viéc kiém tra
DSU/CSU loopback. Trong
qué trinh loopback go I1énh
show interface serial x, néu
line protocol chuyén sang
trang thai up, thi 18i thudc nha
cung cép dich vu hay do
remote router bi down

Xem lai tai liéu huéng dan
xem céach két ndi cap va loai
cép da su dung dung hai
chua..

K&t néi vao céac interface
khac.

Kiém tra lai cau hinh.

Serial x is up, line
protocol is up
(looped).

Gay nén do trang thai lap
cla dudng truyén.

Dung Iénh show running —
config dé xem xét c6 interface
nao bi c4u hinh duéi dang loop
hay khéng. Né&u cd, bo trang
thai nay di.
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e Kiém tra xem DSU/CSU cé &
trang thai loop hay khoéng, néu
co, bo trang thai may di..

e Reset DSU/CSU.

e NE&u tat ca cac budc trén
khong giai quyét dugc su cd,
lién lac véi nha cung céap
dudng truyén.

Serial x is Cac nguyén nhan: ¢ Dung lénh show running -
de|n||§tratlvelty e interface d4 bi disable f:onfig dé >‘<em.xét co

: own, line protoco biing Iénh shutdown mt?rfacefao’b! §hudc3wn hay
is up. khéng, néu c6 dung Iénh no

e Céac interface dung shutdown dé enable
chung dia chi IP hay interface.

IPX. .
e Dung Iénh show interface dé

hién thi cac IP address cla tat
ca cac interface. Dung Iénh ip
address dé gan cac dia chi
lai cho cac interface néu co
hién tugng trung dia chi.

SR
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5 Cau hinh router cho cac lién két dial-up.

5.1 GiGi thiéu vé Dial-up

5.1.1 Dial-up la gi?

Thuat ngii dial-up la khai niém quen thudc ddi v6i nhiéu ngudi. Nhat 1a khi internet trg
nén phd bién, dial-up dugc rat nhidu ngudi st dung dé ké&t ndi vao hé thdng théng tin
toan cau nay. Khai niém vé dial up nhin theo géc dd chuyén mén don gian la mot
phuang phap ndi két trong d6 ngudi st dung phai quay sé (dial) t6i s6 cta dich ma ngudi
d6 mudn két ndi. Hai méi trudng hd trg cho dial-up 1a PSTN va ISDN (Mang dién thoai
cdng cdng va mang tich hgp dich vu sd).

Dial-up c6 thé gitp k&t ndi mét ngusi dung & xa vao hé théng LAN, két nai LAN-to-LAN
hay dung lam dudng backup cho cac dudng lién két leased line, X25 hay Frame Relay.
Dial-up 1a phuang phap k&t ndi cé chi phi thap va tién dung, c6 thé thyc hién moi lic, moi
noi. Nhugc diém cula dial-up la téc do va do tin cay khdng cao nhu céac cong nghé khéc.
Phuong phéap Dial-up hién nay thudng dua vao giao thuc truyén théng PPP (point-to-
point protocol).

5.1.2 Cac trudng hgp st dung Dial-up

o Router-router Dial-up

Trudng hgp nay dung khi hai hé théng mang LAN két ndi véi nhau. Trong thuc té trudng
hgp nay thudng dudc sl dung cho viéc ndi két lién lac gilia cac chi nhanh cla cing mot
cong ty khi cac chi nhanh nay dugc dat 6 cac khu vuc khac nhau, trong khi khdong cé
diéu kién lap dat cac lién két riéng hay nhu cau chuyén tai dii liéu trén k&t ndi khéng cao,
khéng thudng xuyén.

Pé 2 LAN k&t néi dugc véi nhau bang phuong phap Dial-up dung router thi mdi LAN phai
c6 mét router ndi v6i mdt modem. Hai modem clia 2 LAN nay théng qua mot méi trudng
truyén thong (mang dién thoai hay ISDN) dé két néi v6i nhau.

Hinh sau mo ta 2 router 1 va 2 lién lac véi nhau qua 2 modem

Router 2 modem modem Router 1

Mote: Router 2 is calling Router 1

Hinh 5.1: router-to-router dial-up.
¢ Remote user-Central Dial-up

Mot vi du dung trudng hgp nay trén thuc t€ la cac nhan vién truy cap vao mang cla cong
ty khi nhan vién khang thé truc ti€p & cong ty vi cac ly do nhu di cdng tac hoac lam viéc
tai nha.
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Vi du khéc la viéc truy cap internet bang dial-up, khi d6 cac user sii dung mdem dé dial-
up vao hé théng mang clia ISP trudc khi cé thé truy cap vao internet théng qua ISP dé.

P& mot ngudi dung cé thé truy cap dugc mot hé théng mang LAN bang dial-up thi may
tinh clia ngudi dung can phai két ndi véi modem, va router cla mang LAN ma ngudi
dung truy cap vao ciing dugc gan it nhat 1 modem. (xem hinh vé)

Asyne Central site

Wﬁ’fﬁm
J o
r— 7 o 7 “;TJ

<
Windowes 95 PG ladern

Emall office

Hinh 5.2: remote user-to-router dial-up.
e Back-up bang duéng Dial-up

Hai hé théng mang LAN két ndi véi nhau théng qua céac lién két synchronous (leased
line, Frame Relay, X25..) c6 thé dung giai phap Back-up bang dial-up lam giai phap du
phong trong trudng hop lién két chinh gép su co.

Hinh duéi day mé phéng mot mo hinh véi dudng dial-up lam back-up

ISDN
17216200024 4 L 1728202124
o
1./ RN
BO .7~ B0
s N
A ™
s .
- -
- -
L ~
0111024 | EO EO | 192168101 )24
Frame Relay
[ A— L %sp
192 168154 1 192 168154 2
Montecito Goleta

Hinh 5.3: backup dung dial-up

Trong céc phan trinh bay sau, ching tdi sé trinh bay cach cdu hinh Cisco router cho cac
trudng hgp cu thé.

O R
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5.2 Cac khai niém can biét trong Dial-up

5.2.1 Analog

La mot dang tin hiéu dién lién tuc, cé gia tri bién thién trong khoang 0 >1 hay -1 > 1
(trong d6 1 tugng trung cho cac gia tri dién thé khac nhau déi vdi tting loai tin hiéu) . Tin
hién nay khac vai tin hiéu sé (chicé 2 gia trila 0 va 1).

Hinh sau la dang cUa tin hiéu s6 :

A

v

Hinh 5.4: tin hiéu digital
Va hinh sau la dang cia mét tin hiéu analog :

A

A,
N

Hinh 5.5: tin hiéu analog

5.2.2 Asynchronous

Truyén bat dong bd (asynchronous) khéng st dung xung déong ho dé dong bd qué trinh
truyén nhan. Noi cach khac truyén bat déng bd khdng c6 kha nang thay déi téc do cla
dudng k&t néi dé phu hop véi trang thai clia két néi dé. Trong két ndi bat dong bd khéng
hé cé cac bit dugc truyén khi lién két dang trong trang thai idle. VGi cach truyén bat dong
bd cac goi tin dugc déng géi thém vao dé cac bit diéu khién (goi 1a start bit va stop bit)
dé nhan biét diém b&t dau va két thac cla géi tin.

Mat gai tin trong truyén bat dong bd sé cé dang sau :

Stopbit | B7 | B6 | B5 | B4 | B3 | B2 | B1 | BO | startbit >

Hinh 5.6

5.2.3 Line

Line trong khai niém cla Cisco chi mot lién két két néi vao router théng qua mét
interface nao do cla Cisco router. Cisco chia ra 4 loai line: console, auxiliary,
asynchronous, va virtual terminal lines dugc trinh bay nhu bang sau:
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Loai Line Interface M6 ta Luat danh sé thi tu
CON Console S dung mot cach méac dinh Line O.
(CTY) cho viéc log in vao router dé
cdu hinh.
AUX Aucxiliary Céng RS-232 DTE dudc sl Sé line TTY cudi tri cho 1.

dung nhu mét céng bat déng
bd du phong (TTY). Céng
auxiliary khéng dugc xem nhu
console port thir 2.

TTY Asynchronous | La cng bat dong bo. Bugc st | Khoang gia tri dung dé danh sé& I6n.
dung mot cach mac dinh cho | S6 line TTY tudng duong véi so lugng
cac phién két ndi bang cach clia cac modem (trong trudng hgp
quay s6 cla cac node & xa khi | modem dudgc tich hgp san) hoac 1a s6
cac phién két ndi nay dung ligng cac cng bat dong bd dugc hd
giao thiic nhu la SLIP, PPP, trg bdi router.

ARA, va XRemote.

VTY Virtual Budgc s dung cho mot phién S8 line TTY cudi tri cho 2.
asynchronous | ndi két vao bang Telnet, LAT,
X.25 PAD, va céac giao thtic két
ndi vao céng dong bo trén
router (nhu la ethernet port va
serial).

Béng 5.1: cdc dang line cda Cisco.

Router khac nhau cé sé lugng cac line khac nhau. Hinh sau chi ra luat danh sé thi tu
line clia Cisco
n: 1a sé thi tu cla line

m:la so thi ty cla vty line.

con line =0

ity i line = n

aux line =last_tty + 1

vy 17 line =last_tty + 2+ m

Hinh 5.7: quy tac danh sé cac dudng line.
D&i v6i cac router cé céc slot (modular router) va trén slot cé nhiéu céng ta co:
n = (32 x slot number) + unit number + 1
Vi du:

Doi vai router khdng co slot (fixed configuration router) nhu router 2509 (02 serial, 08
async, 01 console va 01 aux port):
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Line 0 danh cho Console, line 1 dén 8 la nhiing line TTY, line 9 1a Auxiliary port, va line
10 dén 14 la nhiing line VTY t& 0 dén 4.

D&i véi router 3640 04 slot va mot module gobm 16 cdng Async gan vao slot thi 3 (sé slot
va cbng danh tu 0 tré di) cac cdng async tudng Ung véi cac line ti 97 dén 112 vi

Céng dau tién (port 0):n= 32x3 + 0+ 1 =97

Céng cudi cung (port 15): n =32x3 + 15 + 1 = 112,

S6 thu ty line sé lién quan dén viéc cau hinh line dugc trinh bay trong cac phan sau:
5.2.4 Interface

Cac interface dung cho dial-up ¢6 3 dang chu yéu sau

e Asynchronous Interface: dang cé ban ban dau cla interface dung cho dial-up. Cau
hinh async interface la xac dinh cac dac diém vé cac protocol cho cac két néi ti xa
(c6 thé la remote PC hay remote router).

Asynchronous interlace

Containg cose protoesl
characieristics for
INCOMING asyne

S clients S
.\ Lirsa 1
| M:
Modem | EEEEERP 2 PSTNISDN
e . . ___f'
Modam
Ramata PC
negofiating parameters
wilh the asynchronous 3
riterface ¥

Hinh 5.8: Async Interface.

e Group Asynchronous Interface: Dang nay bao gdm mdt nhém céac async interface vat
ly thanh vién, dugc si dung dé don gian héa viéc cau hinh router: cdu hinh cla
group thuc hién tuong ty nhu cdu hinh mdt async interface riéng 1é va céu hinh do sé
dugc ty dong phan bd cho céac interface thanh vién.

Trang 59/94



Hudng dan c4u hinh cac chuc ndng co ban cda Cisco router

(\Gf‘ﬂuﬁl asynchronous lﬁlﬂfm?’]

\ Projects core protocol
y characteristics cwt to

asynchronaus
. terfaces

AR

Cnlﬂrfam as]mv: 1/(lntarfane aﬁyn%!aﬁanﬂ as}lnc 'EHE:“\

-\.
+|--||--.

e
[! Lime 1 [-!Llnaz tLlnEQE
Muodem 1 Modem 2 Modem 96

Hinh 5.9: Group async Interface.

Virtual Template Interface: La dang interface ao thudng dung trong céc dialer

interface, cdu hinh multi-link, VPN. Thanh vién cua virtual interface cé thé la async
interface hay group async interface.

Wirual template interface //)

\ Stares and projects
) core protocol

3 configuration ;
1 infigrmation J
e —

T
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Hinh 5.10: Virtual Dialer Interface

Trong phan trinh bay nay chung t6i chi dé cap dén dialer interface (hinh 5.11), thudng
dugc cau hinh khi cé yéu cau st dung dial-on-demand t6i nhiéu dich va can nhan cudc
goi tii nhiéu ngudn khac nhau. Khi dé mot interface 4o sé dugc tao ra, dai dién cho tat ca
cac interface vat ly la thanh vién clia n6. Khi cé yéu cau quay sé hay nhan cudc goi, né
sé& ty dong s dung céac interface thanh vién nao t6i uu nhat dé dam nhan cong viéc.
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Hinh 5.11: Dialer Interface.
Dialer interface di déi vai khai niém rotary-group sé& dugc trinh bay & phan sau.

5.2.5 Quan hé gitia Line va Interface

e Asynchronous Interfaces va TTY Lines

Physical terminal (TTY) lines cung cép viéc truy cap bang cach ndi vao cac async
interface. Nhiing dong lénh dudc thuc hién trén async interface cho phép cdu hinh cac
théng s6 cho async interfaces nhu protocol, authentication, encapsulation..; con nhiing
dong lénh thuc hién trong ché dé c4u hinh line cho phép cdu hinh nhiing thong sé cho
line nhu speed, s6 lugng startbit, stopbit, loai modem si dung.. N6i cach khac ciu hinh
line thiét Iap dudng truyén vat ly con céu hinh async interface thiét 1ap cach s dung
dudng truyén vat ly do cho cac két ndi async.

e Interfaces and VTY Lines

Virtual terminal (VTY) lines cho phép viéc truy cap vao router thdng qua cac phién noi
két Telnet. VTY lines khdng nai tryc ti€p vao céac interfaces nhu cach TTY ndi vao
asynchronous interface ma la cac két ndi “40” vao router thong qua dia chi cla ethernet
port (interface ethernet). Router tao nhiing VTY lines mdt cach linh ddng, trong khi dé
TTY lines la chi ndi k&t vao nhiing céng vat ly. Khi ngudi dung két ndi vao router bang
VTY line, ngudi dung dé dang két néi vao mét céng 4o trén interface.

Mot phién két néi bang Telnet c6 thé dugc thuc hién trén moét lién k&t bat ky véi router
thdng qua céng Ethernet, synchronous ho&c asychronuos interface.

e Asynchronous Interfaces—Line Numbering
S8 thi tu chia mét interface dugc tinh toan nhu sau:
Interface number = (32 x slot number) + unit number + 1

Vi du : Asynchronous interface12 & slot 1 sé dugc xem la interface s6 : (32 x 1) + 12 + 1
= 45, S6 nay ciing la s6 thi tu cla line trén cdng.

5.2.6 Khai niém Rotary group

Theo ly thuyét, khi ngudi dung két ndi dén hay khi hé thdng mudn truyén di liéu dén
ngudi dung thi két ndi d6 can c6 02 modem: 01 G phia két ndi va 01 & phia dudc truy cap.
Trong méi trudng cé nhidu ngudi dung két ndi va néu médi ngudi dung mudn giao tiép
phai gén vao mét modem, chiém mot interface va mat line thi dan dén hé théng phai co
rat nhiéu line va nhiéu interface. Do ban chat cla mé hinh dial-up 1a dial-on-demand, céac
lién k&t bAng modem la khéng thudng xuyén va khdng kéo dai vi vay viéc sl dung mbi
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modem cho mét user 1a khong can thiét. D& tan dung dudc t8i da cong suét clia cac
dudng truyén, giam bdéi chi phi, ngudi ta c6 thé st dung chung moét sé line (interface) cho
tat ca cac két ndi. (Vi du nhu 3 line (03 async interface, 03 modem) c6 thé dudc st dung
chung cho 10 két ndi). Khi c6 nhu cau quay s6 ra (dial-out) router sé& ty ddng chon céac
dudng k&t ndi con ranh dé thuc hién két néi. Bay chinh la muc dich cla rotary-group.

Vai interface vat ly tich hgp thanh mot dialer interface(xem phan trén dé biét dialer
interface) dugc goi la rotary group. Mot rotery group hanh ddong nhu mét interface théng
thudng trong két ndi dial-up. Khi cé yéu cau gui dii liéu, rotary group s& phan bd két ndi
line dé vao céac interface thanh vién nao ranh.

Trong hinh 5.11 cac interface S0:0, S0:1, S0:2, S0:3 dugc nhom lai thanh 1 rotary group,
khi c6 yéu cau rotary group ti€p nhan cac yéu cau gui di liéu nhu mét dialer interface va
phan bd vao cac interface con ranh.

DR
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5.3 Modem

Trong phan trinh bay nay chung t6i gi6i thiéu cac khai niém cg ban vé modem, thanh
phan quan trong khong thé thiéu trong két néi dial-up.

5.3.1 Modem la gi?

Céc dii liéu trong may tinh la cac tin hiéu s6 (digital) trong khi cac tin hiéu trén dudng
truyén dial-up 1a tin hiéu dang analog. Do d6, phai st dung mot thiét bi dé chuyén déi
qua lai cac dang tin hiéu. Thiét bi d6 chinh la modem.

Modem la tu viét tat cta “modulator-demodulator” | thiét bi ma hoa va giai ma cac xung
dién, c6 nhiém vu chuyén déi tin hiéu analog sang digital va ngudc lai.

fizda

Crigital ‘ Analog Cigital Analog | Cigital
[—FiZ l-2ncoded analog dae—e

Hinh 5.12: mé hinh va cac loai két néi cia modem

Nhu trong hinh 5.12 tin hiéu s& ti may tinh s& qua modem, chuyén thanh tin hiéu analog
va di dén cac bd phan chuyén mach cta Buu dién, tin hiéu gilia cac téng dai la céc tin
hiéu digital nhan dugc ti cac bién diéu PCM cla cac tin hiéu analog. 3 dau bén nhan,
tin hiéu dugc chuyén déi theo chiéu ngudgc lai PCM - analog - digital dé di vao may
tinh nhan.

RS-232 |a chuén giao tiép gilia modem va thiét bi cudi (PC). Phan tai liéu nay khong dé
cap chi tiét dén cac dac tinh clia chudn nay ma sé trinh bay so lugc vé vai trd cia mot s
chan cam va tin hiéu diéu khién lién quan dén modem & phan sau.

Trong hé théng mang dial-up, modem dong vai tro 1a DCE (Data Communication
Equipment), DTE (Data Terminal Equipment) la cac may tinh clla ngudi dung & xa hay
cac router..

Hinh 5.13 cho thdy mé hinh giao ti€p DTE-DCE trong két ndi dial-up .

5.3.2 Phan loai modem

C6 nhiéu cach phan loai modem trong dé cach phan loai vé cach bién diéu di liéu va téc
ddé modem la thudng dung nhat. Cac chuén bién diéu sé quyét dinh tc do truyén clua
modem.
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ElasTIA 232 ElATIA &2
orx2d - "y ar 21
DTE DSE CCE O TE

+ OTE = Data terminal equiprent
+ DS E = Data communications equip ment

Hinh 5.13: két néi DTE-DCE trong lién két dial-up.

Cé hai hé théng tiéu chuén vé céch bién diéu cia modem. Hé théng tiéu chuan dau tién
la ctia ITU-T, t8 chuc tiéu chudn quéc t&. Con hé théng tiéu chuén thi hai dugc phat
trién bdi cac nha san xuat modem. Hién nay céc tiéu chuan nay dan dan tré thanh ddng
nh&t v6i nhau va chudn méi nhat la chuén V90 véi téc do truyén t8i da (khdng nén) Ién
téi 56Kbps.

Chuén ITU u Cac chuén khéc

V.22: 1200 Bps V.32 terbo: 19.2 Kbps

V.22 bis: 2400 Bps V.fast: 28.8 Kbps

V.32: 9600 Bps V.FC: 28.8 Kbps

V.32 bis: 14.4 Kbps K56Flex: 56 Kbps

V.34: 28.8 Kbps X2: 56 Kbps

V.34 annex 1201H: 33.6
Kbps

V.90: 56 Kbps

Béng 5.2. Céc chuan clia modem.
D{ liéu ti DTE dén modem sé& dugc modem nén lai va gui 1én dudng truyén. Toc do di
liéu dén va téc do trén dudng truyén 1a khac nhau tuy vao muc dd nén di liéu cua
modem. Ti 1é nén hién nay c6 thé dat t6i 4:1 véi chuan nén V42 bis.

4:1
SamprEssion

4:1
Campression
=tio

:*—WD s ool =

DTE

A
L

[ S 28.8 kbps

115.2 kbps 1162 kbps

Hinh 5.14: méi tuong quan gida téc dé va hé sé nén
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Vi du trong hinh 5.10 cho thay t&c do khi di liéu truyén ti DTE dén modem la
115.2kbps, qua modem vd&i dd nén 4:1 mac du di liéu truyén trén dudng truyén vdi téc
dd 28.8kbps.

Hinh sau cho thdy nhiing t&c dd dudng truyén trén ly thuyét theo chuan ctia modem va
tdc dé trén dudng truyén sau khi qua modem véi do nén 4:1

Macinm speed with 4:1
W42 his GOMMPression

224000 |

Speed

Wan

Woad 115200 |

W32 '
torbo FHE00

WS Aie a7 a00 |
Voo 38400'

bps

Hinh 5.15: Cdc chudn bién diéu va téc do két néi téi da clia modem.

5.3.3 Universal Asynchronous Receiver/Transmitter (UART)

Nhu phan trén ta thay véi chudn V90 va chudn nén V42 bis, két ndi DTE-modemco thé
dat dudc toc do téi da 224000bps. Tuy nhién trong may tinh (DTE) ta chi thay téc do toi
da la 115200bps. Téc dd truyén dugc gidi han bdi loai UART diéu khién truyén théng qua
RS-232 ciia PC. UART la mét thanh phan clia PC c6 trach nhiém t6 chuc, sap x&p céc
hoat dong théng tin dugc truyén bat dong bo trén serial port. Do dé sé& quan ly tdc dd
truyén trén modem external (vi modem external két ndi v6i may tinh qua serial port).
Cac modem internal c6 mdt UART riéng trong modem.

Hinh sau cho thay vi tri cGa mét UART :

Terminal ngudn Terminal dich

PSTN/

% < c [ 5>
=8y > SN
6) 0)’ x /I o000 ISDN 0000 g (o'l:
c> - Modem Modem 05

Hinh 5.16: vai tro va vi tri cda UART.

UARTSs dugc diéu khién bdi nhip déng ho véi tdc do 1.84 MHz va cé téc do truyén di liéu
cao nhat 1a 115 Kbps. UARTs c6 mét buffer dé tam thdi Iuu nhiing dii liéu dén. Buffer
nay khac nhau & cac loai modem khac nhau, nhung thong thudng buffer nay co kich
thudc nhé.

Céac loai UART: 16C450

16450

16550 cé 16-byte buffer
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16550af

16750 sU dung 64-byte transmit buffer va 56-byte receive buffer

Bang 5.3: Céc loai UART.

5.3.4 Hoat déng cia modem

Hinh sau mo ta hoat déng clia modem :

v’

oy

T=D F=D
—_— —_—
-— Buffer Flowwr cortiol Euffer .

CTS i \L ATS

) Compress
Opticn | Cormpressor Decormpress Cotmpressot
. ) Checksum i
Opticn— Packetizer Fietranzrrit Packetzer
Medulzter! . MeduladerS
dermedulator T demsdulater

Hinh 5.17: cac budc hoat déng clia modem.
e Diiliéu can gui ti DTE di dén modem qua dudng TxD.

e N&u modem buffer gan tran, modem sé& diéu khién ludng dii liéu bang cach dét tin
hiéu CTS (clear to send) xuéng thdp, DTE khi d6 s& khéng s dung dugc dudng
TxD.

e D liéu dugc nén bang thuat toan phu hgp (MNP 5 hay V.42bis)
e D liéu sau do6 dugc phan méanh, thuc hién viéc windowing, check sum, error control.
e Diiliéu s8 dugc chuyén sang tin hiéu analog va gli ra mang dién thoai.

Khi dii liéu tSi dau nhan, cac budc trén dugc thuc hién véi chiéu ngudgc lai. Trong dé hai
tin hiéu RTS (request to send) va RxD dugc s dung thay cho CTS va TxD.

5.3.5 Cach két ndi Router Cisco va modem

Bang sau cho biét cac dau cdm va cac cable can thiét dé két néi modem va cisco router:

Router

Pau noi Loai cap.
port

DB-25 Male DB-25 AUX trén Straight-through DB-25F -- DB25M RS-232

Cisco 4000, 7000,

DTE cable.

7200, and 7500.
DB-25 Female DB-25 console Null-modem DB-25M -- DB25M RS232 cable.
DCE port trén Cisco 4000 va| rolled RJ-45--RJ-45 va CAB-25AS-MMOD

7000 series. adapter.
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DB-60 Sync/async interfaces. Cisco-specific cable: CAB-232MT(=).
Cisco 1005, 1600 va

2500; network module
trén Cisco 2600, 3600,

and 4000.

RJ-45 AUX hay CON on the Rolled RJ-45--RJ-45 cable va adapter c6 ghi
Cisco 2500, 2600, "MODEM" (part number CAB-25AS-MMOD).
3600, AS5200 va
AS5300.

68-pin Cisco 2509-2512; CAB-OCTAL-ASYNC(=) (c6 danh dau
network module trén "MODEM") va CAB-OCTAL-MODEM(=).

Cisco 2600 va 3600.

WAN interface card
(WIC) trén 1720 va CAB-SS-232MT(=).
2600s.

"Smart
Serial"

Béng 5.4: Céc loai cdp ndi router va modem.
Pau cdm vao modem theo chuén EIA/TIA RS-232 gom 25 chan cam (pin), nhung chi c6
8 chan la tham gia vao qua trinh két ndi DCE-DTE. 8 chan nay phan ra lam 3 nhom :
e Data transfer group
e Hardware flow control group

e Modem control group

OTE
B -
Data T=D » T=D
transier FixD - RxD
Ground GRD * GROD
. .
Hafrlg‘ffre RTS » RTS
ool TS - TS
. .
Maoderm CTR - OTH
control D -« O
=1 -+ D=R
A " .

LB-25 pins

Hinh 5.18: Cdc nhém chén tin hiéu cia modem.

Bang sau gidi thich chi tiét cac tin hiéu cla 8 pin tham gia vao qua trinh ndi két DTE:
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Tin hiéu Mo ta

TxD Transmit Data. DTE chuyén dii liéu dén DCE.

RxD Receive Data. The DTE nhan di liéu ti DCE.

GRD Ground (pin 7). Cung cap mdic dién th& chuéan.

RTS Request To Send. DTE c¢6 buffer s&n sang dé chia nhiing di liéu dén ti DCE.
Tin hiéu nay dung cho may tinh hoac router bao cho modem trudc khi dii liéu
dugc gui.

CTS Clear To Send. DCE c6 buffer s&n sang dé 14y di liéu tu DTE. Tin hiéu nay do
modem bdo cho may tinh khi modem gui di liéu.

DTR Data terminal ready. Tin hiéu nay diéu khién diéu khién béi DTE. DTE béo cho
DCE la thiét bi (may tinh hodc router) da connect va sin sang dé nhan data.

CD Carrier Detect. Tin hiéu nay dudc diéu khién bdi DCE, chi ra rang da thiét lap
tin hiéu séng mang véi DCE & xa (DCE-to-DCE connection).

DSR Data Set Ready (pin 6). DCE s&n sang dé si dung. Pin nay khéng dugc dung

rong két ndi modem. DSR hoat déng ngay khi modem dugc bat Ién.

Bang 5.5: cdc chdn tin hiéu cua modem.

5.3.6 CAau hinh modem

Trong méi loai modem bao gém s&n mot tap 1&énh dé c&u hinh va diéu khién modem. Cac
lénh nay thudng dudc goi la cac 1énh AT va cé thé khac nhau déi vdi tiing loai modem.
Tuy nhién moét s6 1énh dudc trinh bay & bang sau la cac 1énh chuén, c6 thé st dung cho
bat ky loai modem nao:

Lénh AT Mo ta

ATS$

HELP, Command Quick Reference (CTRL-S to Stop, CTRL-C to Cancel)
<output omitted>

AT&S HELP, Ampersand Commands (CTRL-S to Stop, HELP, Ampersand
Commands (CTRL-S to Stop, CTRL-C to Cancel) <output omitted>
ATS$ HELP, S Register Functions (CTRL-S to Stop, HELP, S Register
Functions (CTRL-S to Stop, CTRL-C to Cancel) <output omitted>
AT&F1 C4&u hinh Hardware Flow Control
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Lénh AT Mo ta
ATSO0=1 Auto-Answer on first ring
AT&CH1 Modem Controls CD
AT&D2 DTE Controls DTR
AT&H1 CTS
AT&R2 RX to DTE/RTS high
AT&M4 ARQ/Normal Mode
AT&B1 Fixed DTE Speed
AT&K1 Ty dédng nén di liéu
AT&WO Luu c&u hinh vao Template 0
ATI4 Trinh bay c&u hinh cia modem da thiét lap

Bang 5.6 Cac lénh AT théng dung.

Ta c6 thé sl dung truc tiép cac l1énh nay trong Hyper Terminal dé cau hinh modem (Vi
du nhu dinh ché& do auto answer, dinh sd stop bit.. Tuy nhién khi c4u hinh Cicso router,
ta c6 thé sl dung 02 céach sau:

e C4&u hinh bang tay (manual configuration) : thiét Iap cac théng s8 clia modem bang
cach gb vao tiing lénh. Cac lIénh nay sé& dugc dé cap trong phan c4u hinh line.

e Cé&u hinh ty ddng (automatic configuration) : cho modem ty dong kiém tra loai
modem va gan cac thdng sé thich hgp. Lénh nay sé dugc dé cép trong phan cau

hinh line.

SR
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5.4 Cau hinh tdng quan cho dudng Dial-up

Pé cau hinh dial-up, phai thyc hién cac coéng viéc sau:

Cdng viéc

Mo ta cong viéc

Thiét 1ap cac thdng s6 cd ban cla hé théng

Dat tén host, thiét 1ap cac dich vy nhu service
timestamps debug uptime, Service timestamps
log uptime, service password-encryption..

M6 ta username va password

Tén va password cla router hodc ngudi dung két
ndi dén.

C4u hinh céc chat script

Xéc dinh céc thong s6 dé khai tao dusng truyén:
khdi tao modem va mot s6 thong s khac.

Cau hinh cho cac interface

C4u hinh cho ethernet interface, async interface,

async group interface, dialer interface. Céc théng

s6 can c4u hinh la :

- Interesting traffic (c6 thé cdu hinh truc ti€p
hay thong qua access list)

- C&u hinh compression (néu can)

- Cé&u hinh encapsulation (thudng 1a ppp)

- Cac lénh c4u hinh Dialer (dialer in-band,
dialer map...) khi dial-out.

- CA&u hinh authentication

Async interface

Thiét lap cac dac diém cla async interface:
interesting traffic, protocol, encapsulation,
authentication..

Group Async
Interface

Xac dinh tén group

Xac dinh cac théng sé vé interesting traffic ,
protocol, compression, encapsulation,
authentication cho group (tuong ty nhu cdu hinh
cho cac interface riéng ré).

Xac dinh pham vi clia group dé (chi dinh cac
interface thudc group)

Dialer interface

Thudng dung trong viéc quay s6 ra. Bao gém cac
I&énh cdu hinh dialer interface thanh rotary group
va céc lénh tudng ty nhu async interface, group-
async interface. Sau d6 gan cac interface riéng 1é
vao trong rotary-group.

Ethernet interface

C4u hinh dia chi, subnet mask.. cho c¢dnf
ethernet.

Cau hinh line

Line console, line vty, line ndi modem
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Line console Password truy cap line (password can khi truy
cap vao router thdéng qua console port)

Line vty Password truy cap line (password can khi telnet
vao router)

Line cho modem

Cac lénh thiét lap thong s6 cho modem (modem
Inout..)

Cac I&nh c4u hinh line (speed, start-bit, stop-bit,
script...)

Béng 5.7: cdc budc cau hinh dia-up
Céc phan sau sé mo ta lai chi tiét vé& cac cong viéc dé c4u hinh dudng dila-up da dugc
mo ta & trén.
5.4.1 Cac thdng sd cd ban cla hé thdng

Xem céc phan trén dé cau hinh céc service, host.. Cé thé bd qua phan nay (chi can cau
hinh host khi cdu hinh két ndi router-to-router).

5.4.2 Lénh md t4 username va password

Username va password dugc s dung trong qua trinh authentication (sé trinh bay chi tiét
& phan sau). Trong trudng hgp RAS (PC quay s6 bang modem vao router) username va
password & day sé dugc gan cho cac user khi truy cap. Con trong trudng hgp két ndi
router-to-router, username chinh la tén cla router két ndi véi router dang cau hinh va
password dugc chi dinh thong nhat cho ca hai router.

Pé xac dinh username va password ta dung Iénh sau:
Router(config)#username name password password

Luu y: Qua trinh authentication c6 thé su dung cac user database khac nhau: local
database, TACASC+ database hay RADIUS database. Trong ndi dung cla tai liéu nay
chuing toi chi trinh bay qua trinh authentication don gian nhat la dung local database
(chua trong ban than router). Thong thudng mac dinh la router st dung local database.
Ngoai ra c6 thé sl dung Iénh sau dé budc router sii dung local database (tu version 11.2
trg di):

Router(config)#aaa authentication ppp default local

5.4.3 CA4u hinh chat script

Chat-scripts dugc dung dé thuc hién nhiing nhiém vy nhu sau :
e C4u hinh, khdi tao modem

¢ Nhiing dong Iénh dialing va remote login

e Phat hién 16i

Mot dong chat-script 1a mét chudi ki tu dinh nghia sy “bat tay” gilia 2 thiét bi DTE, hoac
gitia DTE va nhiing gi truc ti€p ndi vao n6. C4u tric 1 chat-script nhu sau:

router(config)# script-name expect-string send-string
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Vi du : Cau hinh chat-script cho nhiing nhiém vu sau:

- Khdi dong mot modem.

- Chidan cho modem dial out

- Logging in vao remote system

Chat-script clia nhiing nhiém vu trén dugc mé ta nhu sau:

router(config)# chat-script Reno
ABORT ERROR ABORT BUSY "" "ATZ" OK "ATDT \T"

TIMEOUT 30 CONNECT

Lénh chat-script

Reno

Tén cla chat-script

ABORT ERROR

Dung chat-script néu c6 bat cu 16i nao .

ABORT BUSY Duing chat-script néu dudng dién thoai ban.

“ATZ” Né&u khoéng cé dii liéu vao va khong cé 16i thi glii 1énh ATZ dé
modem khdi déng lai bédng cach dung nhiing profile dugdc luu
trdd.

OK “ATDT\T” Né&u dong input 1a OK thi guii Iénh AT dé chi dinh modem két

ndi bang sé dién thoai trong chudi dialer-string hodc 1énh
start-chat.

TIMEOUT 30 CONNECT

Chd CONNECT trong vong 30 giay. Néu khdng ngat két néi.

\c

B4o hiéu cudi clia dong chat-script.

Béng 5.8: Céc théng sé cla lénh chat-script.

e Modem-script va System-script

Chat-scripts dugc st dung nhu la modem-scripts hoac system-scripts. Modem-scripts
dudc sl dung gitia DTE dén DCE, con system-scripts dugc gli ti DTE dén DTE.

Trong vi du sau, script cé tén Niagara dugdc dung gilia router va modem. Script tén
Gambling dugc dung cho viéc logging gilia router va mot hé thong dich. Script Niagara
dugc dung dé két ndi dén modem:

chat-script Niagara ABORT ERROR "" "AT Z" OK "ATDT \T" TIMEOUT 30 CONNECT \c

chat-script Gambling ABORT invalid TIMEOUT 15

Interface async 5

name: billw word: wewpass ">" "slip default"

dialer map ip 172.16.12.17 modem-script Niagara system-script Gambling 98005551212
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P& khéi ddng chat-script trén mét line dung 1énh start-chat & ché do privileged EXEC:
Router#start-chat regexp [line-number [dialer-string]]

Dong lénh & trén cung cdp mdt Iénh k&t ndi vao modem. D&i s& regexp is dugc dung dé
chi dinh tén clla modem script dugc chay.

5.4.4 CA4u hinh cho Interface

e Cac lénh chung
— Compression

Compression (nén di liéu) 1a mot cach hiéu qua dé tan dung bang théng trong viéc
truyén di liéu trén dudng truyén.

Céc loai compression dudgc hd trg véi Cisco 108 la:

TCP/IP header compression : Dung thuat toan Van Jacobson dé nén header. Phuong
phap nay dugc s dung hiéu qua khi ma goi tin nhd chi bao gom vai byte di liéu (vi du
nhu mot 1énh Telnet)

Payload compression (con goi la per-vitual circuit compression)Nén phan di liéu trong
packet nhung khdng nén phan header.Bdi vi header khéng bi nén lai nén packet c6 thé
chuyén dugc qua cac mang WAN cé dung router.

Link compression (con goi la per-interface compression) : Nén ca phan header va phan
di liéu. Loai nén nay hiiu hiéu trong méi truéng point-to-point.

Header Payload

Uncompressed (default) | | |

Header compression | | |

Payload compression | | |

Link compression | | |

Cac lIénh compression ap dung trén céac interface mode (Router (config-if)#)
o Lénh nén header cla nhiing packet truyén theo TCP:
Router (config-if)# ip tcp header-compression [passive]

o Lénh nén payload cho nhiing giao ti€p point-to-point:
Router (config-if)# frame-relay payload-compress
o CA&u hinh nén cho nhiing lién két LAPB, PPP, HDLC:
Router (config-if) compress [predictor | stacker]
(predictor va stacker la hai thuat toan nén thudng gap cla Cisco router trong

dé thuat toan predictor chiém dung bd nhé nhiéu con thuat toan stacker
chi€ém dung CPU nhiéu hon)

— Encapsulation

Cau lénh:
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Router(config-if)# encapsulation encapsulation-type

Hé thong dial-up thudng s dung giao thiic dong goéi point-to-point. Do d6 encapsulation-

type thudng la ppp:
Router(config-if)# encapsulation ppp

— Cac |énh dialer

Céac lénh dialer c6 thé ap dung cho viéc cdu hinh async interface, group async interface
hay dialer interface dé xac dinh interesting traffice, xac dinh ché do dial-on-demand, xac

dinh cach quay sé..

Lénh

Giai thich

Router(config)#Dialer-list dialer-group protocol
protocol-name [permit | deny | list access-list-number]

Xac dinh interesting traffic: nhiing packet
dugc phép hay bi ti chdi vao interface.

Access-list-number 14 s clia access-list dugc
an dinh trén dialer group interface.

Lénh nay dudc dat trong global configuration
mode.

Router(config-if)#Dialer in-band

Bat ché dé dial-on-demand routing trén
interface

Router(config-if)Dialer-group group-number

Pinh mot group cho interface. group_number
phai trung v6i tham sé dialer-group cla Iénh
dialer-list dugc cdu hinh trong global
configuration mode nhu trén.

Router(config-if)Dialer map protocol next-hop-
address [name hostname] [speed 56 | 64] [broadcast]
[dialer-string]

Pinh nghia cach dé di quay s& dén dich: dich
c6 dia chi la bao nhiéu, thong qua interface
nao, quay so nao..

Router(config-if)Dialer string string-number

Pinh s6 dé interface goi ra (néu I&énh dialer
map chua xac dinh.

Router(config-if)Dialer load-threshold load
[outbound | inbound | either]

Dinh lugng load cao nhat truéc khi mé thém
mot cudc goi nlia (dung trong trudng hgp
backup)

Router(config-if)Dialer idle-timeout seconds

Thiét 1ap thdi gian t6i da ma router phai chd
truéc khi ngét k&t néi néu khong cé packet
nao chuyén qua két néi.

Router(config-if)Dialer fast-idle seconds

Dung rat ngén thsi gian chd ngét két néi khi
c6 nhu cau quay s0 khac. C6 nghia 1a néu két
ndi hién tai khong con chuyén packet ma
router co yéu cau thiét 1ap mot két ndi khac,
thay vi chd hét thai gian xac dinh trong l1énh
dialer idle-timeout, router chi can phai chd
mét khodng thdi gian ngén hon dugc xac dinh
trong Iénh dialer fast-idle.

Béang 5.9: Céc lénh dialer.

Vi du mét két ndi nhu hinh vé sau (hinh 5.19)
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171.68.12.0
—————— 131.108.126.1 131.108.126.2 ————
BRO 171.68.14.0
5551234

Hinh 5.19:
Ca4u hinh cho router A :

Access-list 101 deny igrp any 255.255.255.255 0.0.0.0
Access-list 101 deny icmp any 171.68.12.0 0.0.3.255 echo
Access-list 101 permit tcp any 171.68.12.0 0.0.3.255 eq ftp
Access-list 101 permit ip any any

Dialer-list 1 list 101

!

ip route 171.68.12.0 255.255.255.0 131.108.126.2

ip route 171.68.14.0 255.255.255.0 131.108.126.2
!

interface bri 0

ip address 131.108.126.1 255.255.255.0
dialer-group 1

dialer map ip 131.108.126.2 broadcast 5551234
!

dialer idle-timeout 300

Trong thi du nay group-number la 1 xac dinh interesting traffic dugc thdng qua access-list
101: cAm broadcast, cAm protocol icmp dang echo va ftp ti subnet 171.68.12.0 va cho
phép tat ca ip protocol con lai. Ngoai ra 1&énh dialer map con cho biét dé dé&n dudc router
B phai quay s6 5551234 va thai gian chd trudc khi ngat két néi la 300s.

Chi ti€t vé cach cau hinh access-list xin tham khao tai liéu CCNA-chuong 7 cta Cisco
hay cac CD-ROM Cisco Documentation.

— Authentication

Authentication 1a cach ma router kiém tra user khi két ndi, thuc hién chuic nang bao mat
cho hé thong.

P& cdu hinh authentication, dung lénh :

Router(config-if)#ppp authentication {chap | chap pap | pap chap | pap}

o PAP (Password Authentication Protocol)

Cung cap phuong phap don gian cho mot client (user, router) & xa thiét lap két néi théng
qua qua trinh dinh danh bang céach “bat tay 2 Ian”

Bé&t tay 2 1an c6 nghia la :

Sau khi lién két PPP thiét lap, thong tin username/password dugc gli bdi client & xa .
Néu su dang ky username/password la dung thi router sé gui lai moét thdng diép Accept,
két ndi dugc thiét 1ap, néu username/password khong dung thi router gli thdng diép
Reject va ngat két néi.

Viduy:
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ACCess server

Femote user
John Cizcod
Hun PRPP
Local user
Inputs name and Use PAP database
password when "iohn, urbiz"

prompted —*  ysemame john
Accept o reject password urhiz

A

Hinh 5.20: két n6i remote user — router

Left  r— M Right
e LitEr -!_'i._ L I_L.L e LiteEr
hosthame keft hestranme right
int async O int async O

ercapsulation ppp
ppp autherticaticn PAP
ipadd 100,02 266 265 2650
dialer-mapip 10001
rame ket 5554521
pPPp pap sent-username right
paaswor rightl

ercapsukation ppp
ppp authentication PAP
ipadd 10001 266 2685 26550
dialer-map ip 10002
name right 5552345
pPp pap sert-uzmame et
password lefl

Hinh 5.21: két ndi router—router: username chinh Ia tén clda router, password phai dugc
quy dinh théng nhét gida cdc router

PAP khong phai la mot phuong phap authentication manh vi password dugc gui trén
dudng lién két dudi dang clear-text (khéng dugec ma hoa)

o CHAP (Challenge Handshake Authentication Protocol).
Phuong phap nay an toan han PAP. Server ma dugc truy cap vao gui 1 challenge
message dén remote client sau khi lién két PPP dugc thiét lap . Remote client sé tra I5i
gia tri ma da dugc tinh toan bang ham “bam” one-way hash (mac dinh 1a MD5). Router
dudgc truy cap ki€m tra cau tra I5i dé néu dung thi viéc authentication hoan thanh, ngugc
lai thi s& ngat két néi.

Remote uzer Access zerver

Jeohin Ciaco
Fun PPP o
il Lecal
 Use CHAP b
Mame: jehn Challerge

I 3

Pazzwerd: urbiz A
EEponse uzername jehn

pazaword urb

¥

Accept or reject

A

Hinh 5.22
Cac budc hoat dong clia CHAP dugc m ta chi tiét bang cac hinh sau:

Budc 1:
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I"—’:;;'i | Userdizl=in > _:_?:__'I
751 2E40-1
Budc 2:
I -d'*i Lser dials in > 1_!1;__]_\
a6 AG40-1
<;:| ol | id random | 3640-1
Budc 3:
- N
l‘-“'."“i | User dials in > _}_lu';__\
766-1 3‘340.-1
user pass .
55104 ot <]| 01| i | random | 36401 |
\
Budc 4 :

Trang 77/94



Hudng dan c4u hinh cac chuc ndng co ban cda Cisco router

%

.ﬁ-._-;:":;.i | Lzerdizalz in > }‘Lj_

36401

Lzer paas -
— == 01 i | random | 36401 |
3640-1 pol <:| | rancem

(o2 [ d | rah | 7eo |ﬁ>

Trong mot so trudng hgp quay s6 ra ma két ndi bén ngoai khéng phai la router ma la mot
Server dugc cdu hinh dich vu RAS hay RRAS, router phai sii dung Iénh dé gi user
name va password tGi Server:

Router(config-if)#ppp {pap | chap} sent-username username password password

Vi du nhu mét LAN & trung tam s dung router dé két ndi dén Server dét tai chi nhanh.
Tai server nay c6 user tén la dial véi password la dialtest va cé quyén Call-in. Lénh
tuong ting cua router khi mudn két ndi vao Server la:

Router(config-if)#ppp pap sent-username dial password dialtest

Lénh nay dudc dat vao trong interface nao c6 nhiém vu quay sé ra.

e Cau hinh async interface

Céc lénh thudng dung dé cdu hinh async interface dudc trinh bay trong bang sau: (cac
lénh nay nam trong interface configuration mode-router(config-if)#)

Lénh Giai thich
Physical-layer {sync | Dong 1énh nay xac dinh ché do hoat déng cla interface la sync hay
async} async, ap dung cho céc interface dang A/S, dang sync la default nén dé

st dung cho dial-up ta phai chuyén ché dd async cho interface.

async dynamic address || Cho phép client Iya chon ip address mét cach linh dong khi quay sé vao.
IP address c6 thé la do user tu gan hay nhan dugc tif cac pool, dhcp hay
dudc router gan cé dinh.

peer default ip address
{ip-address | dhcp | pool
poolname}

Gan ip address cho client khi quay s6 vao. Do chi |a interface riéng 1é
nén thudng s dung lénh peer default ip address jp-address dé gan mot
dia chi cho client két néi qua interface hién tai.

Trang 78/94




Hudng dan c4u hinh cac chuc ndng co ban cda Cisco router

async mode dedicated

Thiét l1ap ché& do6 dedicated asynchronous network trong dé client bat
budc phai chon mot trong hai dang két ndi: ppp hay slip. Néu két néi chi
st dung ppp hay slip nén s dung Iénh nay.

async mode interactive

Thiét l1ap ché& do interactive trén két ndi async trong dé client cé thé tuy

chon két ndi slip, ppp hay exec tuy thudc vao EXEC command (ppp hay
slip) ma client d6 nhap vao khi dugc yéu cau. Khi sii dung lénh nay céac
I&énh auto select va mot sé 1énh khac trong line configuration mode mgi

c6 hiéu lyc.

async dynamic routing

C4u hinh async interface la dynamic routing, cho phép routing protocol:
RIP, IGRP, OSPF, thudng dugc dung chung vdi Iénh async mode
dedicated

async default routing

Tu ddng cdu hinh async interfcae cho cac routing protocol.

Béang 5.10: Céc lénh async

e Ca&u hinh group async interface

Nhom mot sd interface thanh mot group sé thuén Igi hon trong viéc cau hinh va quan ly

cac interface.

Céc lénh clia async interface dugc trinh bay & trén c6 thé st dung dé cau hinh group
async. Sau day la cac I1énh danh riéng cho group async:

Lénh

Giai thich

Router(config)# Interface group-async

number

Khéi tao mot group async.

Router(config-if)# ip unnumbered interface || An dinh mét dia chi IP mugn tam cla moét

interfece khac, thudng la ethernet.

Né&u khdng mugn dia chi ta ¢ thé s dung 1énh
ip address ip-address netmask thong thudng
dé gan dia chi cho group.

Ngoai ra ta cling c6 thé khéng gan ip cho group
néu cé sl dung mét dialer interface 4o c6
group hién tai la thanh vién va gan dia chi cho
interface ao dé.

peer default ip address

{ip-address | dhcp | pool poolname}

Gan ip address cho client khi quay s6 vao. Do
la mot nhém nhiéu interface nén thudng s
dung Iénh peer default ip address dhcp hay
peer default ip address pool poo/lname. Sau
do xac dinh dia chi dhcp server (bang 1énh
dhcp-server) hay xac dinh pool (bdng 1énh ip
local pool)

Ta van cé thé gan ip cho céc client theo tiing
interface riéng I& nhu phan cau hinh async
interface (Iénh peer default ip address ip-
address) nhung thém vao dau cau lénh doan
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“member number” véi number la sé tuong Ging
v@i interfce trong group. (xem vi duy)

Group-range low-end-of-range high-end-of-
range

Dinh giGi han dau va cudi cla nhiing intreface
trong nhém.

Bang 5.11: Céc Iénh Group async

Pé kiém tra lai c4u hinh Group Interface thi dung lénh show interface async

Vi du sau trinh bay cach tao mét asynchronous group interface 0 vGi cac thanh vién tu 2

dén 7:

interface group-async 1
group-range 2 7

Vi duy sau cho thdy nhu cau cdu hinh theo nhém sé c6 Igi ra sao :

C4&u hinh asynchronous interfaces 1, 2, va 3 riéng ré :

interface Async1

ip unnumbered Ethernet0
encapsulation ppp

async default ip address 172.30.1.1
async mode interactive

async dynamic routing

!

interface Async2

ip unnumbered EthernetO
encapsulation ppp

async default ip address 172.30.1.2
async mode interactive

async dynamic routing

!

interface Async3

ip unnumbered Ethernet0

!

encapsulation ppp

async default ip address 172.30.1.3
async mode interactive

async dynamic routing

Va cung c4u hinh 3 interface nhu trén nhung khi ta gom chung lai d& c&u hinh cho group
thi viéc cdu hinh sé& dan gian va nhanh choéng hon :

interface Group-Async 0
ip unnumbered Ethernet0
encapsulation ppp

async mode interactive
async dynamic routing
group-range 1 3

member 1 async default ip address 172.30.1.1
member 2 async default ip address 172.30.1.2
member 3 async default ip address 172.30.1.3

e CA&u hinh Dialer interface :
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Dialer interface 1a mot interface &o c6 thé bao gom async interface hay group async
interface. T4t c& cac lénh sl dung cho async interface hay group async interface déu cé

thé ap dung cho dialer interface.

Céc lénh sau day la cac l1&énh dac biét dung dé khdi tao dialer interface.

Lénh

M6 ta

Router(config)# interface dialer number

Tao moét dialer interface dung dé cau hinh rotary
group

Router(config-if)# dialer rotary-group number

bat mét interface vat ly vao trong mét dialer
rotary group Lénh nay dat 6 céc interface thanh
vién cua dialer rotary-group.

Sau khi go Iénh nay tai cac interface thanh vién,
céc interface thanh vién s& nhan dudc cdu hinh
tugng tu nhu cdu hinh cla dialer interface.

Bang 5.12: Cac lénh interface dialer

Vi du mot két ndi nhu hinh 5.15:

131.108.126.1

131.108.124.0 3261111

131.108.126.2

3262222

32621111

131.108.126.3

171.68.14.0

Hinh 5.23: So dé két néi dung rotary-group

Trong hinh router 4000 cé 04 interface BRI (ISDN). Céc interface nay dugc nhém thanh
rotary group dé linh dong trong viéc quay s6 ra va nhan cudc goi tii nhiéu két néi bén

ngoai (trong hinh la 02 két ndi )
Cau hinh cho Cisco 4000:

Isdn switch-type basic-net3

Ip router 171.68.12.0 255.255.255.0 131.108.126.2
Ip router 171.68.14.0 255.255.255.0 131.108.126.3

Dialer-list 2 protocol ip permit
Username 2500-A password cisco
Username 2500-B password cisco
!

interface dialer 3_

ip address 131.108.126.1
encapsulation ppp

ppp authentication chap

(tao dialer interface 3)

dialer map ip 131.108.126.2 name 2500-A 3262222
dialer map ip 131.108.126.3 name 2500-A 3263333

dialer-group 2
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dialer load-threshold 160
dialer fast-idle 15

dialer idle-time-out 120

|

int bri 0

dialer rotary-group 3 (gén interface BRO vao dialer ineterface 3)
int bri 3
dialer rotary-group 3 (gan interface BR3 vao dialer ineterface 3)

Ca4u hinh cho Cisco 2500-B

Isdn switch-type basic-net3

Ip route 131.108.124.0 255.255.255.0 131.108.126.1
Dialer-list 2 protocol ip permit

Hostname 2500-B

Username 4000 password cisco

!

interface bri 0

encapsulation ppp

ppp authentication chap

ip address 131.108.126.3 255.255.255.0
dialer-group 2

dialer load-threshold 160

dilaer map ip 131.108.126.1 name 4000 3261111

dialer idle-tiomeout 120
!

C&u hinh nhu trén cho phép 04 BRI interface hoat dong dudi sy diéu khién cla dialer
interface. Khi cé yéu cau két ndi ra ngoai, dialer interface s& chon bat ky mot BRI
interface nao con ranh dé thuc hién quay sd. Khi ¢6 cudc goi vao va néu sl dung dich vu
trugt sé cta ISDN (04 dudng v6i 01 s6 duy nhat), dialer interface cling sé phan bé cudc
goi doé vao interface nao dang ranh.

5.4.5 CA4u hinh line

Cac cach céu hinh console, vty line da dugc trinh bay trong phan trudc, vi vay trong phan
nay chung tdi chi trinh bay cach cdu hinh cac tham sé cho tty line:

Lénh Mo ta

Vao ché& dd c&u hinh 1 line line-number1 hoac cau hinh tu line-

number1 dén line-number2

Line line- 1 Uine- o . ,
ine line-numbert [line- |\, 4 | <21 vao ché db cAu hinh line d& c&u hinh tit line 1 d&n 16:

number2]

(config)#line 1 16

(config-line)#
Modem inout Cho phép két néi modem & dudng goi dén va goi ra
Modem dialin Cau hinh cho line tu dong tra I3i mdét modem
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Lénh Mo ta

Modem callin C4u hinh line cho modem ndi vao.

Modem cts-required C4u hinh line dong ké néi.

Transport input all Cho phép bat cu giao thtic transport nao.

Speed speed Thiét lap toc do gilia router va modem.

Stopbits bit-number Thiét 1ap s6 lugng bit / byte lam stopbit.

Flowcontrol {hardware | || Xac dinh loai flow control.

software}

Ty dong phat hién ra loai modem dang gan vao dé ty déng gan
cac thong s cia modem do.

modem autoconfigure
discovery

Béang 5.13: Céc lénh c4u hinh line
Lénh show line trinh bay t4t ca céac loai line va tinh trang clia mdi loai.

Vi du cho ta thdy mét bang théng ké cac loai line CTY, TTY, AUX, va VTY Line sau khi
dung Iénh show line:

Fiotary
Emp # chemib: 18- sh line
Ty Tvp TeiRe I'.-bde Foty|Aced Actl| Uses Moise Owermuns Aczess chss
.0 oTy . P N | ] indout
1T 115200 - inout 4 T - o0
PR T 11520015200 - inout 1 T c 00
mfe T 4 3 TTY 115200415200 - inout eE 1o =4 140
a4 TTY 115200415200 - incut d M &l 140
~ 5 TTY 115200415200 - incut 45 iz o225 220
4 & TTY 11E200H1E200 - inout e 7 0 o0
| 7 OTTY 110015200 - inow - & 140
| & TTY 115200415200 -[incut] .4 . 2 o5 il Modern
o 9 TTY 115200415200 - nout 4 o 00 sEtting
Abshute TTY 11520015200 - inout 55 @ 470 2iE0
line ——ﬁb TTY 115200415200 - inout ] 0 o
nurrkszr | 12 TT¥ 115200115200 - incut 0 a0
| 13 TTY 115200415200 - inowt i a a0
| 14 TTY 11E200A1EZ00 - inowt 0 o a0
| 15 TTY 11E300A1E300 - inowt 0 o a0
TTY 115200415200 - inout
| 1& a0
{7 AUX e A 24
Lire speed —— g [SE0 0800 = 0 a0
WTY  SE00&El G o a0
@wv CEDORE ; a a0
__f‘f
YTY  Ced0menn - a0
L. =4 Mu ribrof
This i w2 WTY  SE00&El
L =3 u} u] utn} To:p
(S iy WTY  SE00EEl .
3 o 0 00 o nEctions
lineSn WTY  SE00EEl
o4 a0 oW Fivack
o VT CE00DE00 a0 a0
o VT SEO0GEC0 a0 a0
o7 VT 05000600 0 o a0
VT Se00eenn - a0
2B Ty gen0Lenn - o
oy oen0eend
O yTy QennoeEn oo oo
3 yTy osonoem oo 0
a2 a0 o0
= VT Se00eenn ° o e
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Hinh 5.24: Man hinh xudt khi s& dung lénh show line

SR
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5.5 Cau hinh remote user-central dial-up

55.1 Vidui:

Hinh dugi day mé td mot hé théng mang dial-up gém c6 nhiing may vi tinh cac
ndi dén mot mang cuc bd thong qua cac modem.

Logical
nedwiork

nhan két

Hinh 5.25: Vi du remote user-router, s dung 01 modem (cdu hinh async interface)

Vi md hinh nhu trén, can phai cau hinh cac budc nhu sau:

e Cau hinh mot dudng asynchronous trén access server vGi PPP encapsulat

ion

e Cé&u hinh mét interface trén access server dé modem néi vao; intreface nay ciing

phai cau hinh sao cho chdp nhan cudc goi tr modem (incoming call)

e C4u hinh 1 dia chi IP mé&c dinh cho dudng day goi dén. Dia chi IP nay chi dinh dia chi

cla remote PC két ndi dén server.

e Access Server dugc cau hinh trang thai async mode dedicated

C4u hinh nhu sau:

ip routing

!

interface ethernet 0

ip address 192.168.32.12 255.255.255.0
!

interface async 1

encapsulation ppp

async mode dedicated

async default ip address 192.168.32.51
async dynamic address

ip unnumbered ethernet 0

line 1

autoselect ppp

modem callin

speed 19200

552 Vidu2:

Vi du nay ciing l1a mé hinh remote user két ndi vao central. Router ma cac use

r két noi

vao dugc gan nhidu modem. Mdi mot bd bao gébm username va password sé cau hinh

cho mdi user mudn két noi vao.
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Hetwon

(16 Modems)

Cisco 2511

Hinh 5.26: Vi du remote user-router, sf dung 16 modem (cdu hinh group async interface)

Vi méd hinh nay, phai té chiic group. Cac budc c&u hinh nhu sau:

Budc Lénh Gidi thich
1 Interface group-async number Khd&i tao mdt nhom
2 ip unnumbered interface name An dinh mdt dia chi IP “mugn” tU interface khac.
3 || Encapsulation ppp Thiét 1ap giao thic ppp
4 || Async mode dedicated Cau hinh ché dé dedicated cho cac interface
5 Ppp authentication chap pap Bat CHAP va PAP.
An dinh nhiing dia chi IP cla céac client ti mét
6 Peer default ip address pool poolname pool ’ gd '
7 no cdp enable T4t giao thiic Cisco Discovery (CDP) trén
interface
8 Group-range low-end-of-range high-end-of- || Dinh gi6i han dau va cudi cta nhiing intreface
range trong nhom
9 Exit Trd vé ché& dd cdu hinh toan cuc

Béang 5.14: Céc budc cau hinh group.

C4au hinh nhu sau :

!

version 11.2

service timestamps debug datetime msec
service password-encryption

no service udp-small-servers

no service tcp-small-servers

!

hostname router2511

!

enable secret letmedostuff
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!
username jason password foo
username laura password letmein
username russ password opensesame
username syed password bar
username tito password knockknock

!

interface Ethernet0

ip address 192.168.39.1 255.255.255.0
!

interface Serial0

no ip address

!

interface Seriall

no ip address

!

interface Group-Async1

ip unnumbered ethernet0
encapsulation ppp

async mode dedicated

peer default ip address pool dialup

no cdp enable

ppp authentication chap

group-range 1 16

!

ip local pool dialup 192.168.39.239 192.168.39.254
!

line con 0

login

line 116

login local

modem InOut

transport input all

line aux 0

line vty 0 4

exec-timeout 20 0

password letmein

login

!

end

O @R
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5.6 Cau hinh router-router dial-up

Xem mo hinh sau:

IP metaek 17216100 [ e, 17216, 2000

Modam Moz ‘h. )

Sroopy Wioodstook %

Arswiening sidi Dialng side
Hinh 5.27: Vi du két néi router-to-router.

D6i v6i mé hinh router-router dial-up thi mét router phai déng vai trd answering va mét
router dong vai tro dialing.

P& cau hinh router-router dial-up, phai cdu hinh cho ca router answering va router dialing
trong do router dialing phai dugc cau hinh cho viéc quay s6 ra bao gém chat-script, dialer
map, ip route.. L&énh ip route dung dé thiét Iap static route (da trinh bay & phan config
leased line:

ip route network [mask] {address|interface} [distance] [permanent]

e C4&u hinh answering access server (Snoopy):
|

version 12.0
!
hostname Snoopy
!
enable password test
!
aaa authentication ppp default local
!
username Woodstock password 7 kd345096ix09ghu934c=e
|
interface Ethernet0
ip address 172.16.10.1 255.255.255.0
!
interface Serial0
no ip address
shutdown
!
interface Seriall
no ip address
shutdown
!
interface Async1
ip unnumbered Ethernet0
encapsulation ppp
peer default ip address 172.16.20.1
async dynamic routing
async mode dedicated
dialer idle-timeout 300
dialer map ip 172.16.20.1 name Woodstock broadcast
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ppp authentication chap

dialer-group 1
!
router rip

network 172.16.0.0
|
access-list 100 deny ip 0.0.0.0 255.255.255.255 255.255.255.255 0.0.0.0
access-list 100 permit ip 0.0.0.0 255.255.255.255 0.0.0.0 255.255.255.255
!

dialer-list 1 list 100
!
ip route 0.0.0.0 0.0.0.0 172.16.20.1
ip route 172.16.20.1 255.255.255.255 async1
!
line con 0
line aux O
modem dialin
speed 115200
flowcontrol hardware
line vty 0 4
password cisco
|
end

e C4u hinh cho dialing access server (Woodstock):
|

version 12.0
!
hostname Woodstock
|
enable password test
|
username Snoopy password peanuts
chat-script dialnum "" "atdt\T" TIMEOUT 60 CONNECT \c
chat-script rstusr "" "at&fs0=1e0&r2&d2&c1&b1&h1&m0&k0" "OK"
!
interface Ethernet0
ip address 172.16.20.1 255.255.255.0
!
interface Serial0
no ip address
|
interface Seriall
no ip address
|
interface Asynci
ip unnumbered Ethernet0
encapsulation ppp
async default ip address 172.16.10.1
async dynamic routing
async mode dedicated
dialer in-band
dialer idle-timeout 300
dialer map ip 172.16.10.1 name Snoopy modem-script dialnum broadcast 14085554321
dialer-group 1
ppp authentication chap
pulse-time 3
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router rip
network 172.16.0.0
|
ip route 0.0.0.0 0.0.0.0 172.16.10.1
ip route 172.16.10.1 255.255.255.255 async 1
|
access-list 100 deny ip 0.0.0.0 255.255.255.255 255.255.255.255 0.0.0.0
access-list 100 permit ip 0.0.0.0 255.255.255.255 0.0.0.0 255.255.255.255
!
dialer-list 1 list 100
|
line con O
line aux 0
modem InOut
speed 115200
script reset rstusr
flowcontrol hardware
|
line vty 0 4
password test
login
|
end

Ta cé thé khoéng sl dung l&énh ip unnumbered ma gan dia chi tryc ti€p cho céng async
nhu sau:

e C4u hinh answering access server (Snoopy):

interface Async1
ip address 172.16.30.1 255.255.255.0
encapsulation ppp
peer default ip address 172.16.30.2 ( hay async dynamic address déu dugc)
async dynamic routing
async mode dedicated
dialer idle-timeout 300
dialer map ip 172.16.30.2 name Woodstock broadcast
ppp authentication chap
dialer-group 1

e C4u hinh cho dialing access server (Woodstock):

interface Asynci
ip address 172.16.30.2 255.255.255.0
encapsulation ppp
async default ip address 172.16.30.1 ( hay async dynamic address déu dugc)
async dynamic routing
async mode dedicated
dialer in-band
dialer idle-timeout 300
dialer map ip 172.16.30.1 name Snoopy modem-script dialnum broadcast 14085554321
dialer-group 1
ppp authentication chap
pulse-time 3
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router rip
network 172.16.0.0
!
ip route 0.0.0.0 0.0.0.0 172.16.30.1

ip route 172.16.30.1 255.255.255.255 async 1
!

SO R
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5.7 Cau hinh Back-up bdng dudng dial-up
5.7.1 Céc lénh dung dé tao mét dudng dial-up back-up:
Lénh Giai thich

Router(config-if)#

Chon mét back-up line. L&nh nay dudc thiét lap tu

Backup interface inferface-name interface configuration mode cUla interface chinh can
backup.

Router(config-if)# Lénh thiét 1ap cac nguéng bat va tat dudng back-up

Backup load {enable-threshold | Vi du: Router(config-if)# backup load 60 5

never} {disable-load | never}

Giai thich vi du trén : néu kha nang tai trén dudng
chinh vugt qua 60% thi sé khéi déng dudng backup.
Khi kha nang tai dé giam di 5% thi s& tat dudng
backup

Router(config-if)#

Backup delay {enable | never}
{disable-delay | never}

Lénh thiét 1ap thai gian bat dudng backup khi c6 su c6

5.7.2

Béang 5.15: Céc lénh cdu hinh backup dial-up.

Vidu:

M6 hinh sau thé hién 2 hé théng két néi véi nhau bang leased line. Ngoai ra, 2 hé théng
con cé mdt dudng dial-up dé nang cao do an toan.

N&u dudng chinh (leased line) bi down. Budng back-up tu dong bat dé duy tri két néi.
C4&u hinh nay s dung auxiliary port la backup port.

Leased line

AT:_’ 7 _’ﬂ \
Access Acoess %
server 1 server 2
Nabwaork A Metwork B

Dial-backup line

Hinh 5.28: Vi du backup dung dial-up.

CAau hinh nhu sau :

Cho router A (dialing access server):

hostname routerA
!

username routerB password cisco
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chat-script backup "" "AT" TIMEOUT 30 OK atdt\T TIMEOUT 30 CONNECT \c !
!

interface Serial0

backup interface Async1

ip address 192.168.222.12 255.255.255.0
!

interface Async1

ip address 172.16.199.1 255.255.255.0
encapsulation ppp

async default ip address 172.16.199.2
async dynamic address

async dynamic routing

async mode dedicated

dialer in-band

dialer map IP 172.16.199.2 name routerB modem-script backup broadcast 3241129
dialer-group 1

backup load 60 5

ppp authentication chap

!

dialer-list 1 protocol ip permit

!

line aux 0

modem InOut

rxspeed 38400

txspeed 38400

C4u hinh cho router B tuang ty nhu mét answering router .

SR
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6 Tong két.

Tai liéu nay dudc bién soan dua theo cac tai liéu chia Cisco: Documentation CD-ROM,
Internet va trén cac kinh nghiém thuc t€. Cac van dé da dudc trinh bay trong tai liéu nay
la chi la cac van dé co ban va thudng gdp nhét khi cdu hinh Cisco Router. Mac du hét
stic c6 gang chung tdi cling khdng thé trinh bay hét tat ca cac 1énh can thiét cla Cisco
IOS ¢ lién quan dén cac van dé da dugc trinh bay. Chung toi chi hy vong v6i mot chut
kinh nghiém clia nhiing ngudi di trudc, cudn tai liéu nay sé gilp cac ban it nhat cling lam
quen dudc véi Cisco Router, lam quen dudgc vaSi cach cdu hinh Cisco router & muc ca
ban. T dé c6 thé tiép can cac van dé mdi, phuc tap hon lién quan dén cdng nghé va
san pham cla Cisco noéi riéng va clia cac hang khac néi chung.

SR

Moi thac mac, déng gop y kién xin lién hé:

Phong GPXN2 — Cong ty TNHH Dich vu Céng nghé Tin hoc HiPT.
60 — 62 Nguyé&n Van Trdi, Q. Phd Nhuan, Tp. H6 Chi Minh.

DT: 8458518. Fax: 8458516.
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