Bao mat - Ma héa mei dir li€u ciia ban

Bach Pinh Vinh

M4 hda 1a mét cach tuyét vai dé giir cho dir liéu an toan, cho di ban truyén né qua
Internet, sao lru 1én may chi hoic mang qua an ninh san bay trén may tinh xach
tay ciia minh. Viéc ma héa khéng cho phép bat ci ai (trir ban va nguwoi sé nhan no)
doc dwoc dir liéu caa ban.

Nhiéu phan mém duoc st dung trong van phong, trén may tinh c& nhan da co chirc ning
m& hoa tich hop. Ban chi can biét noi dé tim thay ching va phai 1am nhu thé nao ma thai.

P6 chinh 1a muc dich cta bai viét nay.

Trwée tién, hdy néi vé mat khau



Nhung deu nén lam khi tao
mat khau

Nhung deu khong nén lam khi
tao mat khau
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7 ky t). phdn cia ten dang nhap.
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) v chur s6 thay
St dung it nhat mot ky hieu Khong sir dung cac

trong wi tri tha 2 dén the 6. Sl che chr i oyt 6 o
St dung it nhét 4 ky tu khac Khong st dung cac chur cal hoac
nhau (khong nhic lai cung cac chu 56 hen tép (vi du, "abedefg”
ky tu). hoac “2345677).

‘ < : Khong str dung cac phim canh
md‘““"""“ nhau trén ban phim cua ban (vi

du, "qwerty”).

Hau hét cac hinh thic ma hda déu yéu cau
ban thiét 1ap mat khau, cho phép ban ma
hoa tap tin va sau d6 giai ma nd khi ban
mudn xem lai. Néu ban st dung mat khau
yéu, tin tic cd thé pha ma hda va truy cap
tap tin, 1am that bai muc dich ctia ma hoa.
Mot mat khau manh nén c6 tir 10-12 ky tu.
NG nén 1a su két hop cua chir hoa va chir
thuong, s6 va ky hiéu. Néu ban thiy mat

khau chi chaa chit cai sé dé nhd hon, thi

mot mat khau van cé thé an toan néu n6 dai hon dang ké, vi du nhu gom 20 ky tu hoic

nhiéu hon.

Néu ban khdng chic chin vé viéc liéu mat khau cua minh da du tét hay chwa, hdy kiém

tra nd théng qua dich vy kiém tra mat khau mién phi caa Microsoft

(https://www.microsoft.com/en-gb/security/pc-security/password-checker.aspx). Bung

bao gio sir dung mot mat khau bi danh gia duéi mac "Strong™.

Tham khao bai "Tao va nhé mat khau™ trén Sé Hoa:http://sohoa.vnexpress.net/tin-
tuc/kinh-nghiem/Tao-va-nho-mat-khau-1544098.html.

1. M4 hoa toan bd 6 cirng

C6 thé ban d4 c6 mat khau dang nhap Windows trén may tinh caa minh, nhung

mat khau do6 s& khong thuc su bao vé di

Nhung dieu khong nén lam khi
quan ly mat khau

Nhung dieu nén lam khi quan ly

mat khau liéu néu ai d6 danh cap may tinh hoac 6

Gitz bi mat mat khdu ca ban. Khong viét no ra. , , N . A s 2

: , ctng cua ban. Tén trom chi can cam 6 dia
T T

ETe mat khdu cia 101 trén web. cua ban vao may tinh khac va truy cap di

P oM m M liéu truc tiép. Néu cd thdng tin nhay cam,

ban s& mudn thuc hién ma hoa dia ctng dé
bao vé dir liéu ngay ca khi may tinh roi vao tay ké Xau.

Phan mém BitLocker caa Microsoft 1am cho viéc thiét 1ap ma hoa dia day du trong



Windows vo cung dé dang, mién la may tinh cua ban dap ung 2 tiéu chi sau day:

1. Ban c0 phién ban Ultimate/Enterprise cua Windows 7/Windows Vista, hoac phién ban

Pro/Enterprise cua Windows 8.

2. May tinh cua ban c6 chip TPM (Trusted Platform Module).

Céch d& nhat dé xem liéu may tinh caa ban c6 chip TPM hay khong la ¢ gang kich

Sur dung BitLocker cua Microsoft
dé ma hoa dia ddy du.

hoat BitLocker. Windows s& cho ban biét néu ban
khdng c6 chip nay.

Dé kich hoat BitLocker, vao Control Panel >
System and Security > BitLocker Drive
Encryption, hoic thuc hién tim kiém déi vai tir
“BitLocker” trong Windows 8. Trong menu
BitLocker, nhap Turn on BitLocker bén canh 6
dia ban mudn ma hoa. Néu may tinh cua ban
khong dap tng cac yéu cau cho BitLocker, ban
van c6 thé str dung TrueCrypt hoic DiskCryptor

dé ma hoa dia day du, mién phi.

2. M& hda 6 cirng lap ngoai, 6 USB ciia ban

Pé mi hoa dia day du cho 6 USB, 6 clmg lap ngodi (qua cong USB), ban c6 thé sir dung

BitLocker To Go - duoc thiét ké cho cac dia thio 1ap dugc. Ban van can phién ban

Professional hozc Enterprise cia Windows, nhung ban khong can chip TPM dé sir dung

BitLocker To Go.

Tat ca nhimg gi ban phai 1am 12 cam thiét bj ma ban mudn ma héa vao may tinh, sau do

vao menu BitLocker mot 1an nita. O dudi cling clia menu, ban sé& thay phan BitLocker To

Go, noi ban c6 thé nhap vao Turn on BitLocker ¢ bén canh thiét bi.

3. Mé hoa lwu lwgng truy ciap Internet



BitLocker ciing bdo vé C&c 6 dia bo

tui.

Doi khi ban muén ma héa luu luong Internet
di/dén cua minh. Néu ban dang & trén mot mang
Wi-Fi khdng an toan (vi dy, tai sén bay), tin tac
c6 thé chan dir liéu chira théng tin nhay cam duoc
truyén dén/di tir may tinh xéch tay cua ban. Dé
lam nhiing dir liéu d6 tro nén vo dung ddi vai tin
tic, ban c6 thé ma hoa di liéu bang cach st dung
mang riéng ao (VPN).

Mang riéng 40 tao ra "dudng ham" an toan dén
may chu cua bén thir ba dang tin cay. Dt li¢u

dugc giri théng qua duong ham nay (hoic dén

hoac tir may tinh cua ban) dugc ma hda, vi vay no an toan ngay ca khi bi chan. Ban c6

thé tim thay nhiéu VPN dya trén web c6 muc thu phi hang thang thap, nhung cung cap

truy cap rat dé dang. Ban con c6 thé thiét 1ap VPN cua riéng ca nhan hoac VPN cua

doanh nghiép.

Qua trinh lya chon, thiét 1ap VPN duoc md ta trong bai "Trién khai hé thong IPSec/VPN

trén Windows Server 2003" trén website PC World VN (http://www.pcworld.com.vn/) va

bai "An toan khi truy cap Wi-Fi cong cong” trén S6 Hoa

(http://sohoa.vnexpress.net): http://sohoa.vnexpress.net/tin-tuc/kinh-nghiem/An-toan-khi-

truy-cap-Wi-Fi-cong-cong-1719084.html.
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TrueCrypt gidp thém mizc dg béo 4. Ma hoa Dropbox (hoac dich vu lwu trir dam

vé khéc cho dir ligu Dropbox. mf’31y khac) ciia ban 7
Neéu ban hoac nhitng nguoi khac trong to chic
cua minh str dung Dropbox hoac SugarSync, ban

s& biét rang céc dich vy luu trit ddm may phd bién nay da ma hoa dix liéu caa ban, bao vé

dir liéu khi truyén va trong khi dugc luu trén cac may cha cua ho. That khong may, ciing

chinh nhitng dich vu d6 ndm git chia khoa giai ma, c6 nghia 1& ho c6 thé giai ma cac tap
tin cuia ban néu nhu cac luc lugng thuc thi phap luat bat ho phai 1am nhu vay.

Néu ban c6 bat ky tap tin thuc sy nhay cam nao trong dich vu luu trir ddm may cia minh,

hay st dung 16p ma hoa thir hai dé gitr cho chdng an toan khoi nhitng con mat td mo.

Céach don gian nhat dé 1am diéu nay 1 st dung TrueCrypt (hdy xem phan cudi bai viét

nay).

Néu ban mudn c6 thé truy cap dix liéu tir cac may tinh khac, hay dat phién ban di dong

(portable) cua TrueCrypt trong Dropbox ctiia minh. Dé lam nhu vay, hdy chay trinh cai

dat TrueCrypt. Trong khi cai dat, chon tly chon Extract, va chon dé dat cac tap tin 44

duoc bung (extracted file) trong Dropbox hoac dich vu luu trir dgdm may khac cua ban.

5. Ma ho6a email

Email cta ban co thé chtra thong tin nhay cam, do d6 chling can duoc ma hda ngay. Néu
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Ban phdi tich vao hap kidm dé mé str dung Outlook, viéc gitr cho thu cua ban duoc

héa email Outlook. an toan 1a twong ddi dé dang.
M4 hoa cua Outlook khong dua trén mat khau.
Thay vao d6, tat ca nhitng ngudi muébn sir dung
tinh ning bao mat bang mat ma trong Outlook nhan duoc mot ching chi sé dé tu dong
ma hoa/giai ma cac email. Trudc khi 2 ngudi dung c6 thé giri cho nhau thu ¢& ma hda, ho
phai chia sé chiing chi cua minh bang cach guri cho nhau email c6 chit ky s6. Tuy nghe cé
vé phuc tap, nhung qua trinh ndy thuc sy don gian, va chi mat vai phat. Dé thiét 1ap
Outlook nham gui email 3 ma hda, hdy lam theo cac bude trong hudng dan chinh thuc
cua Microsoft (http://office.microsoft.com/en-us/outlook-help/get-a-digital-id-
HP010355070.aspx).
M6t khi d& nhan dugc va trao doi ID sb, nhap vao Options > More Options > Security
Settings va tich vao hop kiém Encrypt message contents and attachments, ban c6 thé guri

email d dugc ma hoa bang cach ma cira s6 New Message (thu méi)

6. M& hoa thw Gmail

Khi ban str dung Gmail, bao mat email hoi khac mét chat do thu dugc Iuu trir trén may
chu ctia Google chir khong phai trén may tinh cta ban. Khi ban soan hodc xem cac email,
chung truyén qua két ndi HTTPS ¢4 ma hoa, vi vay ban khong phai lo lang vé viéc bi
chan. Nguy co bao mat chinh v&i Gmail 1a nguoi khac sé truy cap dugce vao tai khoan cua

ban. Ban c6 thé giam thiéu nguy co ndy thong qua viéc dit mat khau va xac thuc 2 budc.




Bao Vé thuw Gmail bang mét cach

tiép can khac.

Néu ban mudn guri email van ban ma chi nguoi
nhan c6 thé doc duoc, hdy stdung ang dung ma
hoa dya trén trinh duyét dé ma hoa email cua

minh mét cach thi cng roi giri email ¢4 ma hoa

van ban dén ngudi nhan. Sau do, st dung mot s6 kénh khac dé giri cho ngudi nhan mat

khau dé ho c6 thé str dung cing tng dung web d6 nham giai ma email.

Tham khao bai "Bao mat: Gmail, bat kha xam pham!" trén S6 Hoa

(http://sohoa.vnexpress.net): http://sohoa.vnexpress.net/tin-tuc/kinh-nghiem/Bao-mat:-
Gmail,-bat-kha-xam-pham-1718993.html.

7. Ma héa tai liéu Word, Excel va PowerPoint
Trong Office 2010 va 2013, ban c6 thé ma hda bat ky tai lieu Word, Excel hoic

PowerPoint nao theo cling mot cach: Nhap File, chon tab Info va sau d6 nhap vao nit

Protect Document. Cudi cling, bAm vao Encrypt with Password va chon mot mat khau

manh cho tap tin ctia ban. Bat ctr ai mudn truy cap tap tin ndy s& can mat khau. Hay luu

Y, s& khong an toan néu giri mat khau thong qua cliing k&nh ma ban sir dung dé gui tap tin.

8. M& hoa tap tin PDF

Cac tai liéu Office duoc bado vé

bang mdt khau.

Ciing giéng nhu cic san pham Office cua
Microsoft, Adobe Acrobat X Pro lam choviéc ma
hoa tap tin kha dé dang. Tuy chon nay trong tab
Tools ¢ phia trén bén phai, trong phan Protection.
Nhép vao nat Encrypt, sau d6 nhap vao tly chon

Encrypt With Password.

Ma hoa ghi chu Evernote

Ung dung dién todn ddm may Evernote (ghi chu)
la mot cach tuyét voi dé nho, to chire nhimng thong
tin quan trong nhu cac chi tiét tai khoan, hd so'y

té/tai chinh va céc dit liéu nhay cam khac. Néu



cam thay khong thoai mai dé tat ca nhiing thong tin c nhan d6 mo, ban nén biét rang
Evernote d& co tinh nang m& hoa tich hop.

Pon gian chi cin md ghi chi ra, danh ddu doan vin ban ban mudn an va nhap chudt phai
vao nd. Trong menu hién ra, chon Encrypt Selected Text va sau do tao ra mat khau.
Evernote gidu doan vin ban da dugc lya chon, thay thé né bang biéu tugng khoa nho. Bt
ctr khi ndo ban muén xem lai doan vin ban bi an d6, chi can nhap dup chudt vao biéu

tugng va nhap mat khau cua ban.

9. M& hoa nhirng thir khac

Mot cach dé ma hoa bat ctr thir gi trén may tinh
cua ban la
dung trmg
dung =y

nguon mo e

mién phl’ ....... d
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. | 16a bét ky Mo mot ghi chu Evernote da ma

. ta hoa.
Adobe cung cap nhieu thiét lap bao ap

mdt phong pht cho cac tdp tin tin/nhom ’

PDE. taptin nao trén may tinh cta minh. Néu may tinh
riéng hoic tai noi 1am viéc caa ban c6 nhiéu tai
liu nhay cam, TrueCrypt c6 1& 1a lra chon tét

nhat cho ban.

Pé sir dung TrueCrypt, dau tién hay tai chuong trinh vé tirthttp://www.truecrypt.org/ va

sau d6 chay trinh cai dat. Hay giir nguyén cac tly chon cai dit miac dinh va chi can nhap



vao nat Next cho dén cudi.

Tiép theo, chay TrueCrypt va nhap vao nit Create Volume. Mét cira s s& bat

T Tasrrymt Vohome Croution Witend o m—

1én hudng dan ban. Trén 2 man hinh dau tién, hay
gitt nguyén cac tiy chon mic dinh va nhap vao
nat Next. Trén man hinh thi 3, ban sé duoc yéu

' cau chi ra vi tri cua volume. Pay 1a noi ma cac dir

liéu d@ ma hoa s€ dugc luu trit trén dia cing, do

e d6 hay chon vi tri va tén gidp ban dé nhé. Bé xéac

dinh vi tri, nhap Select File s& mé ra ctra s6 duyét

TrueCrypt c6 thé bao vé bat ky logi

tap tin nao.

taptin. Tuy nhién, khéng giéng nhu hau hét cac

ctra s6 duyét tap tin, ddy 1a noi ban nhap tén vao

trrong Name, sau d6 mot tap tin voi tén do sé

duoc tao racho TrueCrypt str dung.

Man hinh tiép theo yéu cau cac thiét 1ap ma hoa.
Hay giir nguyén nhiing gié tri mac dinh va nhap
vao nit Next. Sau do, ban s& dugc yéu cau chi ra
kich thuéc cua volume. T4t ca c4c tap tin ma ban
mudn ma hoa sé& phai vira véi volume, do d6 hdy
chac chan dé cap phat cho du. Néu ban chi dang
luu trix cac tai liéu van ban thi 500MB c6 thé Ia
du, nhung néu ban sé& luu trir rat nhiéu tap tin da
phuong tién thi it nhat ban phai c6 vaigigabyte.
Pén day ban s& duoc yéu cau cung cap mat khau,
hay chon mot mat khau! Sau d6, ban c6 thé két
thdc qua trinh. Hay thychién theo cac hudng dan

trén man hinh cudi cting, va nhap vao Format.
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Trong TrueCrypt, hay thiét 1dp mat

khdu dé bao vé diz liéu cua ban.

Bay gio volume ciia ban d4 duoc tao ra, ban cd thé st dung n6 dé luu trit c4c tap tin.

Trong TrueCrypt, nhap vao Select File va chon tap tin volume ma ban vira tao ra. Tiép



theo, nhan vao mot ky tu 6 dia va nhap vao Mount. Sau khi ban nhap mat khau caa minh,
TrueCrypt tao ra mot 6 40 va phan con lai trén may tinh caa ban xir Iy n6 nhu thé ban vira
lip thém mot 6 cing thuc su. Ban ¢d thé truy cap n6 ban 1am véi bat ci 6 dia nao khéc
bang céach, mé File Explorer ra va nhap vao ky tu 6 dia ciia nd o bén trai.

Kéo bat cir tap tin ndo ban mudn ma hoéa vao 6 cing ao. Khi thuc hién xong, nhan
Dismount trong TrueCrypt. C4c tap tin ma ban luu trir trong 6 cing 4o dugc ma hoa va
luu trir bén trong tap tin volume cua ban. Khi ban muén truy cap chiing mét 1an nia, chi
can chay TrueCrypt va gin két (mount) tap tin volume ciing giéng nhu ban d4 1am trudc
do.

Sir dung DiskCryptor dé ma héa 6 cirng

Mot khi ban d4 &4p dung ma hoa véi DiskCryptor, mdi lan bat may tinh ctia minh, ban s&
phai nhap mat khau ma héa dé cho phép né khoi dong. Sau khi nhap mat khau, Windows
khoi dong nhu binh thuong. Néu ban c6 mat khau Windows riéng, ban ciing s& phai nhap

mat khau do.

- Néu ban muén sir dung DiskCryptor,
e - hay tai xudng tir website cua cong ty

— s (http://diskcryptor.net/wiki/Downloads/e

> S
d 8 8 %
3
z

- o : n). Ban c6 thé s& mudn chon phién ban
Stable Installer (cai dat 6n dinh) moi
nhat.

SHIE Nhu nha san xuét caa DiskCryptor

khuyén nghi, ban nén theo huéng dan
cua cong ty

Man hinh chinh cza DiskCryptor. (http://diskcryptor.net/wiki/LiveCD/en)
de tao ra dia Windows c6 kha nang khoi
dong (LiveCD) co chira DiskCryptor

truéc khi mé hda 6 dia Windows ctia minh. Bang cach d6, néu gap van dé khi khai dong,



ban c6 thé dut dia LiveCD vao va sir dung tién ich trong DiskCryptor dé giai ma 6 dia véi
mat khau caa minh.

Khi ban d4 sin sang ¢é ma hda, chi cin ma DiskCryptor, chon 6 dia hé thong (thuong la
C:\) va nhan Encrypt. Sau dé, lam theo cac huéng dan dé cau hinh nhiéu thiét lap khéac
nhau. DiskCryptor c6 thé mat mot vai gio dé ma hoa 6 dia, tly thudc vao kich thudc cua
6 dia. Ban c0 thé tiép tuc sir dung may tinh caa minh, nhung néu can phai khoi dong lai
hoac tat may, hdy nhé nhap vao Pause dau tién. Dé tiép tuc qua trinh, ban chi can chon 6
dia va nhan Encrypt mot 1an nira. Néu dang mé héa may tinh xéch tay, hdy cam bo sac
vao 6 dién trén tudng, ban s& khéng bi mat dién trong qua trinh nay.

Sau khi ban d4 hoan tat ma hoa 6 dia ctia minh, hay sao luu thong tin tiéu dé (header)
volume 6 dia cua ban. Nho @6, néu header bi mat hoic bi hong, ban c6 thé khéi phuc lai
n6 va khong bi mat dix liéu da duoc ma hoa. DBé sao luu, md DiskCryptor ra, nhap vao
Tools > Backup Header va sau d6 luu sao luu vao 6 USB hodc may tinh khac.

Hay nhd rang, cé4c tién ich bén ngoai Windows (nhu LiveCD hoac 6 USB c6 kha ning
khai dong) khdng thé truy cap 6 dia d& ma hoa cua ban. Két qua 13, ban s& khong thé sira
chira, cai dat lai hoic nang cap Windows ma khong giai ma 6 dia hé thdng truée - hoac
bang céch chay DiskCryptor trong Windows hoic bang cach sir dung dia Windows c6
kha nang khai dong ma ban tao ra c6 chira DiskCryptor.

Tham khao bai "Ma hoa 6 cing dé bao vé dit liéu cua ban" trén S6 Hoa

. http://sohoa.vnexpress.net/tin-tuc/doi-song-so/bao-mat/Ma-hoa-o0-cung-de-bao-ve-du-
lieu-cua-ban-1544279.html.



