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Hé thong file phan tan

LOI MO PAU

Cung v&i sw phat trién cia mang may tinh, viéc tinh toan, quan ly ngay nay
khéng chi don gian tap trung trong may tinh don nhw trwéc nira. N6 doi hdi cac hé
thdng tinh toan phai duwoc két hop tr mot sé lwong Ién cac may tinh két nbi voi
nhau qua 1 mang té¢c d6 cao. Chung thwdng dwoc goi la cac mang may tinh hay
con cb tén khac la cac Hé phan tan, nham am chi twong phan véi Hé tap trung
trwée day.

Ngay nay, hé phan tan phat trién rat nhanh va dwoc ng dung réng khap. Do
cé thé la cac dich vu théng tin phan tan, nhw cac dich vu trén Internet chang han.
D6 cling ¢6 thé 1a cac co s& di¥ liéu phan tan nhw cac hé théng dat vé may bay, xe
Iba...hodc cac hé théng tinh toan phan tan.

Muc dich cla tiéu luan nay nham néu ra 1 cach khai quat nhat nhirng khai
niém, nhirng nguyén Iy co ban cla moét hé phan tan néi chung. Pong théi phan
tich sau vao viéc chia sé di¥ liéu trong hé phan tan, 1 trong nhirng chirc nang co
ban nhat ctia hé phan tan. Chang ta thwdng goi d6 la hé théng quan tri file phan
tan. Ta ciing sé& lan lwot nghién ciu cac md hinh khac nhau ctia hé thdng file phan
tan nhw Sun NFS, Coda, Plan 9, XFS...
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.TOng quan vé hé phan tan
I.1. Hé phan tan la gi?

C6 nhiéu dinh nghia cho 1 hé phan tan. Tuy nhién, ta c6 thé dinh nghia hé
phan tan 1a mét tap hop bao gdbm cac may tinh tw tri dwoc lién két véi nhau qua
mot mang may tinh, va dwoc cai dat phan mém hé phan tan. Phan mém hé phan
tan cho phép may tinh c6 thé phbi hop cac hoat ddéng ctia né va chia sé tai nguyén
cta hé théng nhw phan cirng, phan mém va di liéu.

Mot sé tinh chét quan trong ctia mét hé phén tén:

Th& nhat ching cho phép chung ta chay nhirng trng dung khac nhau trén nhiéu
may khac nhau thérjh mot hé thQng duy nhat. Mét wu diém khac cla hé phén tan
do la khi mét hé thong duwoc thiét ké du[lg cé,ch,,mét hé phan t;ém co thé co khé
nang thay dbi tuy theo quy md clia hé théng rat tét. Tuy nhién, tat ca moi thr déu
c6 hai mat cia n6, moét r]é phan tan cling vay bén canh nhirng mat wu viét thi no6
cling ¢6 nhirng nhwoc diem dé la tinh bao mat kém

Nhirng trng dung cua hé phan tan:

Cung cap nhitng thuan lgi cho viéc tinh todn da myc dich dén nhitng nhom
nguwoi dung, tw ddng hoa cdng viéc ngan hang va hé thong truyén théng da
phwong tién, ngoai ra chung con bao quat toan bo nhirng trng dung thwong mai va
KT thuat. Hé phan tan da tro' thanh tiéu chuan dé t6 chirc vé mat tinh toan. N6 co
thé duwoc s durJg cho viéc thyc hién twong tac hé thong tinh toan da muc dich
trong UNIX va ho tro cho pham vi réng cua thwong mai va irng dung céng nghiép
cta nhirng may tinh...

I.2. Cac dac trweng co’ ban cua hé phan tan
a. Két néi ngwoi str dung véi tai nguyén

Chia sé& ngudn tai nguyén la mét dac tinh co' ban cta hé thng phan tan, no I
co s cho nhirng dac tinh khac va n6 anh hudng dén nhirng kién trac phan mem
c6 san trong cac hé phan tan. Cac nguon tai nguyén co thé l1a muc dir liéu, phan
cwng va cac thanh phan cta phan cing. Cac nguon tai nguyén dugc phan blet tw
mot di¥ liéu dwoc quan ly véi nhivng qua trinh x& ly don béi nhu cau cua vai qua
trinh xt ly dé chia sé chung
b. Tinh trong suét (transparency)

MGt hé phan tan dwoc goi la trong sudt néu né co kha nang che dau tinh roi rac
va nhirng nhuoc diém co thé clia né ddi vai nguoi str dung cudi va ngudi 1ap trinh
wng dung. C6 8 dang trong suot :

= Trong subt truy cap : che diu cach biéu di&n di liéu va cach thire truy cap
tai nguyén.

= Trong subt vi tri : che d4u vj tri thwc cta tai nguyén.

= Trong subt di trG : che d4u kha nang di tra (di chuyén t noi nay sang noi
khac) cta tai nguyén.

= Trong suét dinh vi lai : che ddu kha nang tai nguyén c6 thé di chuyén tir noi
nay den noi khac ngay ca khi dang duoc st dung.

= Trong subt ban sao : che d4u cac ban sao dwoc nhan ra.

= Trong subt vé twong tranh.
_3.
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= Trong subt vé 16i.
= Trong subt truy cap nhanh.
c. Tinh mo (openess)

M6t hé phan tan dwoc goi la ¢é tinh mé néu né cé kha nang bd sung thém cac
dich vu m&i ma khéng lam anh hwédng xau den cac dich vu da cé.

d. Tinh co dan (scalability)

Mot hé phan tan dwoc goi la co ,tl'nh co dan néu né cé thé thich nghi duwoc voi
nhirng sw thay déi qui mé ctia hé thdng.. Tinh co dan thé hién trén 3 khia canh.

= Dé& dang bb sung thém tai nguyén va ngwdi st dung.
= Hé thdng thay dbi qui moé vé mat dia ly.
= Heé théng thay dbi qui mé vé quan tri.
e. Tinh chju 16i (Fault tolerance)
X ly dwge nhirng 16i xay ra trong qua trinh lam viéc. Bén canh tinh chiu I6i
lubn di kém theo la khac phuc I6i.
f. Tinh an toan an ninh (security)
Il. Cac nguyén ly cua hé phan tan

Trong phan nay, ta s€ xem xét 1 cach tong quan, tém tat cac nguyén ly cua hé
phéan tan. B&i neu di sau thi ban than trong moi nguyén ly lai con co rat nhiéu van
dg can phan tich. Cé téng coéng 7 nguyén ly co ban déi véi 1 hé phan tan, bao
gbm:

Truyén théng (Commmunication).

Tién trinh (Processes).

Dinh danh (Naming).

DPéng bd héa (Synchronization).

Nhét quan va nhan ban (Consistency & Replication).
Chiu 16i (Fault tolerance).

N o g ks 0N~

An toan — an ninh (Security).
Sau day ta di vao phan tich so bd tirng nguyén ly ctia hé phan tan.
I.1. Truyén théng

Truyén thong gilra cac tién trinh rat quan trong trong mét hé phan tan. Truyén
théng co thé chia thanh 2 mic:

= Truyén théng & mirc mang may tinh.

= Truyén thédng & mirc midleware: bao gdm 4 md hinh duoc S‘L’P dung réng rai:
Goi thu tyc tr xa (RPC), Triéu goi doi twong tir xa (RMI), Truyen théng hwdng
théng diép (MOC) va Truyén théng hwéng dong (SOC).

I.1.1. Truyén théng & mirc mang

M6 hinh OSI duoc thiét ké cho phép cac hé théng mé truyén thédng véi nhau,
phuc vu cho cac wng dung phén tan.

Céc tang trong mé hinh OSI:
1. Tang vat ly (Physical layer)
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Tang lién két div lieu (Data link)
Tang mang (Network)

Tang van chuyén (Transport)
Tang phién (Session)

SIEC EE T IEN

Tang trinh dién (Presentation)
7. Tang &ng dung (Application)
~ MGi tang cia mé hinh OSI giai quyét moét phan cua viéc giao tiép. Va & méi
tang lai c6 giao thirc riéng clia no.

Mbi hé théng mé& cé cac qui tdc vé dinh dang, ndi dung, va nglr nghia cla
théng diép giri va nhéan — cac qui tac nay duoc goi la cac giao thtrc (protocol). Pé 1
nhém cac may tinh cé thé truyén théng dwoc véi nhau, can phai co cac giao thire
théng nhét gitra cac may tinh. C6 2 loai giao thirc khac nhau: giao thirc hwdng két
ndi (Connection-Oriented protocol) phai thiét lap két ndi trwdc khi truyén.nhan div
liéu, sau khi xong phai giai phéng két ndi. Va giao thirc phi két ndi (Connectionless-
Oriented protocol): khédng can két nbi, théng tin dwoc truyén ngay khi da sin sang.

1.1.2. Truyén théng & mirc midleware
a. Goi thu tuc tr xa (Remote Procedure Call):

RPC cho phép goi cac thi tuc ndm trén cac may khac. Khi 1 tién trinh trén may
A goi 1 thu tuc trén may B, thi tién trinh goi trén may A d6 sé bj tam dirng, thay vao
do sé thye thi thu tuc dwoc goi trén may B. Phwong phap nay dwoc goi la Goi thu
tuc tr xa (RPC). Day la ki thuat dwoc st dung rdng rai nhét trong cac hé phan tan.

RPC xay ra véi cac budc tom tat nhw sau:
1. Tha tuc client goi client stub mét cach binh thuwong.
Client stub xay dwng mot théng diép va goi hé diéu hanh cuc bo.
Hé diéu hanh cua client gvi thdng diép dén hé diéu hanh tir xa.
Heé diéu hanh tir xa gtri théng diép cho server stub.
Server stub mé& géi cac tham sé ra va goi server.
Server thyec thi va trd két qua dén stub.
Server stub déng goi né vao théng diép va goi hé diéu hanh cuc bo.

© N OO AW N

Hé diéu hanh cua server givi théng diép cho hé diéu hanh cla client.
9. Hé diéu hanh cla client trao théng diép dén client stub.
10. Stub mé gdi két qua va tra vé cho client.

b. Triéu goi déi twong tir xa (Remote Object Invocation):

Ky thuat hwéng dbi twong dwoc dung rat phd bién hién nay trong viéc phat
trién cac (rng dung phan tan (distributed) va khong phan tan (non- dlstrlbuted) Mét
trong diéu quan trong clia dbi twong d6 la n6 an giau di nhirng gi bén trong cta nd
v&i bén ngoai, ma né sé chi cung cdp cac giao dién (interface). Hwéng tiép can
nay cho phép cac dbi twong dé& dang dwoc thay thé va chinh stra. RPC va ROI
gitp &n d4u théng tin trong cac hé phan tan, tdng cuéng sw truy cap trong suébt.

c. Truyén théng hwéng thong diép (Message Oriented Communication)
Co ché truyén théng diép c6 hai loai:
1. Truyén théng tam théi hwéng théng diép.
-5-
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2. Truyén théng hwdng théng diép dai lau.
d. Truyén théng hwéng dong (Stream Oriented Communication)

~ Cling c6 mdt s6 dang truyén thong ma yéu to dap tng thoi gian dong vai tro cot
yéu nhw di liéu am thanh hoac hinh anh chang han. Do d6 can phai cé 1 co ché
truyén théng hwéng dong.

1.2 Tién trinh

Tién trinh (process) 1a 1 chwong trinh dang trong qua trinh thwc thi nghia la mét
chwong trinh hién dang dwoc thue thi bdi mot trong cac bd x&r ly &o cta hé diéu
hanh. Déi véi tién trinh thi vAn dé quan Iy va 1ap lich cho céc tién trinh nhirng van
dé& quan trong can giai quyét. Nhiéu tién trinh cé thé déng thoi chia sé cung mot
CPU va cac tai nguyén phan ctrng khéac.

I.2.1 Luéng (threads) va mé hinh da luéng (multi-threading)

Ludng (thread) twong tw moét tién trinh, tuy nhién ciing c6 diém khéac biét co
ban gitra lubng va&i tién trinh. Mot ludng 1a mét don vi xt ly co ban trong hé théng .
M®i ludng xt ly tudn tw doan code cla no, s& hiru mét con trd 1énh, tap cac thanh
ghi va mét viing nhé stack riéng. Cac luéng chia sé CPU vé&i nhau gibng nhw cach
chia sé gilra cac tién trinh: khi 1 lubng dang x( ly thi cac lubng khac sé phai che
cho dén Iwot. Mot ludng ciing cé thé tao lap cac ludng con. Va 1 tién trinh c6 thé
s& hiru nhiéu ludng.

,Mc)t thubc t|'nh‘ quan trong cua Iuc*)ng, la chung cho phép khéa céac 101 goi hé
thong ma khong can phai khéa toan bg tién trinh ma cé luong dang chay.

Ky thuat da ludng (multi-threading) cho phép khai thac tinh song song khi thuc
thi mot chwong trinh trén moét hé thdng nhiéu bd x& ly. Khi d6, méi lubng dwoc gan
cho mot CPU khac nhau trong khi di¥ liéu dung chung dwoc lwu trir trong bé nhé
chinh dung chung. Phwong phap nay thwdng dwoc dung trong mai trweong UNIX.

11.2.2 Di trd ma (code migration)

Di chuyén tién trinh tw may nay sang may khac la mét nhiém vu phirc tap va
tdn kém nhwng né sé cai thién vé mét hiéu suat. Toan bo hiéu suét hé thdng co thé
dwoc nang lén, néu céac tién trinh dwoc di chuyén tlr may cé mirc dé x& li qua
nhiéu dén may c6 mirc dd xt li it hon. Di trd ma Ging cé thé giup tang hiéu suét
bang cach tan dung co ché song song ma khéng can quan tam dén van dé lap
trinh song song. Bé&n canh d6 1a tinh mém déo ctia ma di tri. Cach xay dwng trng
dung phan tan truyén thdng la tach r&i ng dung thanh cac phan khac nhau, va
quyét dinh phan nao dwoc thuc thi. Tuy nhién néu ma cé thé di chuyén gitra cac
may khac nhau ta c6 thé cau hinh déng hé phan tan.

Quy wéc 1 tién trinh bao gédm 3 thanh phan :
1. Code segment : chira tap I€nh chwong trinh.

2. Resource segment: chira cac tham chiéu dén tai nguyén bén ngoai ma
tien trinh can.

3. Execution segment : chira trang thai thyc thi hién hanh cua tién trinh.
C6 hai mé hinh co ban cho viéc di trd ma (di tra tién trinh) :

= M6 hinh di ddng yéu (weak mobility): chi chuyén code segment kém theo 1
sb diéu kién ban dau. Mot dac diém cla md hinh ma di trd yéu 1a mot chwong trinh
dwoc chuyén ludn bat dau & trang thai khéi tao clia nd. Loi thé caa di tra yéu dé la
tinh don gidn, né chi can may dich c6 thé thwc thi ma 1a dwoc.
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= M6 hinh di d&ng manh (strong mobility): chuyén luén ca 3 thanh phan. Dac
diém nay ctia mé hinh nay la tién trinh dang chay c6 thé dwoc dirng, sau doé di
chuyén dén may khac va réi dwoc thiét 1ap lai trang thai da bj dirng truéc d6. Rd
rang md hinh ma di trd di ddng manh t6t hon nhiéu so v&i md hinh ma di tri yéu,
tuy nhién sé kho thye hién hon.

1.2.3 Tac tr mém (software agents)

Agent cé 2 dac tinh co ban dé la: tw tri va twong tac. Ngoai ra con cé cac dac
tinh riéng tuy theo tirng tac tt, dé la:

1. Tinh di dong: twong ng ta sé coé tac tir di ddong (mobile agent).

M6t tac tlr di dong 1a mot tac tr cé kha ndng chuyén dbi gitra cac may khac
nhau. Cac tac t&r di dong doi hoi phai co tinh di dong manh. Cac tac t&r di dong
thwong yéu cau phai ho trg mé hinh mé di dong manh (strong mobility), tuy khong
nhat thiét.

2. Tinh théng minh: twong &ng ta sé co tac t thong minh (intelligent agent).

Ngoai ra ta con cé cac loai tac t&r khac nhu:

= Tac tt giao dién (interface agent) giup hd tro’ cho ngudi st dung trong viéc
chay mét hoac nhiéu (rng dung.

= Tac tr thdng tin (/nformat/on agent) 1a tac tlr lién quan mat thiét vdi tac to

giao dién. Chirc nang chinh clia cac tac t&r nay la quan li thong tin tr nhiéu tai
nguyén khac nhau. Quan i théng tin gdm sap xép, sang loc,.

Thusc tinh | Chung cho tat M6 ta
j ca cac tac tw ?

Autonomous Co C6 thé hoat ddng trén chinh né

Reactive Cé DPap trng dung ltc dé thay ddi méi trudng.

Proactive Co Kh&i tao cac hanh déng tac déng dén moi
treong.

Communicative | C6 C6 thé trao ddi thdng tin v&i ngwdi st dung
va cac tac tr khac.

Continuos Khéng Khodang thdi gian sdng (life) twong dbi dai

Mobile Khéng Cé thé di tru tir noi nay dén noi khac

Adaptive Khéng C6 kha nang hoc

Mot vai thudc tinh quan trong cua tac tt gitka cac loai tac tir khac nhau.
I.3. Pinh danh
Cac tén dong vai tro quan trong trong tat ca cac hé ’ghc‘)ng may tinh. Chung
dwoc dung dé chia sé cac tai nguyén, dé dinh danh duy nhat cac thyc thé, dé tham
chiéu dén c?c noi...Viéc dat tén tao co s& cho phép cac tién trinh cé thé truy cap
deén thwc thé thdng qua tén cua chung.

Trong mét hé thdng phan tan, viéc dinh danh thwong dugc thye thi phan tan
trén nhiéu may. Co ba van dé chinh trong viéc dinh danh trong hé phan tan.

1. Dat tén theo cach gan giii v&i con nguoi.
2. Cac tén duoc stir dung dé dinh vi cac thuc thé di dong.
3. Giai quyét cach tb chirc tén.

1.3.1. Cac khai niém co’ ban

. Tén (ngme): la mét chubi cac bit hodc céac ki tw dwoc ding dé tham chiéu
dén 1 thwe thé trong hé phan tan.
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= DEé co thé thao tac trén mot thyc thé, ta can phai truy cap (access) vao thyc
thé d6. Do d6 ching ta can mot diém truy cap (access point). Tén cuia access point
dwoc goi la dia chi (address). Mot thuc thé c6 thé cdé nhiéu access pomt Access
point c6 thé thay 5‘1’0| tai nhirng thql diém khac nhau. \{l du: ,khl ban st dung mét
laptop va di chuyén tir vung nay dén vung khac thi chac chan dia chi IP cia may
sé bi thay dbi.
» Dinh danh (identifier): la mét loai tén cé nhirng dac tinh sau:
1. M®ét dinh danh tham chiéu nhiéu nhat dén 1 thuwc thé.
2. Mbi thyc thé dwoc tham chiéu nhiéu nhat bdi 1 dinh danh.
3. M6t dinh danh luén tham chiéu t&i cung 1 thuc thé.

Nho dung dinh danh, ching ta dé dang hon khi dé cap dén moét thuc thé.
Chung ta ciing khong thé st dung dia chi lam dinh danh dwoc vi address cé thé
thay déi.

= Khong gian tén (namespace): la 1 cach td chirc cac tén trong hé phan tan.
Biéu dién bang 1 dd thj cé hwéng - d6 thi tén (name graph).

= Phan giai tén (name resolution): duyét do thi tén theo namepath tim kiém
tén hoac dinh danh cuta 1 thwc thé.

11.3.2. Pinh vij thwc thé di dong

M6t phwong phap phd bién dé hé tro cac thuc thé di dong trong mang cé pham
vi l&n do 1a home-based, bang cach dwa ra 1 dia diém chl (home location), noi sé
gitv lai vét cha dia diém hién tai cua thwc thé. Trong thuwc té thi dia diém cha
thwong dwoc chon tai noi ma thuc thé dwoc tao ra. Mot vi du vé ky thuat home-
based la trong Mobile IP (IP di ddng) Mbi host di ddng st dung dia chi IP cd dinh.
Tt ca cac giao tiép dén dia chi IP d6 dau tién sé& dwoc dén mobile host’s home
agent (noi quan ly cac host di déng). Noi quan ly nay dwoc dat trén mot mang LAN
twong (ng véi dia chi mang cha trong dia chi IP cltia host di déng. B4t ct khi nao
host di déng chuyén t&i mot mang khac, né déu yéu cau mét dia chi tam thoi dé
dung cho céac hoat dong giao tiép. Pia chi chuyén tiép (care of address) nay dwoc
dang ky tai home agent.

Khi home agent nhan dwgc mot géi tin givi cho mét host di dong, nd sé tim
kiém dia diém hién tai cha host di ddng d6. Néu host di dong dé dang & mang cuc
bd hién hanh thi géi tin sé dwoc chuyén tiép mot cach dé dang. Nguoc lai, n6 sé
tao mot dwdng ngang téi noi ma host di ddng dang nam bang cach goi (wrap) div
liéu trong mot géi IP va gti dén dia chi chuyén tiép ma né dang quan ly. Cung luc
do thi noi glvi gai tin di dwoc thdng bao cla dia diém hién tai cta host di ddong. Chu
y rang dia chi IP dwoc st dung mét cach hiéu qua khi c6 1 dinh danh cho host di
dong.

Ngoai hwong tiép can trén con nhiéu hwong khac niva dé giai quyét van dé
thwe thé di dong.

I.3.2. Xoa bé nhirng thuwc thé khong con dwoc tham chiéu

Pé Iam gidm bot nhivng van dé lién quan dén viéc x6a nhirng thuc thé khong
con dwoc tham chiéu, hé phan tan cung cép 1 s cac tién ich dé ty dong xéa mot
thwe thé khi né khéng con can nira. Nhirng tién ich dé dwoc goi chung la hé théng
thu gom rac phan tan (distributed garbage collectors). Trong phan nay ching ta sé
tim hiéu méi quan hé gitva viéc dinh danh (naming) va tham chiéu cac thuc thé
(referencing entities), va viéc tw dong thu gom nhirng thuc thé khdng con duoc
tham chiéu nira.
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II.4. Pong bo hoa

Trong hé phan tan, viéc tinh thdi gian ciia méi may tinh la khac nhau, vi vay
can phai c6 mét khai niém goi la thdi gian vat ly dé théng nhat vé thoi gian gitra
cac may tinh trén toan ciu. Bén canh dé, khi cac tién trinh cing yéu cau moét don
vi di liéu trong cung mét thdi gian thi sé khdng tranh khdi twong tranh bat kha
khang. Nhirng diéu trén chinh la cac van dé chinh can dwoc gidi quyét trong viéc
ddng bd hoa.

1.4.1. Dong bd hoa dong ho vat ly

= M®6i may tinh déu cai d&t 1 ddng ho vat ly, dé 1a cac mach dém xung nhip.
That ra ching khoéng phai ddng hd trong quan diém théng thuweng. Nhiéu khi ta goi
ching 1a cac bé dém dinh thoi (timer). B dinh thdi trong may tinh thwong 1a tinh
thé thach anh chay rat chinh xac. Khi dwoc gitv & mét hiéu dién thé, tinh thé thach
anh dao déng v&i tan sb 6n dinh tuy thudc vao loai tinh thé d6. Lién két véi tinh thé
thach anh la hai thanh ghi, 1 bd d&m (counter) va thanh ghi git (holding register).

Mac du tan sb ctia bd dao dong tinh thé ludn kha én dinh, né khéng thé dam
bdo céc tinh thé trong cac may tinh khac nhau déu chay chinh x&c cung tan sb.
Thuc t& khi mét hé théng c6 nhiéu may tinh thi tat ca cac tinh thé sé chay véi tan
s6 khac nhau chut it, dan gay ra sw méat déng bo va gia tri doc ra sé khac nhau. Sy
khac nhau vé gia tri thoi gian dwoc goi la sy sai 1éch ctia déng hé. Va két qua cla
sw sai khac nay la chwong trinh c6 sw doi héi thoi gian lién két vai file, déi twong,
tién trinh, hay théng diép sé khéng con chinh xac.

Trong mét s6 hé thong thoi gian thic, thoi gian dong hé la rat quan trong. DO
voi nhitng hé thong nay doi héi c6 cac dong ho vat li ngoai. Viéc dung nhieu dong
ho vat li nhw thé sé nay sinh ra 2 van de:

1. Lam thé nao dé déng bod chuing véi ddng hod thé gioi thuc.
2. Lam thé nao dé déng bd ching véi nhau.

= Viéc dong bo gilra cac dong ho vat Iy can phai dwa vao 1 thoi gian chuén co
gia tri toan cau — thoi gian phoi hop toan cau UTC (universal coordinated time).

= Néu cac may tinh cé cac wwv receiver thi viéc dong bo hoa sé dwoc thuc
hién theo UTC. Nguwoc lai, neu cac may tinh khéng cé wwv receiver thi phai st
dung cac giai thuat dong b héa dong hod vat ly. Co 3 giai thuat pho bién, dé la:

1. Giai thuéat Cristian.
2. Giai thuat Berkeley.
3. Giai thuat trung binh.

Tét ca cac thuat toan déu cé cung mé hinh hé théng co ban. M&i may xem nhw
c6 mot bd dém thoi gian, né tao ra mot ngat H lan trong mot giay. Goi gia tri cua
ddng hd nay 1a C. Khi thdi gian UTC 1a t, thi gia tri cta ddng hoé trén may p sé la
Cp(t). Trong mét thé gidi li twdng ching ta cd Cp(t) = t cho tAt ca p va t. Hay ndi
cach khac, li twéng la C(p).t = 1.

B6 dinh thoi thuwe khong ngét chinh xac H 1an trong moét giay. Theo Ii thuyét, bd
dinh thoi véi H = 60 can phéat ra 216000 tick trong mét gid. Thuc té nhivng sai sb
twong doéi dat dwoc véi cac chip dém thdi gian hién dai dat khoang 107, ¢ nghia
la mét may ndo do co thé lay gia tri tr 215998 dén 216002 tick trong mot gidr. Mot
cach chinh xac hon, tén tai mét hang sé p thod man:

1-p< dC.dt <1+p
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ma bd dinh thdi 1am viéc chinh xac. Hang sé p dwoc xac dinh béi nha san xuét
va dwoc goi la Maximum Drift Rate.
11.4.2. Pong bd hoa dong ho logic
a. Tem thé&i gian Lamport (1978)

Dé ddng bd ddng hd logic, Lamport dinh nghia mét méi quan hé goi dwoc goi la
happens-before (xay ra - trwdc khi). Sy kién a xay ra trwdc sw kién b (Ky hiéu:
a—b) dwoc goi la dung néu:

1. a, b 1a hai sw kién xay ra trong cung 1 tién trinh, va a xay ra truéc b.

2. a, b khéng thudc mét tién trinh nhwng a glri mét théng diép di va b la sw

kién nhan thong diép do.

Happens — before 1a mét quan hé kéo theo, vi thé néu a—b va b—c thi ta sé co
a—c. Neu hai sy kién x va y xay ra trong hai tién trinh khac nhau (tham chi khéng
gian tiep qua doi twong thr ba) thi x—y la khong dung, va ca y—x ciing thé.
Nhirng sw kién nay duoc goi la dong thoi.

Néu ta co sw kién x, thi ky hiéu C(x) 1a tem thoi gian cla x, thda man cac diéu
kién sau:

= Néu a xay ra trwdc b trong cung 1 tién trinh thi C(a) < C(b).
= Néu a va b biéu dién twong (rng viéc glri nhan théng diép thi C(a) <
C(b).
= Moi sy kién phéan biét a va b thi C(a) # C(b).
b. Nhan thé&i gian vector (Vector Timestamps)

M6t nhan thoi gian vector VT(a) dwoc gan cho mét sy kién a cé thudc tinh. Néu
sy kién a trwde sy kién b thi ta c6 VT(a) < VT(b). Vector nhan thoi gian dugc xay
dwng bang cach dé mai tién trinh P; duy tri mét vector V; v&i hai thudc tinh sau:

1. Vili] 1a sb sy kién da xay ra cho dén bay gio & Pi.
2. Néu Vi[j] = k thi P; hiéu rang k su kién da xay ra & Pi.

Thudc tinh dau tién dwoc duy tri béi viéc tang Vi[i] déng thoi véi méi sw kién
m&i xay ra & Pi. Thudc tinh th& hai dwoc duy tri bang cac piggy-backing vector
cung voi cac thong diép dwoc gl
1.4.3. Trang thai tong thé (global state)

I1.4.4. Cac giai thuat bau chon (election algorithm)

Nhiéu thuat toan phan tan doi héi 1 tién trinh dong vai trd nhw diéu phdi vién
(coordinator), nguwdi khoi xwdng (initiator), hoac khong thi thwe hién 1 vai tro dac
biét. Trong p‘hén qéy ta sé xem xét cac thuéat :[oén dé bau chon dieu phdi vién.
Thuat nglr diéu phdi vién dwoc dung nhw 1 tén tong quat cho tién trinh dac biét.

Néu tat ca cac tién trinh déu giéng hét nhau, khong co cac dac diém phan biét,
thi khc“)rlg cp cach nao dé chon ra mot tié,n trinh dac biét. Vi thé chl]ng ta sé gjé st
rang mai tién trinh ¢ mét con sO duy nhat, vi du nhuw dia chi mang cta n6 (dé don
gian ta cting cho rang moi tién trinh trén 1 may). N6i chung, cac thuat toan bau
chon sé cb gang xac dinh tién trinh v&i sé tién trinh (process number) 1a cao nhét

va chi dinh né la diéu phébi vién. Cac thuat toan khac nhau thi sé& khac nhau trong
cach xac dinh nay.

a. Giai thuat ap dao (bully algorithm — Garcia Molina, 1982)
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Khi mét tién trinh bat ki chu y rang diéu phdi vién khéng con dap (rng cac yéu
cau nira, thi nd bat dau mdt cudc bau cte. Mot tién trinh P sé td chirc 1 cudc bau
theo cac bwdc sau:

1. P glri mét théng diép bau ctr (ELECTION) cho tat ca cac tién trinh v&i s6
tien trinh cao hon.

2. Néu khéng c6 ai phan héi, P s& thang ctr va tré thanh diéu phdi vién.

3. Néu c6 ai d6 véi sb tién trinh cao hon tra 16i lai, nd chuyén lai, va cong viéc
cua P da xong.

b. Giai thuat vong (ring algorithm)

Gia s rang cac tién trinh da dwoc sap theo trat tw vat li va logic d& méi tién
trinh biét dwoc tién trinh ké tiép 1a ai. Khi mot tién trinh thdng bao khong tim thay
diéu phdi vién, nod xay dwng mot thong diép bau ctr gom sO hiéu riéng cliia né va
glri thong diép cho tlen,trlnh ké tlrep no. Néu tién trinh kQ tiép da down, bén glri sé
bé qua va nhay dén tién trinh ké tiep trén vong, cho dén khi mét tién trinh dang
chay dwoc xac dinh. Tai moi bwéc, tien trinh glri sé thém 36’ hiéu tién trinh
(process number) cta chinh n6 vao danh sach trong théng diép dé no tré thanh 1
tng vién trong viéc bau diéu phoi vién.

1.4.5. Loai trtr nhau (mutual exclusion)

= Giai thuat tap trung (centralized algorithm).

» Giai thuat phan tan (distributed algorithm).

» Giai thuat str dung token (token ring algorithm).

1.4.6. Giao tac phan tan (distributed transaction)
a. Cac tinh chéat cua giao tac - ACID

1. “A” (nguyén t& - Atomic): dbi v&i thé gidi bén ngoai thi giao tac khéng thé
phan chia dwoc nira.

2. “C” (nhat quan - consistent): giao tac khéng xam pham cac bét bién cta hé
thdng.

3. “I” (cach ky - isolated): cac giao tac déng thdi khéng gay tré ngai cho nhau.

4. “D” (lau bén-durable):khi 1 giao tac da cam két thi cac thay ddi Ia kéo dai lau
bén.

b. Phan loai giao tac (Classifications of Transactions)
= Giao tac phang (flat transaction)

La giao tac don gidn nhét, théa man 4 tinh chat ACID trén. Han ché chinh cta
giao tac phang la ching khéng cho phép tach riéng cac két qua dwoc cam két
(commited) hay hay bo (aborted). N6i cach khac mire do cua tinh nguyén t6 cla
giao tac phang 1a yéu.

= Giao tac I6ng nhau (nested transaction)

Khéc phuc cac han ché cta giao tac phang ta st dung giao tac 16ng nhau. Mot
giao tac 16ng nhau cé ciu tric tr mét sé giao tac con, hay néi cach khac la trong
giao tac lai bao gdm céac giao tac khac. Mdi giao tac con ciing c6 thé thwc thi mot
hay nhiéu giao tac con ctia chinh né.

= Giao tac phan tan (distributed transaction).

-11 -
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Dé diéu khién twong tranh, co 2 tiép can: Biéu khién twong tranh “bi quan”
(pessimistic concurrency control) va diéu khién twong tranh “lac quan” (optimistic
concurrency control).

I.5. Nhat quan va nhan ban

Trong hé phén’tén, viéc str dung cac ban sao déng vai tro kha quan trong. Co
nhirng ly do sau dé ta dung cac ban sao:

1. Tang tinh tin cay. Néu mét hé thong file dwoc sao Iwu no co thé tiép tuc lam

viéc sau khi gap sy cO bang céch chuyé&n dén 1am viéc véi cac ban sao khac.

Cé nhiéu ban sao giup bao vé chong dwoc viéc dir liéu bi hw héng.

2. Tang hiéu nang, tir do tang tinh sén sang st dung tai nguyén.

Tuy nhién, ta cling phai tra gia cho viéc st dung cac ban sao. Van dé duoc dat
ra & day la lam thé nao dé dam bao tinh nhat quan.

C6 2 nhém méd hinh nhét quan:

= Cac md hinh nhét quan lay di¥ liéu 1am trung tam (data centric consistency
models)

= Céac md hinh nhéat quan lay client lam trung tam (client centric consistency
models).

I.5.1. Cac mé hinh nhét quan lay dir liéu 1am trung tam
a. Cac mé hinh nhat quan manh
Can clr vao ban than cac thao tac don lé doc.ghi trén cac di¥ liéu dung chung,
ta c6 cac mo hinh nhat quan manh. Bao gom:
= M0 hinh nhat quan chat (strict consistency): khi thda diéu kién sau: Bat ki
thao tac doc nao trén don vi di¥ liéu x thi déu sé tra ve mét gia tri twong ng voi
thao tac ghi gan nhat trén x.
~ = M0 hinh nhat quan tuan ty (sequential consistency): 1a 1 mé hinh nhét quan
yeu hon 1 it so v&i mé hinh nhat quan chat. N6 dugc dua ra b&i Lamport (1979),
theo nglr canh bé nhé dwoc chia sé cho cac hé thong da vi x&¢ ly M6 hinh nhat
quan tuyén tinh.
= M0 hinh nhat quan tuyén tinh (linearizability consistency): mé hinh nhat
quan nay yeu hon moé hinh nhat quan chat nhwng lai manh hon moé hinh nhat quan
tuan tw
= Mo hinh nhét quan nhan qua (causal consistency): & phan trwdc ching ta
cling da noi den tinh nhan qua khi dé cap dén vector tem thoi gian. Néu sy kién B
bi tac dong va anh huwéng bc’yi’su kién A truwdc do, tinh nhan qua doéi héi rang moi
nguwoi phai thay A trude khi thay B.
= M6 hinh nhat quan FIFO.
b. Cac mé hinh nhat quan yéu
= MO0 hinh nhat quan yéu (weak consistency): mé hinh nay co nhirng dac
diém sau:
1. Truy cap dén cac bién dong bo hoa (synchronization variables) dwoc két
hop véi mot kho div liéu (data store), nhat quan mét cach tuan tw.
2. Khong c6 thao tac trén mét bién dong bd dugc phép thirc hién cho dén khi
tat ca cac thao tac ghi trwéc d6 da hoan thanh & moi noi.
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3. Khéng cc} thao tac doc ghi trén cac dqn vi div [iéu g‘]’uo’c phép thwc hién
cho dén khi tat ca cac thao tac trwdc dé dén cac bién dong bd da dwoc thuc
hién.
= M®& hinh nhat quan di ra (release consistency): néi chung mét kho dir liéu

dwoc goi la nhat quan nhe néu né tuan theo cac qui tac sau:

1. Trwéc I§h| mot thaq tac doc ghi hoac ghi trén don vi dL"Jf liéu chia sé duwoc
thwe hién, tat ca yéu cau da thwyc hién trwdc dé béi cac tien trinh phai duwoc
hoan tat thanh céng.

2. Trwdc khi mot sy giai phong (di ra - release) dugc phép thye thi, tat ca
cac thao tac doc va ghi trwdc dé da thwc hién béi cac tien trinh phai dwgc hoan
tat.

3. Sw truy cap dén cac bién ddng bd hoa 1a nhat quan FIFO
= M6 hinh nhat quan di vao (entry consistency)
I.5.2. Cac mé hinh nhat quan lay client lam trung tam

= M6 hinh nhat cudi cung (eventual consistency).

= M6 hinh nhat quan doc déu (monotonic reads).

= M6 hinh nhat quan ghi déu (monotonic writes).

= M6 hinh nhat quan doc thao tac ghi (read your writes).

= M6 hinh nhat quan ghi theo sau doc (writes your reads).

1.5.3. Cac giao thirc phén tan
a. Sap dat cac ban sao (replica placement)

Van dé thiét ké chinh dat ra cho kho di¥ liéu phan tan, la quyét dinh xem khi
nao, & dau, va do ai sap dat cac ban sao cua kho di¥ liéu. Cé 3 loai ban sao nhw
sau:

» Cac ban sao thwong tryc (permanent replicas).

» Cac ban sao may chu khai tao (server-initiated replicas)

= Cac ban sao may khach khéi tao (client-initiated replicas)

b. Lan truyén cap nhat (update propagation)

Vén dé dwoc giai quyét & day la lam thé nao dé lan truyén cac cap nhat tir 1
ban sao den cac ban sao khac.
I.L6. Chiu 16i

Mot dac tinh riéng biét cua hé phan tan giap phan biét v&i hé théng may don la
khai niém cua 16i riéng phan (partial failure). Mot 16i riéng phan c6 thé xay ra khi
mot thanh phan trong hé thong bi sw cb, va 16i nay c6 thé anh hudng dén hoat
ddng chung cla cac thanh phan khac. Mét muc tiéu quan trong trong thiét ké hé
phan tan la xay dwng nén 1 hé théng ma né cé thé tw déng héi phuc lai cac 16i
riéng phan ma khéng lam anh huéng gi nghiém trong dén toan bé hiéu nang.

1.L6.1. Cac khai niém co’ ban
Sau day la cac doi héi cho 1 hé phan tan:
= Tinh san sang (availability): hé thong san sang st dung ngay bat ky ltic nao.
Noi chung, thudc tinh nay dam péo cho hé thong ludn hoat dong mot cach chinh
xac & moi th&i diem dwoc yéu cau va san sang hoat déng theo yéu cau clia nguoi
st dung.
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= Tinh tin cay (reliability): hé théng chay lién tuc ma khéng bi 16i. Ngwoc voi
tinh san sang, tinh tin cay dwgc dinh nghia lién quan dén mot khoang thoi gian
thay vi mot diém thoi gian. Mot hé thdng cé dé tin cay cao cé thé lam viéc lién tuc
ma khdéng bi gian doan trong khoang th&i gian kha dai

= Tinh an toan (safety): hé thdng c6 16i tam thdi thi van khéng cé tham hoa
xdy ra. Vi du nhw céc tién trinh hoat dong trong hé théng diéu khién nang luvong
nguyén tlr hay dwa con nguw®| 18n vii tru can mot dd an toan cao. Néu cac hé thdng
diéu khién nhw thé tam thoi héng trong 1 khoanh khéc, hau qua that kinh khiing.

= Tinh bao tri dwgc (maintainability): kha nang nay gitp hé thdng bi 16i nhanh
chéng khac phuc 10i.

Néu mot hé thdng co dwoc ca 4 tinh trén thi dwoc goi 1a mot hé thdng co do tin
cay (dependability).

Khi phan loai cac 16i cia hé phan tan, ta c6 3 loai I6i sau: L&i nhat thoi
(transient faults) 1a nhivng 16i chi xay ra 1 1an, mét di, va khoéng |13p lai nira. L6i 1&p
(intermittent faults) la nhirng 16i xay ra, mét di, va sau d6 1ap lai. L6i lau dai hay con
goi la 16i thwong trwe (permanent faults).

Bén canh cac loai 16i trén, ta con c6 cac md hinh 16i sau: 16i sup db (crash
failure) khi server bj treo, 16i bd sot (omission failure) khi server khong dap ng
dwoc nhu cau glri hodc nhan, 16i thei gian (timing failure) khi thdi gian cé tra 1o
nhung lai qua thoi gian quy dlnh 16i dap wng (respond failure) server cé tra loi
nhwng khéng dung, va cudi cung la 16i tuy tién (arbitrary failure) khi server tra I&i 1
cach tuy tién vao cac thoi diém tuy tién.

11.6.2. Che dau nhirng hw héng bang sw dw thira.

Néu mét hé thdng phai chiu 16i, cach tot nhat la c6 gang an di sw xuat hién cia
cac 16i tir nhirng tién trinh khac. Ky thuat chinh cho viéc che dau 16i d6 la s&r dung
dw thtra.

C6 3 loai dv thira:

= Du thtra thong tin: bit thtra dugc thém vao dé cho phép hdi phuc nhirng bit
d? bi sai khac, bi Ic“)~i. Vi du, ma Hanmming c6 thé dwoc thém vao dir liéu truyén de
hoi phuc khi cé nhiéu trén dwdng truyén.

= Du thira thoi gian: mdt hanh da dwoc thwe hién, va sau do, néu can, né lai
dwoc thwe hién lan nira.

= Du thira vat ly: 1a 1 ki thuat rat phé bién cho viéc chiu 16i. N6 dwoc dung
trong sinh vat hoc (d6ng vat cé vu thi c6 2 mét, 2 tai, 2 phéi.. ) trong ky thuat hang
khong (Boeing 747 co dén 4 ddng co nhwng chi dung 3 cai dé bay), trong. thé thao
(nhiéu trong tai chi trong 1 tinh hudng pham 16i). N6 ciing dwoc dung dé chiu 16i
trong cac mach dién t..

11.6.3. Khdi phuc tién trinh (process resilience)

Dé khoi phuc tién trinh, ta té chirc thanh cac nhém tién trinh gibng nhau. Cac
nhom tién trinh trén c6 thé déng, néi cach khac chiing c6 thé thém vao hoac baét di
cac thanh vién. Tuy nhién, van dé can giai quyét & day sé la quan ly cac nhém tién
trinh dé nhw thé nao. Néu dirng vé phwong dién nhom, ta sé co giai phap cho van
dé trén 1a phan thanh nhém ngang hang va nhom phan cép. Twong &ng, néu ding
trén phwong dién thanh vién cia nhém, ta sé c6: quan ly tap trung va quan ly phan
tan.

Ngoai ra, ta con phai tinh dén nén c6 bao nhiéu ban sao tién trinh. D6 la van dé
che dau 16i va co ché dung ban sao.

-14 -



Hé thong file phan tan

1.6.4. Truyén théng theo mé hinh client.server tin cay
~ Trong nhié‘au trwdng hop, tinh chiu 16i trong hé phan tan chi tap trung vao cac

tién trinh bi 16i. Tuy nhién, chung ta ciing can quan tam dén cac loi truyén thong.
Trong thue té, khi xay dwng cac hé thong truyén thong tin cay, van dé cot yéu la
phai kiém soat cac 16i bé sot va I6i sup do. Cac Ioi tuy tién co thé xay ra dwdi dang
sao chép cac thong diép, két qua la trong cac hé thong mang, cac thong diép nay
co thé dugc lwu gilr trong mot thoi gian kha dai va sau do lai dwoc dua lén mang
sau khi nguwoi giri da gtri di mot thong diép truyen lai.

Céc phwong phap truyén théng tin cay:

= Truyén théng diém t&i diém (Point to point communication)

= Ngir nghia RPC trong céac 16i hién théi (RPC Semantics in the Presence of
Failures)

1.6.5. Truyén théng theo mé hinh nhém tin cay

M@i tién trinh thiét lap 1 két nbi diém - diémm véi tién trinh khac ma né mudn
truyén thong. Hién nhién, mét té chirc nhuw vay 1a khong hiéu qua khi né cé thé
hoang phi dai théng mang. Tuy nhién, néu sé lwong tién trinh nhd, thi nhuw thé viéc
dat dwoc do tin cay xuyén subt nhidu kénh diém-diém tin cay la kha don gian,
khéng hé phure tap.

11.6.6. Cam két phan tan (distributed commit)

Gii thuat cam két 2 pha (2PC) véi 2 pha la: pha bau cl (voting phase) va pha
quyét dinh (decision phase). Tuy nhién, dé khac phuc trwong hop diéu phoi vién bi
sup db, nguwoi ta da de xuat ra giai thuat cam két 3 pha — 3PC.

11.6.5. Phuc hoi 16i (recovery)
Mot khi cé 16i xay ra, thi viéc hoi phuc 16i la diéu hét sirc can thiét.

= Phuc hoi 16i 10i (backward recovery): dwa hé théng tir trang thai I16i hién
hanh tré ve trang thai dung trwdc do.

= Phuc hoi I6i tién (forward recovery): mét khi hé thdng da di vao trang thai 16,
thay vi phai quay lui, ta c6 gang dem hé thong dén trang thai ding mai & trwéc
ma tai doé ta lai co thé tiép tuc thye hién binh thudng.

I.7. An toan — an ninh
I.7.1. Mé& dau
a. Méi de doa bao mat, cac chinh sach va co’ ché an toan — an ninh

B&o mat trong hé thdng may tinh la chang ta ¢ gang bao vé céac dich vu va dir
liéu clia hé thong, chong lai cac sy de doa. Sau day la 4 loai de doa van dé bao
mat ma chung ta can xem xét:

1. Interception (Ch&n): nhdm néi dén tinh hubng mét phan t& nao d6 khéng
dwoc uy quyén ma lai gianh dwoc quyén truy cap vao cac dich vu hoac div liéu.
Hay néi cach khac dé la cac truy cap trai phép, nghe trém.Vi du: Giao tiép thong
qua phuong tién truyén théng gitra hai dbi twong bi nghe trdm béi mét dbi twong
nao d6. Sy chan ding cling xay ra khi di¥ liéu bi sao chép khéng hop phap khi
vao thw muc ctia ngudi khac trong hé thdng file.

2. Interruption (Ngat): nham ndéi dén tinh hubng trong d6 céac dich vu hoac di
liéu tré nén mat tac dung, bi pha huy, khéng tim thay...vi du nhw khi mét file bi hw
hdng hay bi mat. Trong trwdng hop nay cac dich vu hodc di liéu da bi mét ké nao
doé c6 chl tdm pha hoai nham 1am cho ngudi khac khdng thé truy cap duoc.
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3. Modification (Bién dbi): sw bién déi gay ra sw thay déi div liéu lam cho dir
liéu khéng con gilr nguyén dwoc nhirng dac diém ban dau. Thwong di¥ liéu bi chan
dirng tirc c6 ké truy nhap bat hop phap va sau dé thay déi div liéu truyén di, thay
doi chuwong trinh dé bi mat truy nhap vao cac hoat dong ctia ngudi dwoc phép s
dung hop phap chuong trinh.

4. Fabrication (Ché tao): nham chi dén trang thai trong do viéc phat sinh cac
ddv Iiéy thém vao hay cac hoat déng bat thu’g‘yng. Vi du: M6t ké xadm nhap c6 thém
cho bang dwoc 1 muc (entry) vao file mat khau hay co s& dir liéu.

Cac co ché bao mat:

= Encryption (Mat ma): 1a nén tadng ctia bao mat trong hé théng may tinh. Ma
hoa sé& chuyén dbi di¥ liéu thanh mot dang nao d6 khién cho moét ké xam nhap trai
phép khéng hiéu dwoc. Ma hoa cling cung cap co ché cho phép kiém tra tinh toan
ven di liéu.

= Authentication (Xac thwc): dwoc sir dung dé& nhan dang chinh xac cac yéu
cau cua user, client, server...Trong truéng hop cua client, tién dé co ban truéc khi
server dap (rng nhu cau cua client 14 server phai nhan dang dwoc client. Théng
thwdng, server nhan dang client thbng qua password, ngoai ra con cac phwong
phap nhan dang khac.

= Authorization (Uy quyén): sau khi client dwoc xac thuwc, diéu can thiét la
kiém tra xem khi nao client dwoc cap quyén dé bat dau thwc hién cac hanh dong
dap trng yéu cau tr user. Hay néi cach khac, uy quyén gidp kiém tra cac quyén
dwoc thwe hién cac hanh déng yéu cau.

= Auditing (Kiém toan): céng cu kiém toan dwoc st dung dé phat hién ra
client nao truy nhap vao cai gi va béng cach nao. Mac du kiém dinh khong that sy
cung cap bat cl tinh ndng bao vé ndo chéng lai s de doa bado mat nhung né that
s hiru dung trong viéc phan tich tim ra nhirng 16 hdng bao mat dé sau doé cé cach
chdng lai xw xam nhap. Ciling chinh vi ly do nay, cac hacker khéng bao gi® dé lai
d4u vét co thé dan dén viéc phat hién ra ho.

1.7.2. Kénh an toan (secure channels)
Co6 3 phwong phap xac thyc chinh:

» Xac thye dwa trén khoa bi mat: day dwoc xem la mét phwong phap dwec la
phd bién trong viéc chuyén cac théng tin quan trong & thdi diém ma may tinh chwa
phat trién. Khi may tinh dwoc ra doi va phat trién thi viec ma hoa bang khoa bi mat
duwoc thwe hién trén cac hé théng may tinh. N6 duwoc ma hoé véi sé lwong khoa da
dang hon va cac ham dung dé ma hoa ciing phirc tap hon. Viéc cai tién cac khoa
nay dwoc xem la van dé can thiét. Cai tién & day la cai tién vé kich thwéc clia khoa
phai dwgc mé& rong va cac ham ma hoa khoa pha| dwoc phai dwoc lwa chon can
than dé sao cho thong tin bi ldy di nhung khéng st dung dwoc do khong giai méa
dwoc nd. Mot trong s6 cac thuat toan dwoc xem nhw dap trng dwoc yéu cau cai
tién nay do 1a thuat toan DES.

= Xa&c thuc sir dung 1 trung tdm phan phdi khoa: mét trong nhirng van dé khi
st dung khoéa bi mat dé xac thuc dé 1a tinh co dan. Néu hé phan tan cé6 N may
cha, thi hé théng noi chung can quan |i N(N-1).2 khéa, va mbi may chd phai quan li
N-1 khéa (vi méi may chi déu doi héi chia sé mot khoa chia sé véi mbi N-1 may
cht khac). Mét sw lwa chon khac 1a st dung mét trung tdm phan phbi khoa (KDC-
Key Distribution Center). KDC chia sé khda bi mat v&i cac may cha, nhwng khdéng
c6 hai may chd nao c6 cung mét khoa chia sé. Nhw vay nh& sir dung KDC chung
ta chican quan Ii N khoa thay vi N(N-1).2, diéu nay rd rang la mét sw cai tién.
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» Xac thyc sir dung khoa céng khai.
1.7.3. Kiém soat truy cap (access control)

= Ky thuat ma hoa két hop véi ma tran diéu khién truy cap (access control
matrix) cé thé dwoc thi hanh trong trudng hop hé phan tan doc 1ap, cach ly véi thé
gi¢i bén ngoai. Con trong trwdng hop bén ngoai cling dwgc phép truy cap vao hé
thdng thi ching ta phai str dung birc tweng Itra (firewall). C6 hai kiéu twdng Itra :

1. Cdng loc cac goi tin (packet-filtering gateway).
2. Cdng murc (rng dung (application-level gateway)

* Ma di dong an toan (secure mobile code): trong hé phan tan thi la kha nang
di trd ma gilra cac host la het strc can thiet va quan trong. Tuy nhién, ma di dong
lai xuat hién kém theo cac moi de,doa an ninh nghiém trong.’Vi du nhw, khi gl]’i,1
tac tir qua Internet, ta sé phai chong lai nhitng host nguy hiém, c6 y dinh an cap
hoac stra doi théng tin cla tac tr. M6t van de khac la cac host can dwgc bao vé
chong lai cac tac tir gay hai.
1.7.4. Quan tri an toan — an ninh

» Quan tri khoa (key management)

* Quan tri nhém an toan (secure group management)

= Quan tri uy quyén (authorization management)
1.7.5. Kerberos

Mot trong nhirng hé théng an toan — an ninh dwoc str dung réng rai do la
Kerberos. Kerberos dwoc phat trién bi MIT. N6 dwoc dwa trén giao thire xac thyc
Needman-Schroeder ma ta da ndéi & phan trén (giao thirc xac thwc st¢ dung trung

tam phan phéi khéa - KDC). Muc dich cta né la tao lap kénh an toan gitra client va
server.

I.7.6. SESAME

SESAME la 1 hé théng an toan — an ninh khac, né ciing kha gibng vaoi
Kerberos. Tuy nhién, né lai dung ma hoa céng khai két hop véi cac khoa bi mat
chia s&. Dy 4n SESAME duoc bat dau béi sy nd lwe tham gia ctia cac cong ty 16n
& Chau Au, nham phat trién cac chudn an toan-an ninh cho hé théng mé.
SESAME duwoc viét tét tr Secure European System for Application in a Multi-
vendor Environment.

I.7.7. Thanh toan dién twr (electronic payment system)
Ta c6 2 loai hé thdng thanh toan dién to:

= Thanh toan truc tiép gilra nguwoi ban va nguwoi mua. Cac hinh thirc thanh
toan co thé la tien mat, chuyén khoan, thé tin dung.

= Thanh toan dua trén viéc chuyén tién gira cac ngan hang: Iénh chuyén tién
(money order), phiéu ghi n¢’ (debit order)
lll. Hé théng quan tri file (tép) phan tan

Chia sé di liéu la 1 trong nhitng chtrc nang co ban clia hé phan tan. Hé thdng
file phan tan cho phép nhiéu tién trinh cung chia sé di¥ liéu trong khoér]g th&i gian
dai 1 cach an toan va tin cay. Tat ca 7 nguyén ly ma ta da n6i & trén deu dwoc ap
dung cho cac hé thong file phan tan.

< Tém tat néi dung:
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= Trong phan nay ta xem xét hé théng file phan tan déng vai trd nhv 1 md
thirc cho cac hé phan tan. Ta sé& gioi thiéu 2 hé théng file phan tan 1a Sun NFS
(Network File System - Hé théng file mang) va Coda. Trong 2 hé thdng d9, ta sé
tap trung vao phan tich ky NFS.

= Ta cling sé xem xét ngén gon thém vé 3 hé théng file khac.
= Va cubi cung 1a so sanh gitra cac hé thdng file phan tan véi nhau.
lll.1. Sun Network File System

Tén day du 14 Hé thdng file mang ctia Sun Microsystem - thuwéng dwoc goi tat
la NFS. NFS ban dau dwoc phat trién bdi Sun danh cho cac may tram UNIX, tuy
nhién né cling c6 thé chay tbt trén cac hé diéu hanh khac. Y twédng co ban cla
NFS 1a méi file server (may ch file) cung cp 1 khung nhin da dwoc chuan hoéa vé
hé théng file cuc bo clia nd. N6i cach khac, bat k& hé théng file cuc bd dwoc thi
hanh nhu thé nao, thi méi NFS server (may chd hé théng file mang) hé tro cung
mo& hinh. M6 hinh nay cung véi 1 giao thire truyen théng cho phép cac client truy
cap dén céc file lwu trir trén server. Hwéng tiép can nay cho phép 1 tap khéng
thuan nhat céac tién trinh, cé kha nang chay trén cac may va cac hé diéu hanh khac
nhau, dé cung chia sé 1 hé thdng file chung.

% So lwoec lich str cua NFS:

= Phién ban dau tién ctia NFS da khéng dwoc phat hanh ma chi dwoc lwu
hanh ndi b trong Sun.

= Phién ban thr 2 duoc két hop trong hé diéu hanh SunOS 2.0 (1985).
= Vai nam sau, phién ban thir 3 ctia NFS dwoc phat hanh (1994) rdi dén
phién ban 4.

lI.1.1. Téng quan vé NFS

a. Kién tric ctua NFS

Trong mo hinh Dich vu file tir xa (remote file service), cac client truy cap 1 cach
trong subt dén hé thong file dwoc quan ly b&i 1 server & xa. Vi thé, théng thwong
cac client khong biét chd thwe sw clia céac file. Thay vao dé, chung dwoc cung cap
1 giao dién dén hé thong file, twong tw nhw giao dién cua cac hé thong file cuc bd
théong thwdng. Trong trwéng hop riéng, client chi dwoc cung cdp 1 giao dién chra
nhiéu cac thao tac file khac nhau, server chi cé nhiém vu thwe thi cac thao tac file
dé. Chinh vi vay md hinh nay con dwgc goi la M6 hinh truy cap tr xa (remote
access model). (H.1)

A 4

| File & trén server

A

<

client server

Yéu cau tir client dé
truy cap file tur xa.

H.1. M6 hinh truy cép tir xa

Tréi lai, trong md hinh Upload . Download (tai 1én . tai xubng) thi 1 client chi truy
cap dén 1 file cuc bd sau khi da tai ndé xubng (download) tir server. Mét khi client
da hoan tat thao tac véi file xong thi no sé tai file 1én (upload) lai server, dé file d6
c6 thé dwoc céac client khac sir dung. Dich vu FTP cla Internet dung theo chinh
cach nay. (H.2)

File dichuyén dén
client . lcgl Y

chen\t/
—_ ¥ — File cli

server
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H.2. Mé hinh upload.download

NFS dwa trén UNIX, tuy nhién né ciing cé thé dung cho nhiéu hé diéu hanh
kh’éc nhau. Vé’[ tat ca hé thong UNIX hién dai, néi chung NFS dugc thuce thi theo
kieén trac phan tang nhuw sau (H.3)

Client Server
Tang goi hé thong Tang goi hé thong
Tang hé théng file a0 (VFS) Tang hé théng file a0 (VFS)
Giao dién hé NFS client NEFS server Giao dién hé
thong file cuc bd thong file cuc bd
l \ 4 l
RPC client RPC server
stub stub
A
mang

H.3. Kién tric NFS co bén danh cho hé théng UNIX

M6t client truy cap dén hé théng file sl dung I&i goi hé théng dwoc cung cap
b&i hé diéu hanh cta né. Tuy nhién, giao dién hé théng file UNIX cuc bd dwoc thay
b&i 1 giao dién dén Hé thdng file do (VFS). Céc thao tac trén giao dién VFS hoac
dwoc chuyén dén 1 hé thdng file cuc bd, hodc dwoc chuyén dén 1 thanh phan
riéng biét goi 1a NFS client, d@m trach viéc diéu khién truy cap dén cac file duoc
lwu & server tr xa. Trong NFS, t4t ca client — server giao tiép théng qua cac RPC.
NFS client thi hanh cac thao tac hé théng file NFS khi cac RPC dén server. Luu y
rang cac thao tac dwoc dwa ra bdi giao dién VFS c6 thé khac véi cac thao tac
dwoc dwa ra béi NFS client. Nhw vay y twédng chinh cia VFS 1a an di sy khac biét
gitra caché théng file.

O bén server, chung ta thay t6 chirc hoan toan twong tw. NFS server cé nhiém
vu x(r ly cac yéu cau dén tw client.

Ta thdy, mét loi ich quan trong clia so dd trén do la sy doc lap clia cac hé
thdng file cuc bd. Theo nguyén tac thi n6é sé khong hé quan tdm du hé diéu hanh
tai client hay server chay 1 hé théng file UNIX, 1 hé thdng file Windows 2000, hay
tham chi 14 1 hé thdng file MS-DOS cii. Chi ¢6 1 diéu quan trong can chu y |a cac
hé thdng file nay phai tiy theo mé hinh hé théng file dwoc dwa ra bdi NFS.
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b. M hinh hé théng file

M6 hinh hé théng file dwoc dwa ra béi NFS ciing gibng nhw md hinh dwoc dwa
ra b&i hé thdng dwa trén UNIX. Cac file s& dwoc xem nhw day tudn tw cac byte.
Chung duoc td chirc phan cép trong 1 d6 thi dinh danh, trong d6 cac nut biéu dién
cac thw muc va cac file. Dé truy cap 1 file, client phai tim tén ctia né trong 1 dich vu
dinh danh (naming service) va sé nhan dwoc diéu khién file két hop (associated
file handle). Ngoai ra méi file cd 1 sb cac thudc tinh ma gia tri cla ching cé thé
dwoc tim va thay dbi. Ta xem xét chi tiét ching & phan sau.

% Cac thao tac v¢i file cia NFS phién ban 3va4:

= Thao tac tao ma&i (creat) dwoc st dung dé tao ra 1 file, & day ciing sw khac
biét gitra NFS phién ban 3 vé&i phién ban 4. Trong phién ban 3, thao tac nay
duwoc dung dé tao ra cac file chinh quy (regular file), trong khi céc file phi chinh
quy (non-regular file) lai dwgc tao ra b&i cac thao tac riéng khac. Thao tac lién
két dwoc dung dé tao céac lién két cirng, con symlink sé dwoc dung dé tao cac
lién két biéu trwng (symbolic link). Mkdir dé tao cac thw muc con. Déi véi céac file
dac biét nhuw céc file thiét bi, cac socket thi dwoc tao bdi thao tdc mknod. Tuy
nhién, trong phién ban 4 thi thao tac tao ma&i lai dwgc dung dé tao ra 1 file phi
chinh quy, bao gébm ca cac lién két twong trwng, cac thw muc va cac file dc biét.
(H.4)

Thao Ph.ban | Ph.ban 4 M6 ta
tac 3
Creat Co Khoéng Tao 1 file chinh quy
Creat Khoéng Co Tao 1 file phi chinh quy
Link Co Co Tao 1 lién két cirng dén 1 file
Symlink | C6 Khéng Tao 1 lién két twong trwng dén 1 file
Mkdir Co Khoéng Tao 1 thw muc con trong thw muc da cho
Mknod Co Khong Tao 1 file dac biét
Rename | Co Co Déi tén 1 file
Remove | Co Co Xéa 1 file khdi 1 hé thdng file
Rmdir Co Khéng Xoba 1 thw muc con r6ng khdi 1 thw muc
Open Khéng Co Mé& 1 file
Close Khoéng Co Pong 1 file
Lookup | Co Co Tim 1 file theo tén cua né
Readdir | Co6 Co Boc cac muc trong 1 thw muc
Readlink | Co6 Céo Doc tén dwdng dan lwu trong 1 lién két biéu
trwng

Getattr | Co Co L4y cac gia tri thudc tinh cla 1 file
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Setattr | Co Co Thiét 1ap1 ho&c nhiéu gia trj thudc tinh cta 1
file

Read Co Co Doc di liéu chw trong 1 file

Write Co Co Ghi di¥ liéu vao 1 file

H.4. Danh séach céc thao tac hé thong file duoc hé tro béi NFS
= Thao tac rename dwoc dung dé thay dbi tén cha 1 file da co.

» File sé bi x6a bd&i thao tac remove. Trong phién ban 4 thi thao tac nay sé
x6a bt ky loai file ndo. Tuy nhién & trong phién ban 3 thi rmdir sé xéa thw muc
con. M6t file dwoc xda béi tén clia nd, va khi dé sb cac lién két cirng dén nd sé bi
gidm di 1. Néu sb cac dwong lién két giam xubng 0 thi file d6 sé bi hay di.

Phién ban 4 cho phép céac client mé& va xoéa céc file (chinh quy). D& mé 1 file,
client sé& cung cap tén file , cing v&i cac gia tri khac nhau cho céac thudc tinh. Sau
khi 1 file da dwoc mé thanh cong, client cé thé truy cap file d6 bang diéu khién file
(file handle) cta né. Diéu khién dé cling dwoc dung dé& doéng file, bang cach dé
client c6 thé néi v&i server rang né khéng can truy cap dén file niva. server khi nay
da co thé giai phong trang thai ma n6 da duy tri d& cung cap cho client truy cap
deén file.

= Thao tac lookup (tim) dwoc dung dé truy tim 1 diéu khién file cho 1 tén
dwdng dan cho trwérce.

= Thao tac readlink (doc lién két) dwoc dung dé doc dir liéu lién két voi 1
symbolic link.

» Cac file sé c6 cac thudc tinh kém theo. Cac thudc tinh dién hinh la: kiéu cua
file, dd dai file, dinh danh (identifier) cia hé théng file chira file d6, va lan cubi
cung file dwoc chinh stra. Cac thudc tinh cla file cé thé doc hodc thiét 1ap bang
cach st dung cac thao tac getattr va setattr.

= Cubi cung la cac thao tac doc (read) dir liéu tir 1 file, va ghi (write) di¥ liéu
vao 1 file. V&i thao tac doc file (doc théng t&i), client chi ra sé lwong cac byte va
khoadng cach gira cac byte dé doc. client sé& dwoc trd vé sb cac byte da doc
duoc. Voi thao tac ghi div liéu vao file, client phai chi ré ra vi tri bat dau ghi &
trong file, s lwong cac byte dwoc ghi, va dir liéu ghi.

I11.1.2. Truyén thdong

Mot diéu quan trong trong NFS d6 la sw doc 1ap voi hé diéu hanh, kién tric
mang, va cac giao thtrc van chuyén. Vi du nhw, cac client chay trén hé thong
Windows van cé thé giao tiép v&i 1 may chd file (file server) UNIX.

Trong NFS, tat ca truyén théng gitra client va server déu theo giao thirc Open
Network Computing RPC (ONC RPC). Noi chung thi ONC RPC hoan toan twong
tw voi cac hé thong RPC khac.

Moi thao tac NFS déu co thé thi hanh khi 1 tha tuc don tir xa goi dén 1 file
server. Vi du nhw, d& doc di¥ liéu tir 1 file 1an dau tién, trwdc hét 1 client thong
thwdng phai dung thao tac lookup dé truy tim diéu khién file, sau d6 né mé&i cé thé
glri 1 yéu ciu doc (H.5a).

Trong vi du nay cua ta, client két hop ca yéu cau tim va yéu cau doc vao trong

1 RPC don (H.5b). Trong trwdng hop phién ban 4, ta ciing can phai thao tac mé

file trwdc khi hanh déng doc dién ra. Sau khi diéu khién file dwoc tim thay, sé

chuyén sang mé file, va sau dé server mai tiép tuc véi thao tac doc. Nhw vay ta co
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thé thay, toan bd chi can c6 2 théng diép phai trao dbi gitra client va server. Cac
thao tac sé dwgc nhom lai véi nhau trong 1 thd tuc ghép (compound procedure).
Néu cé 16i thao tac du bét ky Iy do gi, thi khéng thao tac ndo nira trong tha tuc
ghép duwoc thwe hién, va két qua cho dén lic doé sé dwoc trd vé cho client. Vi du
nhw, néu thao tac truy tim bj 16i, thi viec mé file tiép theo sé& khéng dwoc thwe hién
nira.
client server client server

Truy tim
Mo

—im —Dee

~

"y Truy tim tén

~

B Truy tim tén

/x’ .
D*“ ’/,\’ Mo file
_ ™ Poc dit licu
thoi gian - Bocdirliéu gian ragl
b b

H.5. (a) Doc dir liu tir 1 file trong NFS phién ban 3. (b). Boc di¥ liéu st dung
tha tuc ghép trong phién ban 4.

111.1.3. Stateless - Stateful

NFS Ia 1 hé théng client — server truyén théng, ma trong d6 cac client glri yéu
cau dén 1 file server (may chu file) d& thwc hién cac thao tac trén file. Mot trong
nhirng diém phan biét khi sé sanh vé&i cac hé thdng file phan tan khac, 1a viéc cac
server co thé 1a stateless (tam dich la phi trang thai). N6i cach khac, giao thirc NFS
khong doi héi cac server duy tri bat ky trang thai client nao. O’ NFS phién ban 2 va
3 thi van con dung cach tiép can nay, tuy nhién dén phién ban 4 thi da khéng dung
nira. Loi ich chinh cta cach tiép can nay dé la don gian. Vi du, khi 1 stateless
server bi sup, thi v& co ban ta khéng can pha phuc héi (recovery phase) dé dua
server tr& lai trang thai trwédc dé.

O phién ban 4, huéng tiép can stateless da bji bé di du rang giao thirc theo
cach nay cho phép server khdng can phai duy tri nhiéu théng tin trén cac client cta
nd. Bén canh stateless ta con c6 huéng tiép can stateful (tam dich 1a theo trang
thai). Mot trong nhirng ly do quan trong dé dung stateful 1a do NFS phién ban 4 c6
thé lam viéc qua cac mang dién rong (wide-area networks). Chinh diéu nay doi hoi
céac client phai hiéu qua trong viéc sir dung cac bd nhé dém (cach). T d6 can phai
c6 cac giao thirc nhat quan bd dém (cach consistency protocol). Ta con cé dip ban
thém vé van dé nay & phan sau.

lll.1.4. Dinh danh

Ciing nhw b4t ky hé phan tan nao khac, viéc dinh danh ciing déng vai trd quan
trong trong NFS. Y twédng chinh cho md hinh dinh danh NFS d6 1a cho céac client
truy cap trong subt day da dén 1 hé thdng file tir xa dwoc duy tri béi 1 server. Sy
trong subt nay c6 dwoc bdi client co thé dat (mount) 1 hé théng file tr xa vao trong
hé thdng file cuc bd cta no. (H.6).

Thay vi phai dat (mount) toan by ca hé thdng file sang, thi NFS cho phép céc
client chi can dat 1 phan cta hé thong file ma théi (H.6). Mot server dwoc goi la
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Xuat (export) 1 thw muc di khi n6 1am cho thw muc d6 cling c6 & bén client. Thuw
muc xuat di dé co thé dwoc dat & trong 1 khéng gian tén cuc bd cda client.

Nhu thé, theo nguyén tic thi nguoi st dung khdng chia sé cac khéng gian tén.
Ta hay xem lai (H.6), file c6 tén la .remote.vu.mbox tai client A lai c6 tén la
.work.me.mbox tai client B. B&i vay, tén cuda file phu thudc vao viéc cac client tb
chirc khéng gian tén cla ching nhuw thé ndo, va noi dat cac thuw muc dwoc xuét
sang. Nhwng bu lai, theo cach nay thi viéc chia sé cac file sé tré nén khd khan
hon. Vi du nhw, A khéng thé néi cho B biét tén ma A da dung dé gan cho file, bai
tén clia d6 sé& hoan toan khac khi né nam trong khéng gian tén cta B. Tuy nhién,
ciing c6 vai cach dé khac phuc van dé nay. Cach théng dung nhat d6 Ia cung cap
cho méi client 1 khéng gian tén da dwoc chudn héa. Vi du nhw, mébi client déu
dung thw muc cuc bd chuén 1a .usr.bin dé dat 1 hé thdng file vao (trén céac client
khac cling c6 hé théng file d6).

Client A Server Client B

remote / % users / \‘C> work / \&1)11
N

N g g
& & & & A O
\ N \
\ AY \
\ \ \

N N \
\ Y \
\ \ \
/7 N /7 N 1 \
;/ mbox ;/ mbox / mbox
’/O D T IIO ; T 7@ )
1 \ 1 \ 1 \
\ 1 \ 1 \ 1
\,—’_—-\\\ ’/’ \\’—’_—-\\\ ’/’ ‘\_—"—-\\\ ’//
Xuat thu muc Xuat thu muc
dat sang client dat sang client

H.6. D&t (mounting) 1 phan hé théng file tir xa trong NFS

O day ta chu y réng, 1 NFS server ciing c6 thé dat (mount) vao ban than né cac
thw muc duwoc xuat sang béi cac server khac. Tuy nhién, né lai khéng dwoc phép
xuét cac thuw muc nay sang cho cac client ctia né. Bé gidi quyét dwoc viéc nay, ta
hay xem xét vi du sau (H.7).

Giad sr rang server A c6 hé théng file FSx , ma tvr d6 xuét di thuw muc
.packages. Thu muc nay chtra 1 thw muc con la .draw déng vai tré nhw 1 diém dat
(mount point) cho hé théng file FSg, dwoc xuat sang bdi server B va duwoc dét bdi
A. Bén phién server A ciing sé& xuat .packages.draw sang cho c&c client cia né, va
ta gid st rang client dat .packages dé vao trong thu muc cuc bé .bin cia né (H.7).

Thu muc xuét sang Client ¢6 chtra

thu muc con nhap tir Server B sang
Client Server A Server B
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H.7 .Viéc dat (mounting) cac thw muc tir nhiéu server trong NFS

Néu viéc phan giai t&n bi 13p (nhw trong truéng hop NFS phién ban 3), thi dé
phan giai tén .bin.draw.install, client sé lién hé v&i server A khi né da phan giai cuc
bd .bin va yéu cau A trd vé 1 diéu khién file cho thw muc .draw. Trong trudng hop
do, server A sé tra vé 1 diéu khién file bao gém 1 dinh danh cho server B, dé chi co
B c6 thé phan gidi phan con lai cia tén dwéong dan, trudng hop nay la .install. Nhw
ta da noi, loai phan giai tén nay khong dwoc NFS hb tro.

a. Diéu khién file

Mét diéu khién file 1a 1 tham chiéu dén 1 file trong hé théng file. N6 khéng phu
thudc vao tén cua file ma ndé tham chiéu dén. Mét diéu khién file dwoc tao ra bdi
server dang c6 hé thdng file trén d6, va 1a duy nhat dbi vai tat ca cac hé théng file
dwoc xuat di bdi server. Diéu khién file dwoc tao ra khi file dwoc tao ra. Client
khéng biét nodi dung thwc cta diéu khién file. Diéu khién file dung 32 byte trong
NFS phién ban 2, nhwng ciing cé thé tuy bién d6 dai I1én dén 64 byte trong phién
ban 3 va 128 byte trong phién ban 4.

Mot diéu khién file dwoc thwe thi nhw 1 dinh danh thwe sw cho 1 file trong hé
thdng file. Diéu nay cé nghia la chirng nao file con ton tai, thi nd sé& chi c6 1 diéu
khién file. Mot trong loi ich cta diéu khién file d6 1a lam tang hiéu nang. B&i mét khi
hau hét cac thao tac file chi doi héi 1 diéu khién file thay vi tén cla file, nhw vay
client cé thé tranh phai 13p lai viéc tim tén file trwéc mdi thao tac vai file. Mot 1oi
ich khac nira 1a client cé thé truy cap dén file ngay ma khéng phu thudc vao tén
(tén hién tai) cda nd.

Vi 1 diéu khién file co thé dwoc Iwu trir cuc bo tai 1 client, nén co6 1 diém quan
trong can chu y do la 1 server khéng :ché tg’li st dung lai 1 ’diéu khién file sau khi da
x6a file. B&i néu khoéng, 1 client cé thé bi 16i khi truy cap den file.

Pé truy cap dén cac file & 1 hé théng file & xa, client s& can phai cung cip cho
server 1 diéu khién file cla thw muc, cing vé&i tén cua file hodc thw muc dwoc
phan gidi. NFS phién ban 3 gidi quyét van dé nay théng qua 1 giao thirc dat
(mount protocol) riéng biét. Sau khi dé&t, client dwoc dwa diéu khién file gbc (root
file handle) ctia hé théng file da d&t, ma sau do6 cé thé dung nhw 1 diém bat dau
cho viéc truy tim céac tén file. Diéu khién file gbc c6 thé dwoc st dung dé tim diéu
khién file khac trong hé thdng file cla server. Nhw vay ta c6 thém diém loi d6 1a
khoéng can dén 1 giao thirc d&t. Thay vao dé, viéc dat (mounting) nay cé thé dwoc
tich hop vao trong giao thirc chuan danh cho viéc truy tim file.

b. Automounting

Nhw chung ra da néi & trén, mé hinh dinh danh NFS (NFS naming model) vé
co ban cung cap cho nguoi str dung khéng gian tén cla ho. Viéc chia sé trong mo
hinh nay c6 thé sé& kho khan moét khi nguoi str dung dat tén khac nhau cho cuing 1
file. Mot trong nhirng gidi phap cho van dé& nay dé la cung cip cho méi ngudi st
dung 1 khong gian tén cuc bd da dwoc chuan hda, rdi sau d6 méi client déu dung
thw muc cuc bd chuan dé dé dat hé thdng file vao.
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M6t van dé nira véi mé hinh dinh danh NFS d6 la phai quyét dinh xem khi nao
thi 1 hé thdng file tv xa sé dwoc dat (mount) sang. Chung ta hay xem xét 1 hé
thdng I&n véi hang ngan ngudi siv dung. Gia sr rang mbi nguoi st dung déu co 1
thw muc cuc b .home dwoc dung dé dat cac thw muc cha (home directories) cla
nguwdi str dung khac sang. Vi du nhw thw muc chud cta Alice la .home.alice, mac
du cac file thyc ra dwoc Iwu trir trén 1 server & xa. Thw muc nay cé thé dwoc dat
(mounted) vao 1 cach ty déng khi Alice vao may tinh cia minh. Thém vao 4o,
Alice ciing c6 thé truy cap dén cac file cong cong (public file) clia Bob bang cach
truy cap qua thw muc .home.bob ctia Bob. Nhw vay, ta thdy mot trong nhirng loi
ich cua hwéng tiép can nay do 1a tdan bd hé thong sé trong sudt dbi vai Alice. Tuy
nhién cach tiép can nay ciing c6 nhirng nhwoc diém cla né.

Viéc dat cac hé thong file tr xa trong NFS (that ra 1a thw muc duoc xuét di—
exported directories), sé& dwoc diéu khién b&i 1 automounter, né chay nhu 1 tién
trinh riéng biét trén may cua client. Ta hay xem xét 1 automounter don gian dwgc
thi hanh nhw 1 server NFS cap nguoi st dung (user-level NFS server) trén hé diéu
hanh UNIX. Gia s rAng, thw muc chii clia tat ca ngwdi st dung la da cé sén thong
qua thw muc cuc bd .home, nhw & trén ta da mé ta. Khi 1 may client khéi déng,
automounter s& bat dau véi viéc dat thw muc nay. Nhw vay, hé khi 1 chuong trinh
cb gang truy cap dén .home, nhan UNIX (UNIX kernel) s& thwc hién thao tac truy
tim (lookup) dén NFS client, & trong trwérng hop nay, né sé thuc hién viéc yéu cau
dén automounter vé&i vai trd nhw 1 NFS server (H.8).

Vi du, gid st rang Alice ddng nhap. Chwong trinh dang nhap sé thtr doc thw
muc .home.alice dé tim kiém théng tin, chéng han nhw cac kich ban dang nhap
(login script). Automounter vi thé s& nhan yéu cau truy tim thw muc con
.home.alice. Trwéc tién nd tao 1 thw muc con .alice trong .home. Sau d6é né tim
xem NFS server nao xuét di thw muc cha (home directory) cta Alice dé réi dat thw
muc do trong .home.alice. Van dé & day la automounter phai dwgc bao gdm ludn
trong cac thao tac file @& ddm bao tinh trong subt. Néu 1 file dwoc tham chiéu
khéng cé sén bdi hé thdng file twong tng chwa dwoc dat sang, thi automounter
cling phai biét.

May client May server

<— 1.Tim “/home/alice”
\L users

3. Yéu cau dat

NFS client »  Automounter

2.Tao thu muc con “alice”

\ 4

Giao dién hé thong file cuc bo o

Pat thu muc
con “alice”
sang client tir
bén server
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H.8. Mét automounter don gian cho NFS

Cach tiép can trén ciing cé nhuoc diém clia né. Va 1 trong nhivrng gidi phap
don gidn d6 1a d& automounter d&t cac thw muc vao trong 1 thuw muc con dac biét,
va thiét 1ap 1 lién két twong trung (symbolic link) dén méi thuw muc dwoc da dat.
(H.9)

Trong vi du nay, thw muc chd (home directories) nguw®i s&r dung dwoc dat sang
thanh thw muc con cua .tmp_mnt. Khi Alice dang nhap, automounter dat thuw muc
chl cda Alice trong .tmp_mnt.home.alice va tao 1 lién két biéu trung .home.alice
tham chiéu dén thw muc con do6.

home tmp mnt

alice\ home
v

[ “/tmp mnt/home/alice” ] P

lién két tuong trung
H.9. Str dung céc lién két biéu trung.
c. Cac thudc tinh cua file

Mot NFS file c6 1 s cac thudc tinh két hop. Trong phién ban 4, tap cac thudc
tinh file dwoc chia ra thanh:

= 1 tap cac thudc tinh bat budc (mandatory attributes) - moi sw thwc thi déu phai

ho tro.

= 1 tap cac thudc tinh dwoc dé nghi (recommended attributes) - nén duoc hd

tro’ 1a tot nhat.

» Vathém 1 tap cac thudc tinh dwoc dinh danh (named attributes).

Cac thudc tinh dwoc dinh danh (named attributes) duoc mé,hoé t'hénh 1 méng
cua cac cap (thudc tinh, gia tri), trong dé thudc tinh dwoc biéu dién la 1 chudi
(string) va gia tri cta no la 1 day cac byte. Chung dugc Iwu trir cung vai file (hoac
thw muc) va NFS sé cung cap cac thao tac dé doc va ghi cac gia tri thudc tinh.

C6 téng cong 12 thudc tinh file bt budc (H.10a).

Thudc tinh Mo ta

TYPE Kiéu cta file (chinh quy, thw muc, lién két biéu
trwng).

SIZE Do dai cla file tinh bang byte

CHANGE | Cho client biét néu c6 khi nao file bj thay ddi

FSID Dinh danh duy nhat ciia hé théng file.
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(@)

Thuoc tinh Mo ta

ACL M6t danh sach diéu khién truy cap duwoc két hop voi
file.

FILEHANDLE | Cung cép diéu khién file.

FILEID Dinh danh duy nhét cho file.

FS- Binh vi trén mang, noi hé thong file nay cé thé dwoc
LOCATIONS | tim thay

OWNER Tén (chudi.ky tw) ctia chi s& hivu file.

TIME-ACCESS | Thoi diém ma di liéu file dwoc truy cap 1an cubi.

TIME-MODIFY | Thoi diém ma di liéu file dwoe chinh stra 1an cudi.

TIME-CREAT | Thoi diém ma di liéu file dwoc tao ra.

(b)
H.10. (a) M6t s6 céc thudc tinh file bat buéc phé bién trong NFS. (b) M6t s6 cac
thudc tinh file dwoc dé nghj pho bién.

Céc thugc tinh file dwoc dé nghi phd bién duoc liét ké trong (H.70b). Phién ban
4 NFS hién tai c6 dén 43 thudc tinh dwgc dé nghi.

l11.1.5. Pong bd hoa

Céc file trong 1 hé thdng file phan tan dwoc chia sé béi nhiéu client. Néu viéc
chia sé& khéng bao gid xay ra, thi qua that nhw thé chang con y nghia cla hé théng
file phan tan. Viéc chia sé cac file doi hdi can phai c6 sw ddng bd hoa. Sy ddng bod
héa sé la kha don gian néu céc file dwoc gitr trén 1 server trung tam. Tuy nhién khi
4y hiéu nang sé 1a 1 van dé. B&i thé, cac client thwong dwoc phép gitv 1 ban sao
cuc bd cua file trong khi chung dang doc va ghi ndi dung file. Cach nay twong tw
v&i md hinh upload.download & phan dau ta da noi (H.2).

a. Ngir nghia cua viéc chia sé file

Khi 2 hodc nhiéu hon nguoi st dung chia sé cung 1 file, thi can thiét phai dinh
nghia nglr nghia (semantics) cua viéc doc va ghi 1 cach chinh xac dé tranh phién
toai. Dé giai thich cac nglr nghia cla viéc chia sé file trong NFS, truéc hét ching
ta hay xem xét 1 vai van dé co lién quan dén viéc chia sé file.

File goc May client #1
May don /
Z .A . a b
: i Tién trinh A \
Tién trinh A
\ al|lb]|c
alb]|c

1. Ghi “¢” 1. Ghi “¢” 2. Boc “ab”
File server
Tién trinh B
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H.11. (a) Trén 1 vi x& ly don, khi 1 thao tac doc theo sau 1 thao tac ghi, thi gia
tri duoc trd vé béi doc gié tri vira duwgce ghi. (b) Trong 1 hé phén tan véi bo dém,
céc gié tri cii cé thé duoc tra vé.

Trong cac hé thdng vi x&r ly don cho phép cac tién trinh chia sé file, chang han
nhw UNIX, nglr nghia (semantics) thwdng la khi 1 thao tac doc theo sau 1 thao tac
ghi, thao tac doc trd vé gia tri vira luc dwoc khi (H.11). Twong tw nhw thé, khi 2
thao tac ghi xay ra ké tiép nhau, theo sau la 1 thao tac doc, gia tri doc la nhirng gia
tri dwoc lwu bdi 1an ghi cubi cung. Trong thuc te hé thong sé& bat ép 1 thoi gian
tuyét dbi voi tat ca cac thao tac va luén luén tra vé gia tri gan nhat. Ta goi mé hinh
nay la nglr nghia UNIX (UNIX semantics). Trong 1 hé phan tan, nglr nghia UNIX
c6 thé dé dang cé dwoc véi diéu kién chi co 1 file server va céc client khéng gilr
céac file. TAt ca cac thao tac doc va ghi déu dén truc tiép file server, va file server
sé x(&r ly chung 1 cach tuan tu.

Tuy nhién trong thuc té, hiéu nang cta 1 hé phan tan thwong rat thip néu trong
do tAt ca cac yéu cau file déu phai di dén 1 server. Van dé nay sé dwoc giai quyét
bang cach cho phép cac client duy tri cac ban sao cuc bd clia cac file thwong
dwoc dung nhiéu (heavily used files) & trong bd nhé dém riéng (cuc bd) clia no.

b. Khoa file trong NFS

Trong NFS, viéc khoa file dwoc diéu khién béi 1 giao thirc riéng biét, va dwoc
thwe thi bdi 1 bd quan ly khoa (lock manager). Tuy nhién, vi nhiéu ly do khac nhau,
viéc khéa file sir dung giao thirc khéa NFS khéng dwoc phd bién. O trong phién
ban 4, viéc khoa file da dwoc tich hgp vao trong giao thirc truy cap file NFS. Cach
tiép can nay lam moi viéc don gian hon cho cac client khi khoa file.

Tuy nhién, viéc khéa file trong 1 hé théng file phan tan ciing phirc tap bdi cac
client va server cé thé 16i trong khi d6 cac khoéa van duoc gilr lai. Khi d8, viéc khoi
phuc lai 1 cach thich hop sé tré& nén quan trong d& ddm bao tinh nhat quan cda
cac file dwoc chia sé.

Bay gi® ta hdy xem xét cu thé viéc khda file trong NFS phién ban 4. Khoa file
trong phién ban 4 nay kha don gian, chi can 4 thao tac cé lién quan dén viéc khoa
file nay (H.12)

Thao tac Mo ta

Lock Tao ra 1 khda cho 1 day cac byte

Lockt Kiém tra xem khéa xung d6t dwoc cap hay
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khong
Locku Xoéa 1 khoa khéi 1 day cac byte
Renew Hb6i phuc (lam méi lai) thoi gian cap cho

khoéa

H.12. C4c thao téc trong NFS phién bén 4 lién quan dén khoa file.

= Thao tac lock (khdéa) dugc dung dé yéu cau 1 khoa doc (read lock) hodc
khoa ghi (write lock) trén 1 day lién tiép cac byte trong file.

» Thao tac lockt duwgc dung dé kiém tra xem thir cé khoa xung dét ndo tén tai
hay khéng. Vi du nhw, 1 client cé thé kiém tra xem cé khéa doc nao da dwoc cap
trén 1 day cac byte xac dinh & trong file hay khéng, trwdc khi né yéu ciu 1 khoa
ghi cho cac byte dé. Trong trwérng hop xung dét, né sé cho biét chinh xac nguyén
nhan cua viéc xung doét va ca day byte ma xung dét xay ra trén do nira.

= Pé xoa 1 khda khdi 1 file ta dung thao tac locku.

= Céc khéa déu dwoc clp cho 1 thoi gian xac dinh (thdi gian nay dwoc quyét
dinh b&i server). Trir phi 1 client hoi phuc lai (lam mai lai - renew) khoang thoi gian
do trén cac khoa da dwoc cap, con néu khong thi server sé tw dong huy cac khéa
do di.

Bén canh cac thao tac nay, ciing con ¢6 1 cach nira dé& khoéa 1 file, d6 1a “chia
sé ché dat trwdc” (share reservation). N6 dwoc dung dé thuwc thi NFS trén cac hé
théng dwa trén Windows. Khi 1 client m& 1 file, n6 sé& xac dinh, chi ra kiéu truy cap
ma nd yéu cau (cu thé 1a READ, WRITE hodc BOTH), va kiéu truy cap ma server
sé& tir chdi cac client khac (NONE, READ, WRITE hoac BOTH). Pé biét chinh xac
diéu gi sé xay ra khi 1 client mai 1 file , ma file 6 da dwgc mé thanh cong bdi 1
client khac, ta hay xem (H.13) sau:

Trang thai tir chi file hiénhanh

NONE READ WRITE BOTH
~ x| READ | Thanh cong L&i Thanh LOi
Yéu cau A
R cong
truy cap
WRITE | Thanh céng | Thanh cong L6i L&i
BOTH | Thanh cong L6i L&i LOi
(a)
Trang thai tir chdi file dugc yéu cau
NONE READ WRITE BOTH
Trang . o x: . %
théi truy READ | Thanh cong LOi ThAanh LOi
cap hién cong
hanh 1 WRITE | Thanh cong | Thanh cang LG LGi
BOTH | Thanh cong L6i L&i LOi

(b)

H.13. Két qua cla thao téc doc véi share reservation trong NFS.
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111.1.6. Lwu dém (caching) va ban sao (replication)

Ciing nhw céc hé thong file phan tan khac, NFS st dung bo dém cho client dé
tang hiéu nang. Thém vao do, né ciling ho tro viéc tao cac ban sao cua file.

a. Lwu tam cho client (client caching)

Trwdc day, viec lwu tam (caching) trong phién ban 3 cua NFS dé co nhiéu
nhwoc diém, né dan dén viéc cé nhiéu cach thuc hién theo nhirng chinh sach khac
nhau. Va hau hét cac cach dé déu khéng dadm bao duwoc tinh nhat quan. Tuy
nhién, dén phién ban 4, da c6 1 s6 thay d6i dé dam bao tinh nhat quan nay. Mo
hinh lwu tam (caching model) tbng quéat cia NFS nhuw sau: (H.14)

B6 nhé dém [« Ung dung NFS server
cua client
I A A
Pém dia
mang

H.14. Lwu tam (dém) & bén phia client trong NFS

M&i client c6 thé cé 1 bd nhé dém (memory cach) dé chira dir liéu trwérc d6 doc
tir server. Ngoai ra, con c6 thé c6 dém dia (disk cach) dwgc thém vao dé mé réng
bé nh& dém, s dung chung cac tham s6 nhat quan.

NFS phién ban 4 st dung 2 cach cho viéc lwu tam (dém) dir liéu file - caching
file data. Cach don gidn nhat Ia khi 1 client m& 1 file va lwu tam di¥ liéu ma né
nhan dwoc tir server nhd vao thao tac doc. Thao tac ghi ciing c6 thé dwoc thuc
hién trong bé nhé dém. Khi client déng file, NFS yé&u cau rang, néu cé sy thay dbi
nao da dwoc dién ra, thi di¥ liéu dwoc lwu tam doé phai dwoc déy vé lai server. Mot
khi 1 file da dwoc lwu tam, thi client cé thé gitr di liéu cla né trong bd dém tham
chi sau khi déng file. NFS doi héi rang, bat ky khi nao client m& 1 file da dong
trwdc dé (ma da dwoc lwu tam), client phai ngay lap tirc revalidate (tai hiéu lwc) di
liéu da lwu tam.

Thém 1 diém ta can chl y nira la server c6 thé uy nhiém (delegate) 1 sb quyén
clia né dén cho client mot khi file d& dwoc mé. Open delegation (uy nhiém mé file)
dién ra khi may client dwoc phép x ly cu bd cac thao tac dong va mé (file) tr cac
client khac & trén cung 1 may. Théng thwdng thi server phai ddm nhiém viéc kiém
soat du cho viéc m& 1 file c6é thanh céng hay khéng. V&i Open delegation, may
client d6i khi ciing dwoc cho phép tw dwa ra cac quyét dinh, tranh viéc phai can
lién lac v&i server.

Mot hé qué cla viéc uy nhiém 1 file dén client, do la server khi can co thé goi
tra lai (recall) uy nhiém, vi du nhw, khi 1 client khac & trén 1 may khac can nhan
quyen truy cap dén file. Server c6 thé goi client -dang dwoc uy nhiém - dé tra lai
uy nhiém (H.15). M6t khi goi lai theo co' ché nay thi doi héi server phai lwu lai vét
cla céac client ma né da uy nhiém file dén.

1. Client yéu cau file

Client Server
2. Server uy nhiém file
30 - File cii
‘ ban sao cuc bd 3. Server goi tra uy nhi¢ém
(local copvy) T e Fooo A 1AL
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H.15. Co ché goi tra lai ty nhiém file trong NFS phién ban 4.
Viéc lwu trir tam diéu khién file va cac thw muc ciing dung cach tiép can gibng
nhw trén.
b. Ban sao cac server

“NFS phién ban 4 hé tro khéng nhiéu cho viéc nhan ban file. Chi toan bo hé
thong file moi cd thé dwoc nhan ban (bao gom cac file, cac thude tinh, cac thw
muc, va cac khoi di¥ liéu).

lI.1.7. Chiu I6i
a. L6i RPC

Van dé voi co ché RPC khi dwoc dung bdi NFS d6 1a n6é khéng dam bao tinh
tin cay. Trén thuwc té, cac client va server RPC stub cé thé dwoc sinh ra dya trén
ho&c 1a giao thirc van chuyén hwéng két ndi tin cay nhw TCP, hoéc |a giao thirc
van chuyén phi két néi khéng tin cay nhw UDP.

MGt trong nhikng van dé chinh ntra, do la thiéu viéc tim ra cac yéu cau trung 1ap
(duplicate request). Nhw vay s€ xay ra trwong hop, khi 1 héi dap RPC bi mat va
client truyén lai (retransmit) thanh cong yéu cau gbc dén server, va két qua la
server s& phai thwc hién lai yéu cau dé thém lan nira.

Nhirtng van dé trén dwoc khic phuc bang 1 bd dém cac yéu cau trung lap
(duplicate-request cache) thwc thi bdi server. Méi yéu cdu RPC tir client sé dwoc
mang theo 1 dinh danh giao tac (transaction identifier - XID) duy nhat & phan
header cta no, va né sé dwoc server lwu tam khi n6 dén server. Chi can server
khéng gtri héi dap, né sé chi dinh yéu cdu RPC dang duoc thwe hién. Khi yéu cau
da dwoc xi ly xong, hdi dap két hop (associated reply) ctia nd sé duoc lwu tam lai,
sau d6 hoi dap sé chinh thirc dworc gli tra cho client.

C6 3 tinh hubng dwoc dat ra can giai quyét & day:

= Trong trwdng hop thir nhat (H.16a), client glvi di 1 yéu cau, va khéi déng 1
bo dinh thei. Néu hét thoi gian trwdc khi cd hoéi dap, client sé truyén lai yéu cau
gbc dé véi XID gibng nhw cii. Tuy nhién, bén phia server, thi do server chwa hoan
tat xong yéu cau ban dau, vi thé né sé tir chdi yéu cau ma client truyén lai.

= Trwdng hop 2, server co thé nhan 1 yéu ciu duoc truyén lai chi sau khi né
da gtri di héi dap cho client. Néu thei diém dén ctia yéu cau dwoc truyén lai d6 gan
sat voi thoi diém ma serv7er gii héi dap (H.16b), thi server sé két luan rang viéc
truyén lai v&i viéc héi dap la da bi chéo nhau, va vi thé server ciing lai tir chi yéu
cau truyén lai dé.

Client Server Client Server Client Server
XID=1234 | % .,
\ v xu ly 1 \ \
' yéu cau TONT ! :
. b XID = 1234 A N
Ao 2z A ey hoéi dap bi mat [,

hoi dap/A A aA \(‘ S OA AAn NSy SN
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H.16. Ba tinh huéng cta viéc xtr ly truyén lai. (a) Yéu cau van dang duroc thuc
hién. (b) H6i dap vira moi dwoc tra vé. (c) Hoi dap da gui trirde do, nhung bi 16i.

= Trong trwdng hop thir 3, hdi dap bi méat va yéu cau truyén lai sé dwoc dap
&ng bang cach gt dén client cac két qua ma trwdc day ta da lwu tam trong bo
dém (H.16¢). O day ta chu y ring cac két qua clia thao tac file van ludn dwoc duy
tri trong bd dém.

b. Khéa file khi c6 16i

Viéc khoa file trong NFS phién ban 3 duwoc xt&r ly thdng qua 1 server riéng biét.
Theo cach nay, thi cac van dé cé lién quan dén chiu I16i dwoc xr ly bang cach khéa
server. Trong phién ban 4, van dé dwoc giai quyét twong dbi don gian. Dé khoa 1
file, client dwa ra 1 yéu cau khoa dén server. Gia sir rang khoa dwoc cap cho
client, thi ta cling c6 thé gap réc réi mét khi client hodc server bi sup dé.

Dé giai quyét van dé client bj sup, server dwa ra 1 lease (danh riéng) trén moi
khéa ma nd cép cho client. Mét khi lease hét han, server s& x6a khéa di, bang
cach dé né giai phéng cac tai nguyén lién két (tirc cac file). D& cho server khdi x6a
1 khoa, client s& lam mdi lai (h6i phuc lai - renew) lease cta né trwdc khi bi hét
han bang thao tac renew. Tuy nhién ciing cé tinh hudng cac khoéa bi xéa di, ngay
cé khi client khéng bi sup db. Viéc xéa khdng dung nay cé thé xay ra néu khong
thé dwa thao tac renew dén cho server, vi du do khi d6 mang tam th&i bi dirt chdng
han.

Khi 1 server bj sup va sau dé dwoc phuc hdi, co6 thé n6é s& méat théng tin trén
cac khéa ma né da cép cho client. Trong phién ban 4, ngwdi ta dwa thém vao 1
grace period (tam dich |a giai doan tam hodn) ma trong giai doan nay client cé thé
khéi phuc, cai tao lai cac khoa da dwoc cap trudc d6 cho né. Viéc hdi phuc khoa
nay khong hé phu thudc vao viéc héi phuc cac div liéu bi mat khac. Trong subt
grace period, chi cac yéu cau khdi phuc khéa néi chung méi dwoc chap nhan, con
cac yéu cau khoa théng thwdng khac sé bj tlr chdi cho dén chirng nao grace
period két thuc.

Nhu ta thay & trén, viéc dung céc lease trén cac khoéa sé lam nay sinh ra nhiéu
van dé lién quan dén tinh én dinh cla viéc gl théng diép lam moi lease. Vi du
nhw, néu théng diép nay bi 16i hodc dén server tré, thi lease vo tinh sé bj hét han
du cho né da yéu ciu dwoc lam méi lai. Trong ca 2 trwong hop nay, server sé
khac phuc bang cach phai dwa ra 1 lease md&i cho client, trwédc khi client sau tiép
tuc dung file.

c. Uy quyén mé khi c6 16i
Uy quyén mé& dwoc dwa ra dé gidi quyét van dé 1 client hoac server bi sup

I11.1.8. An toan — an ninh
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Nhu ta da néi & trwdc, y twdng chinh cia NFS d6 1a 1 hé thdng file tr xa sé
dworc hién dién tai client nhw thé no 1a 1 hé théng file cuc bd cua client. Cling chinh
vi vy ma an toan an ninh trong NFS ludn dwoc tap trung chinh vao truyén théng
gitra client va server. Truyén théng an toan c6 nghia 1a c¢6 1 kénh an toan dwoc
thiét 1ap & gitra server va client, nhw trong phan /1.7.2 ta da dé cap.

Thém vao doé, d& cac RPC an toan, thi can thiét phai diéu khién céac truy cap
dén file, viéc nay dwoc xt ly, diéu khién bdi cac thudc tinh file diéu khién truy cap
(access control file attrlbutes) trong NFS. M&t file server phu trach viéc xac minh
cac quyén truy cap cla cac client cia no, ta sé giai thich diéu nay ngay sau day.
Cung véi an toan cac RPC, kién tric an toan an ninh NFS duoc gidi thiéu trong

(H.17) Client Server
Tang hé thong file a0 Tang hé thong file a0
A
! I
Diéu khién truy cap Diéu khién truy cap
\ 4 v Y
Giao dién hé NFS client NFS server Giao dién hé
thong file cuc bd thong file cuc bd
7y l
l Y
RPC client RPC server
stub stub

Kénh an toan

H.17. Kién tric an toan an ninh NFS
a. RPC an toan

Trong NFS phién ban 4, thi chi cé viéc xac thwe dwoc quan tam khi ta néi dén 1
RPC an toan. C6 3 cach xac thwc:

= System authentication (xac thwc hé théng): 1a phwong thirc xac thwe duoc
st dung réng rai nhat. Xac thuc hé théng con la phwong thire xac thwe dwa trén
UNIX. Trong d6, cac client don gian chi chuyén ID nguoi dung (user ID) va ID
nhém (group ID) cla né dén cho server, cung vé&i 1 danh sach cac nhém ma né
phai doi hdi 1a thanh vién. Théng tin nay dwoc client gl di dwdi hinh thirc cé thé
hiéu dwoc clia 1 van ban da dwoc ma hoa (plaintext).

= Secure NFS (NFS an toan): phwong thirc xac thwc nay st dung trao dbi
khoa Diffie — Hellman dé thiét Iap 1 khoa phién (sesion key), né dwoc dung trong
cac phién ban NFS cii. Cach xac thwc nay tét hon so véi xac thuc hé théng,
nhwng bu lai né phire tap hon, do dé né cling it dwgrec dung hon.

= V3 giao thirc xac thuc thir 3 d6 1a Kerberos (phién ban 4) ma ta da tirng dé
cap dén trong phan /1.7.5 trwéc day.

Trong NFS phién ban 4, an toan an ninh ciing da dwoc nang cao véi viéc hé
tro RPCSEC - GSS. RPCSEC-GSS 1a 1 bo khung (framework) an toan an ninh
tdng quat, c6 thé hé tro rat nhiéu co ché an toan an ninh cho viéc thiét 1ap cac
kénh truyén an toan. Khéng nhirng hé tro cho cac hé théng xac thwe khac nhau,
ma nd con hd tro ca viéc tich hop cac thdng diép (message integrity) va sw can
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mat (confidentiality), 2 dac tinh khéng dwoc hd tror trong cac phién ban NFS truwdc
day. RPCSEC-GSS dugc dwa trén 1 giao dién chuan cho cac dich vy an toan an
ninh, co6 tén la GSS-API.
b. Diéu khién truy cap

Uy quyén (authorization) trong NFS cing twong tw véi secure RPC (RPC an
toan): n6 cung cap cac co ché, nhwng lai khdng chi rd ra chinh sach cu thé nao.
Viéc diéu khién truy cap dwoc hé tro bdi thudc t[nh file ACL (ACL file attribute).
Thudc tinh nay la 1 danh sach cac muc (entry) dieu khién viéc truy cap, trong dé
moi muc chi ra cac quyeén truy cap cho 1 nhém hoac 1 ngwoi str dung xac dinh.

Thao tac Mo ta

Read_data Cho phép doc di¥ liéu chira trong 1 file.

Write_data Cho phép chinh stra di¥ liéu cuia file.

Append_data Cho phép thém dir liéu vao file.

Execute Cho phép thwc thi 1 file

List_directory Cho phép liét ké n6i dung ctia 1 thu muc.

Add_file Cho phép thém 1 file m&i vao thw muc

Add_subdirectory | Cho phép tao 1 thw muc con trong 1 thw muc

Delete Cho phép xda 1 file
Delete child Cho phép xda 1 file hoac thw muc trong 1 thw muc
Read_acl Cho phép doc ACL (danh sach diéu khién truy cap)
Write_acl Cho phép ghi ACL

Read_attributes | Kha nang dé doc cac thudc tinh co ban khac cua file.

Write_attributes | Cho phép thay dbi cac thudc tinh co’ ban khac cia file.

Read_named_attrs | Cho phép doc cac thuéc tinh dwoc dinh danh cua file.

Write_owner Cho phép thay dbi cha.

Write_named_attrs | Cho phép ghi cac thudc tinh dwge dinh danh cua file.

Synchronize Cho phép‘ truy cap cuc bd 1 file tai server v&i cac thao tac
doc, ghi dong bd.

H.18. Phan loai céc thao tac duwoc nhan dién béi NFS dbi véi viéc diéu khién
truy cap.

NFS phan biét nhiéu loai thao tac khac nhau. Ta chd y dén thao tac
Synchronize (ddng bd hda), thao tac nay dung dé bao cho biét rang, 1 tién trinh &
ciing chd v&i server cé thé truc tiép truy cap vao 1 file dwoc hay khéng, bd qua
giao thirc NFS dé tr d6 co thé tang hiéu ndng. Mé hinh NFS cho viéc diéu khién
truy cap cé nhiéu ngi¥ nghia hon so v&i hau hét cac mé hinh UNIX, b&i viéc doi hdi
NFS c6 thé lién tac véi hé théng Windows 2000.
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M6t diéu khac niva l1am cho diéu khién truy cap file khac biét so v&i cac hé
thdng file chéng han nhw UNIX, dé la viéc truy cap co thé dwoc chi dinh cho
nhirng nguwdi st dung khac nhau va nhitng nhém khac nhau. Bdi theo truyén
thdng thi viéc truy cap dén 1 file dwoc chi dinh danh cho 1 ngudi st dung (chi s&
hiru cta file), 1 nhém nguwdi st dung (chadng han cac thanh vién ctia 1 nhém dw
an), va cho moi ngudi khac. NFS c6 nhiéu loai ngwdi dung va tién trinh khac nhau
dwoec trinh bay trong bang sau (H.19)

Kiéu ngudi | M6 ta

dung

Owner Chu s¢& hivu file

Group Nhom cac ngwdi str dung cé lién hé vdi file.

Everyone Béat ky nguoi st dung hodc tién trinh nao.

Interactive Bét ky tién trinh nao dang truy cap file t 1 tram twong tac.

Network Bét ky tién trinh nao dang truy cap file qua mang.

Dialup Bat ky tién trinh dang truy cap file thdng qua két nbi dialup dén
server.

Batch Bat ky tién trinh dang truy cap file nhw 1 phan clia cong viéc theo
khoi.

Anonymous Nhirng ai truy cap file ma khdong xac thyec.

Authenticated | B4t ky ngwdi st dung hodc tién trinh da dwoc xac thuc.

H.19. Céc loai nguoi dung va tién jrinh k’héc nhau dwoc phan biét béi NFS dbi
voi viéc diéu khién truy cép.
I1l.2. Hé thdng file Coda

Coda dwoc phat trién tai trwérng Dai hoc Carnegie Mellon (CMU) vao nhirng
né[n 1990, v:él bay gi& n6 da dwoc tich hgp vao cac hé diéu hanh dwa trén UNIX
pho bién, chang han nhw Linux.

Coda la 1 hé théng file phan tan cé tinh co dén (v& qui mé - scalable), cé tinh
an toan (secure), va co tinh san sang cao (high available). Coda 1a hau dué cta hé
théng file Andrew (AFS) phién ban 2, ciing do CMU phat trién. N6 két thira nhiéu
diém trong kién trac ctia AFS. V&i AFS, né c6 thé dwoc thye thi véi khoang 10.000
may tram can truy cap dén hé théng. P& dap &ng yéu cau nay, cac nat AFS sé
dwoc chia thanh 2 nhém. Nhém thi nhat bao gém 1 sb twong déi it cac Vice file
server, ching sé dwoc quan tri 1 cach tap trung. Nhém con lai bao gi“)m 1 lvgng
rat |én cac may tram Virtue , d& dwa cho cac ngudi sir dung va cac tién trinh truy
cap dén hé théng file.

Truy cdp trong sudt dén
1 Vice file server
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H.20. Té chire téng thé cla AFS

Coda ciing duoc td chirc gibng véi AFS. Moi may tram Virtue ¢6 1 tién trinh
cap nguoi dung (user-level) thi dwoc goi la Venus, vai tro cta n6 twong tw nhw
NFS client ma trwdc day ta da xét. M6t tién trinh Venus c6 nhiém vu cung cap truy
cap dén cac file dwoc duy tri trén cac Vice file server.

Khéng gibng nhw NFS, Coda cung cép 1 khéng gian tén chia sé tbng thé
(globally shared name space) dwoc duy tri béi cac Vice server. Cac client truy cap
dén khong gian tén nay bang 1 thu muc con dac biét trong khéng gian tén cuc bd
clia chang, chang han nhw .afs. M6i khi 1 client truy tim 1 tén trong thuw muc con
nay, Venus dadm bao rang phan thich hop ctia khéng gian tén chia sé dwoc dat
(mount) sang client.

= Truyén théng

Viéc truyén thong gitka cac tién trinh trong Coda duwoc thywc hién bang cach
dung cac RPC. Tuy nhién, hé thong RPC2 danh cho Coda phirc tap hon nhiéu so
v&i cac hé thong RPC truyén thong chang han nhuv ONC RPC, dwoc dung bdi
NFS.

RRCZ cbr] hd tro' cac side effect (tam goi Ié’ hiéu g’vng mat). Mot side effect la 1
co ché ma bang cach do client va server c6 thé truyen théng st dung 1 giao thire
tng dung cu thé (application-specific). Vi dy, 1 client dang m& 1 file tai 1 video
server. biéu can thiét trong trwdng hop nay do la thiét lap 1 ludng di liéu lién tuc
voi ché do truyén dang thoi (nhw nhau ve thoi gian). Hay néi cach khac, dir ligu
truyen twr server den client dwgc dam bao nam trong khoang I6n nhat dén bé nhat
thoi gian tré dau cudi (end-to-end delay). RPC2 cho phép client va server thiét lap
1 két ndi riéng biét dé truyén dir liéu video dén client kip thoi.

I\/pt dac diém khac nira ma RPC2 khac so v&i cac hé théng RPC con lai, d6 1a
no ho trg ky thuat multicasting.

= Tién trinh

Vai Coda thi c6 1 sy khac biét ré rang gilva cac tién trinh client va tién trinh
server. Twong tng voi client va server do la cac tién trinh Venus va Vice. Caz2
kieu tién trinh dwoc to chirc bén trong nhw 1 tap cac luong dong thoi (concurrent
threads). Cac luong trong Coda khéng cé sy wu tién va né hoat dong trong toan
khéng gian nguwoi st dung.

* DBinh danh

Coda duy tri 1 hé théng tén twong tw nhw UN[X. Cac file dwgec nhém lai vao
trong nhirng don vi goi la volume. Mot volume giong v&i 1 phan vang dia UNIX
(ttrc 1a 1 hé thong file thyc sw). Volume quan trong béi 2 ly do. Th&r nhat, ching
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tao ra don vi co ban dwoc dung dé& cAu tric nén toan bd khéng gian tén. Ly do th
2 dé la chung tao ra don vi cho sao viéc lap bén phia server.

C6 mot diéu quan trong ma ta can chu y dé la khi 1 volume tlr khdng gian tén
chia s& dwoc d&t vao trong khong gian tén cla client, Venus sé theo cAu truc cla
khéng gian tén chia sé (shared name space). Cling nhw vay, cac client dwgc dam
bao rang céc file chia sé qua thwc c6 tén nhw nhau, du viéc phan giai tén lai dwa
trén 1 thuwe thi cuc bd khong gian tén. Nhw thé, ta thay cach tiép can nay khac co
ban so v&i NFS.

= Poéng bod hoa.
* Lwu tam (caching) va nhan ban (replication).
= Chiu loi.

l1.3. Cac hé théng file phan tan khac

Ngoai 2 hé thong file ma ta noi & trén, thi con c6 1 sO cac hé thong file khac
nika. Tuy nhién, hau hét déu giong véi NFS hoac Coda. O day ta xét dén 3 hé
thong file khac nira, dé la Plan 9, XFS, va SFS.

_Trong Plan 9 thi moi tai nguyén déu dwoc doi x& nhw 1 file. Con XFS 1a 1 vi du
dién hinh cta 1 hé thong file khdng co server (serverless). Va cudi cung la SFS, do
la 1 hé thong file ma trong do6 cac tén file cling chira thong tin an toan an ninh.

1. Plan 9 - Tai nguyén thong nhét véi file

Trong Plan 9, tat ca cac tai nguyén déu dwoc truy cap theo cung 1 cach, cu thé
do la cac thao tac va cu phap giéng file. Y twdng nay duwoc ké thira tv UNIX, tuy
nhién né tét va nhat quan hon & trong Plan 9. Mbi server dwa ra 1 khéng gian tén
phan cap dén céac tai nguyén ma né diéu khién. Mét client cé thé dat vao cuc bd 1
khéng gian tén dwgc dwa ra bdi server, nhw vay viéc xay dwng khéng gian tén
riéng cla chinh no twong tw véi cach tiép can trong NFS. D& cho phép viéc chia
sé, cac ph%}dt%%}khéng gianlglélg §1eé eg:l]ng sé dwoc chuan hoéa.

CPU Server
NS3
ng % NS2 ,
Tién trinh
Gaodien| /| N
el e 000
N o
—J O | |
Pira I I
Internet . ~ as
Client da dat sang
NS1 (khong gian
NS2 tén 1) va NS2
NSI NS2
NS3
Client Client

H.21.T6 chirc téng quét cta Plan 9
Mot hé thong Plan 9 bao gom 1 tap céc server dé cung cap tai nguyén cho cac
client dwéi dang khéng gian tén cuc bd. Bé truy cap dén cac tai nguyén cua 1
server, client dat khong gian tén cua server vao trong khdng gian tén cta chinh no.
O day ta chu y rang, trong Plan 9 sy khac biét gitra client va server khong thyc sy

-37 -



Hé thong file phan tan

qua ro rang. Vi du nhw, cac server thwong hanh dong nhw cac client, trong khi cac
client lai cling c6 thé xuat tai nguyén cua ching sang cho server. T6 chirc clia Plan
9 duworc trinh bay trong (H.27)

2. XFS - hé théng file khdng cé server (serverless)

xFS dwoc phat trién nhw 1 phan cla dw an Berkeley NOW. O day ta can cha y
la cd 1 hé théng file phan tan khac hoan toan khac duwoc goi la XFS (“X” viét hoa)
dwoc phat trién cung thoi diém véi xFS. Sau nay, ta dung “xFS” va “XFS” dé chi
ndi dén hé théng dwoc phat trién 14 1 phan hé thdng cla dw an NOW.

Viéc thiét ké ma khéng co server ctia XFS |a 1 diéu kha la. Toan bd hé thdng
file dwoc phan tan qua nhiéu may, bao gbm céc client. Huwéng tiép can nay trai
nguoc véi cac hé thdng file khac, théng thuweng duoc td chirc theo kiéu tap trung,
tham chi con c6 nhiéu server dung cho viéc phan tan va tao ban sao cac file.

~ XFS dugc thiét ké dé hoat dong trén mang cuc bg, trong d6 cac may dwoc két
noi v&i nhau thdng qua cac du’c‘yng Iiép két toc d6 cao. XFS dwoc thiét ké vg’yi muc
dich dat do co dan cao (tirc thay dbi vé quy md - scalability) va ca tinh chiju 16i cao.

Trong kién tric ctia XFS, c¢6 3 loai tién trinh khac nhau:

= Storage server (lwu trir server): 1a tién trinh c6 nhiém vu lwu tri cac phan
cua 1 file. Chung thwec thi 1 day (array) cac dia ao twong tw nhw viéc thwc thi clia
cac day dia dwdi dang RAID.

= Metadata manager (quan ly siéu dir liéu): 1a tién trinh cé nhiém vu lwu lai
vét, noi 1 khoi dir liéu file that sw dwoc lwu

= Client: 1a 1 tién trinh chp nhan céac yéu cau cla nguoi str dung dé thao tac
trén file.

M6t nguyén ly thiét ké co ban cla XFS d6 1a bat ky may nao ciing c6 thé déng
vai trd cla client, manager, server. Trong 1 hé thdng dbi x(rng hoan toan, méi may
sé c6 ca 3 tién trinh trén chay. Tuy nhién, cling c6 thé st dung cac may danh dé
chay cac tién trinh storage server, trong khi may khac lai chi chay tién trinh client
hodc tién trinh manager (H.22)

Client Manager Client
Manager Storage - Storage Storage Manager
server Client server server

H.22. Phén tan céc tién trinh cia XFS qua nhiéu may.
3. SFS - an toan an ninh c6 thé thay déi, co dan (scalable security)

Trong Hé théng file an toan (Secure File System — SFS), nguyén ly thiét ké
chinh d6 la tach riéng ra viéc quan ly cla cac khoa véi an toan an ninh hé thdng
file. Hay néi cach khac, SFS dam bao rang céc client khong thé truy cap 1 file ma
khéng sé hiru 1 khoa bi mat thich hop.

Té chirc tbng thé clia SFS dwoc trinh bay trong (H.23). D& dam bao tinh di
chuyén dwoc qua nhiéu may, SFS da tich hop nhiéu thanh phan NFS phién ban 3
khac nhau. Trén may client, c6 ca thay 3 thanh phan, khéng tinh dén chuwong trinh
cta ngwdi st dung. NFS client dwoc sir dung nhw 1 giao dién dén cac chuwong
trinh nguoi st dung, va trao dbi théng tin véi SFS client. SFS client c6 nhiém vu
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thiét 1ap 1 kénh an toan v&i SFS server. N6 ciing c6 nhiém vu giao tiép véi tac tir
nguwoi dung SFS (SFS user agent), dé la 1 chwong trinh ty dong xt ly xac thwc
nguwoi str dung.

May client My server
Chuong Tac tu -
trinh nguoi ngudi dung Xac thuc
dung (user agent) Server
A
A A
\ 4 v v
NFS client SFS client NFS client SFS client
RPC : e
4

H.23. Té chirc cua SFS.

O bén phia server ciing c6 3 thanh phan. Cac NFS server giao tiép v&i SFS
server, thao tac nhw 1 NFS client dén NFS server. SFS server sé tao tién trinh
nhan (core process) ciia SFS. Tién trinh nay c6 nhiém vu x& ly cac yéu cau file tir
cac SFS client.

lll.4. So sanh gitra cac hé théng file phan tan

1. Triét ly cta hé théng
Muc tiéu cla cac hé thdng file khac nhau thi thuwéng ciing khac nhau.

= Nhw NFS, thi muc dich ctia né 1a cung cép 1 hé thong cho phép client truy
cap trong suot dén 1 hé thong file dwoc lwu tai 1 server tir xa xac dinh.

= V&i Coda thi khac, muc tiéu ctia no 1a tinh sdn sang cao (high available).
Coda thira ké muc dich thiét ké cla AFS, trong d6 mét diéu quan trong do 1a tinh
co dan (scalability). Viéc két hop tinh sén sang cao véi tinh co dan gidp phan biét
Coda v&i hiu hét cac hé thdng file phan tan khac.

= Muc dich chinh cta Plan 9 1a cung cp 1 hé thdéng chia sé thdi gian
(timesharing) phan tan, trong d6 tat ca cac tai nguyén dwoc truy cap theo cach nhw
nhau, ma cu thé 1a nhw 1 file.

= V&i XFS thi muc dich ctia né ciing kha giéng v&i cac hé théng file phan tan
khac, do l1a tinh san sang cao va tinh co dan. Tuy nhién, diéu quan trong la dat
dwoc muc tiéu nay bang 1 hé théng ma khéng cé server (serverlesss).

= Muc tiéu ctia SFS lai 1& an toan an ninh cé thay ddi, co dan (scalable
security). N6 thuwc hién muc tiéu nay bang cach chia tach viéc quan ly véi an toan
an ninh hé thdng file va cho phép ngui dung bat dau dich vu SFS (SFS service)
ctia ho ma khoéng c6é sw can thiép tir 1 authority (quyén) & trung tam.

2. Truyén théng

Khi so sanh vé truyén théng, thi hau hét cac hé thdng file phan tan déu dua
trén cac dang cua RPCs.

= V6i NFS, Coda va SFS thi déu s dung truc tiép 1 hé thong RPC co' s&
(underlying RPC system), dbi khi dwoc toi wu thém dé xtr ly cac trwong hop dac
biét.
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= Plan 9 cling st dung 1 hé thdng RPC, nhung trén thuc té giao thirc da
dwoc bién doi di dé dap (rng cac thao tac file ctia né, dieu nay lam cho né khac doi
chut so v&i cac giao thire con lai.

= XFS ciing bat dau voi 1 hé thdng RPC dé xt ly, diéu khién tat ca cac truyén
thdng. Tuy nhién bdi ly do hiéu nang va mét so ly do khac nira trong XFS, ma hé
thong RPC da dwoc thay thé bang cac active messages.

3. Tién trinh

Céc hé théng khac & nhau cach ma client déng vai trd déi voi toan hé théng
file.

= V&i viéc dung cach td chirc client-server, trong NFS phién ban 3, hau hét
cac cong viéc thuc sy chi duwgce lam bdi file server, trong khi dé6 1 NFS client chi
don thuan yéu cau céc thao tac dé dwoc server tién hanh. Dbi véi NFS phién ban
4 thi cac client da dwoc cho phép Iwu tam cac file va xtr ly cac thao tac 1 cach cuc
bo.

= V&i AFS va Coda & phia client ta sé c6 tién trinh Venus, d@m nhiém 1 lvong
l&n cong viéc & bén phia client.

= Nguoec lai, cac nha phat trién Plan 9 lai c6 gang lam sao dé gitr cho cac
client don gidn dén mwc co6 thé. Tuy nhién 1 tién trinh client cling dwoc cho phép
lwu tam (caching) céac file, nhuwng hé théng van lam viéc tét néu cac bd dém khéng
dwoc dung gi ca.

Céc server ciing rat khac nhau khi so sanh gitra cac hé théng.
4. Pinh danh

Cé 2 huwéng tiép can can ban trong viéc t6 chirc khéng gian tén. Hwéng thir
nhat d6 1a méi ngwdi si dung Iy khéng gian tén riéng cta chinh ho. Cach nay
duwoc dung trong NFS va Plan 9. Nhwoc diém cia khéng gian tén trén mbi nguoi
dung nhw thé nay, do la kho chia sé céc file dwa trén tén cha né. Va dé giam bot
nhwoc diém nay, cac phan cla khéng gian tén sé dwoc chuén héa.

Hwéng tiép can thir 2 do la cung cap 1 khong gian tén chia sé tong thé, dwoc
dung trong Coda, xFS va SFS. Trong tat ca cac hé thong nay, moi ngudi stv dung
cling c6 kha nang gia thém vao khong gian tén tong thé 1 khong gian tén cuc bo
riéng. Vi du, SFS client sé cho phép 1 nguwoi str dung tao cuc bd cac lién ké} biéu
trwng (symbolic link). Cac tén nay la riéng tw v&i ngudi dung, va sé khong thé thay
v&i nguoi dung & cac SFS client khac.

“Ngoai ra, cling c6 nhiéu diém khac nhau ddi véi tham chiéu file githa cac hé
thong file phan tan.

5. Dong bd héa

= NFS cung cép cac ngtr nghia phién (session semantics), diéu nay c6 nghia
chi cac cap nhat cda tién trinh cudi dong file la dwgc nhé bdi server.

= Trong Coda, cac ngtr nghia giao tac (transactional semantics) dwoc hé tro
theo hwdng, chi cac phién dugc cho phép nay méi co thé dwoc tuan tw hoa. Tuy

nhién, trong thao tac bi ngat két nbi, cac ng nghia do co thé khong dwoc dam
b&o, b&i thé ddn dén cap nhat cac xung dot can duoc gidi quyét sau nay.

= BOi cac thao tac trén file trong Plan 9 co ban dugc xt ly bai file server, nén
Plan 9 cung cap cac ngir nghia UNIX. Cac nglr nghia nay cling dwoc cung cap bdi
xFS.
6. Lwu tam (caching) va nhan ban (replication)
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Tét ca cac hé thbng ma ta da xét déu héd tro viéc lwu tam bén phia client. Chi cé
Plan 9 1a moi cac thao tac ghi dwoc chuyén tirc thi dén server. Cac hé thdng khac
déu thuwc thi cac dém ghi lai (write-back caches), cho phép 1 client thwc hién 1 loat
céac thao tac ghi trén di liéu dwoc lwu tam truwde khi day thdng vao b dém.

Céc hé théng file phan tan nay ciing hd tro viéc sao 1ap file bdi server.
7. Chiu 16i

= Pbi véi Coda, né dung d&ém dé lvu tam va cac ban sao cla né dé co thé dat
duworc tinh san sang cao (high available).

= Con trong xFS, ky thuat striping dwoc dung dé bao vé server don khdi bj
sup dé.

= Viéc hc“>i' phuc dwa trén client dugc dung trong NFS. Theo cach nay, 1
server da bi mat thong tin khi n6 bi sup do, thi cac client dwoc phép khdi phuc lai
cac tai nguyén nhw cac khoa chang han.

= XFS thi st dung céc diém kiém tra (checkpoint), va cac client ghi lai nhat ky
(log) dé phuc vu viéc phuc héi dén diém ma di liéu cla manager (bd quan ly ) nhéat
quan voi théng tin duwgc lwu trong nhat ky.

8. An toan an ninh

= NFS phién ban 4 tach biét gitra co' ché an toan an ninh véi viéc thuc thi cac
co ché nay. Bé thuc thi cac kénh an toan, NFS cung cép 1 giao dién chuan & dang
RPCSEC-GSS, bang cach d6 cac hé théng an toan an ninh dang ton tai c6 thé
duwoc truy cap. NFS phién ban 4 con cung cap 1 danh sach mé réng cac thao tac
dwoc dung cho diéu khién truy cap (ACL).

= Coda va Plan 9 ciing cung cip cac kénh truyén an toan, nhung ca 2 déu
thwe thi dwa trén giao thirc xac thwec Needham — Schroeder. Cac khéa mat chia sé
dwoc dung trong cach tiép can nay. Coda ciing cé cach khac véi NFS trong viéc
diéu khién truy cap. N6 chi xt ly diéu khién truy cap déi véi cac thao tac trén thw
muc. V&i Plan 9 (va cd xFS) thi cht yéu theo hwdng tiép can UNIX chuén, bang
cach phan biét cac thao tac doc, ghi, va thyc thi.

= SFS c6 cach riéng cla n6 dé cung cap cac kénh an toan. N6 dwa vao co
ché xac thwc server véi nguoi st dung, c6 thé dung thém cac tac t&r dac biét. SFS
ké thira cac co ché dieu khién truy cap tir NFS phién ban 3.

Bang (H.24) gitp tbng hop lai sw so sanh gitra 5 hé théng file phan tan.

NFS Coda Plan 9 xFS SFS
Muc; tié’u Truy cép Tinh sén Tinh nhw Hé théng An toan an
thiet ké trong suot sang cao nhau khong ninh thay
server déi
M& hinh T xa Up.Download Tw xa Log-based T xa
truy cap
Truyén RPC RPC Dac biét Théng diép RPC
thong linh dong
Tién trinh Thin.Fat Fat Thin Fat Vwra
client
Cac nhom Khoéng Co Khoéng Co Khoéng
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server
Khong Mai client Toan cuc Mai tién Toancuc | Toan cuc
gian tén trinh
Pham vi File server Toan cuc Server Toan cuc Hé théng
ID file file
Ng(r Phién Giao tac UNIX UNIX Khong
nghia dwoc chira
chia sé
Pon vj File (v4) File File Khéi Khéng
lwu tam dwoc chira
(dém)
Nhan ban | Téi thiéu ROWA Khong Striping Khong
Chiu 16i Truyén Nhan ban va Truyén Striping Truyén
théng tin [wu tam théng tin cay théng tin
cay cay
Hoi phuc Dwa vao Khéi phuc | Khéng dwoc | Diém kiém Khéng
client chira tra va ghi | dwoc chira
nhat ky
Cac kénh | Cac co ché | Needham — | Needham — Khong Ty chirng
an toan dang ton tai Schroeder Schroeder | dwong dan nhan
tén
biéu Nhiéu thao | Cacthaotdac | Duwa trén Dwa trén Dwa trén
khién truy tac thw muc UNIX UNIX NFS
cap
IV. Két luan

Hé phan tan 1a 1 hé thdng c6 chirc ndng va di liéu phan tan trén cac tram (may
tinh) dwoc két ndi véi nhau qua 1 mang may tinh. Viéc thiét k& 1 hé phan tan phai
tuan theo 7 nguyén ly ma ta da dé cap dén & phan dau.

Trong viéc xay dwng cac hé phan tan, thi 1 trong nhirtng mé thirc quan trong
cla né d6 la cac hé thdng file phan tan. Nhw ta biét, chia s& dir liéu la 1 trong
nhirng chirc nang co ban clia hé phan tan. Hé thdng file phan tan cho phép nhiéu
tién trinh cung chia sé di¥ liéu trong khoang thdi gian dai 1 cach an toan va tin cay.
O trén ta cling da xem xét 1 sb cac hé théng file kha phd bién nhu: NFS, Coda,
Plan 9, xFS, SFS. Khi phan tich cac hé théng nay, giup ta hiéu sau hon vé cac
nguyén ly cia 1 hé phan tan néi chung.

Tuy da cé nhiéu cb géng ctia ban than, nhung béi sw han ché vé kién thirc nén
trong tiéu luan van con nhiéu sai sét. Cudi cung, em xin cdm on thdy GS-TS.
Nguyén Thuc Hai da giup d& em trong sudt qua trinh hoan tat tiéu luan nay.

< Cac tai liéu tham khao dwoc dung trong tiéu luan:
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