T
Téng quan vé Unix/Linux

m Unix
Lich st
m Linux
Lich str ra doi
Ban phan phéi
Live CD & Knnopix
m Kién truc HBH

UNIX

Hé diéu hanh
Da nhiém(multi-tasking)
Da NSD(multi-users)

-
Lich st

® Ken Thompson thiét ké nam 1969 tai Bell Labs
® Danh cho cac k¥ su 1ap trinh

Tich hop tai liéu vao h¢ phat trién
Co cac tién ich giao tiép, lién lac

® Phong theo MULTICS, UNIX nhim
Tinh don gian (tén UNICS)
Tinh mé (thuan tién cho giao tiép)
NSD nha tin hoc




Cha dé cua UNIX

Ken Thompson va Dennis Ritchie (Bell Lab thap nién 70)

Lich st (2)

® 1973, viét lai bang ngdn ngir C (do Dennis
Ritchie phat trién)

® 1975 Truyén ba phién ban V6 trong cac Pai hoc
(Berkeley)

® 1979 Truyén ba phién ban V7 trong cong
nghiép==> nhiéu portings et UNIX-like=> vin
dé twong thich gitia cac UNIX

" JEE
Lich st - Thoi dai cdng nghiép

® Thap nién 80
/usr/group thanh 1ap nam 1981
X/OPEN (cac han may tinh chau Au)
* 1984 : 3 fién ban qui chiéu
System V cla AT&T (System X tir nam 82)

4.2 BSDcua PH Berkeley, nén tang cta nhiéu HDH:
Sun MicroSystem (SunOS), Digital (Ultrix)...
¢ BSD (Berkeley Software Distribution) v&i bd nhé phan trang,
céac dich vu mang (TCP/IP), cac coéng cu (vi,csh...) va thém
mot sO chirc nang.
XENIX clia Microsoft danh cho cac PC (twong thich
v&i System V)

" JEE
Lich st - Ban lién két

* Cuoi thap nién 80, ra doi 2 t6 chuc
UNIX International (UT)
* Thoa thuan gitta AT&T va Sun: SVR4 (System V Release 4)

Open Software Foundation (OSF)

« IBM, Digital, HP, Bull, Siemens, Apollo, Nixdorf...: h¢ mg, OSF/1
sur dung 161 MACH (PH Carnegie Mellon)

« UNIX = h¢ thong mé + 18i POSIX + tién ich + moi
truong chuyén moén hoa +giao dién d6 hoa...
TRIET LY UNIX (don gian, “tht thuat”, tinh mé...) phai
nhuong cho cho céac rang budc kinh t€ va an toan hé thong




-
Lich str - Linux & Opensource

» 1984: Richard Stallman, cha dé cua phong trao GNU
(Gnu is Not Unix) sang lap Free Software Foudation
(FSF)

« 1989: FSF dinh nghia gidy phép GPL (General
Public License)

« 1991: Linus Tovarld cong bd phién ban 0.02 16i mot
HDH theo tu tuéng UNIX, Linux, 1én Internet. Linux
sir dung gidy phép GPL va rat nhiéu tién ich GNU
nén vé sau goi la GNU/Linux

O
Lich st - Linux & Opensource (2)

* 1993: Rémy Card din nghia hé théng tép ext2 cho Linux

* 1994: Linux dugc chuyén 1én cac CPU khac Intel: Alpha,
ARM, PowerPC, RISC, Sparc,...

« 1995: Apache group truyén ba Web server Apache, 2/3 s6
Web sites trén nén UNIX/Linux

+ 1999: ra doi phién ban 1.0 cac giao dién dd hoa GNOME va
KDE (3.x hién nay)

« 2002: Sun cbéng b phién ban 1.0 OpenOffice.org
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Ban phan phdi Linux

* Distribution = suu tap toan by hay mot s6 chuong trinh, xung
quanh mot 161 Linux nham cho phép cai dat mét hé thong
twong hop, van hanh hoan hao.

G6m 1 hodc nhiéu CD ROM
Cai dat twong dbi dé dang, tranh download mt thi gio
C6 thé c6 nhitng phan mém khéng phai GPL hoic
OpenSource
« Céc distribution phd bién
* RedHat (9.0) Mandrake (10.1), SuSE(9.1)
* Debian , Slackware, Knoppix, Caldera,...

" S
CD Live Linux

 Distro Linux trén 1 CD
Hé PH GNU/Linux + tap hop PM diy du
Khéng anh huong dén hién trang PC, khong cin HD !
¢ C6 thé thir va hoc Linux dé dang véi moi doi tugng
Mot s6 distro tiéu biéu
« Knoppix
¢ DemoLinux

¢ Mandows
¢ FreeSBIE

12




"
CD Live Linux- Knoppix

« KNOPPIX
Live CD Linux v6i HDH GNU/Linux cho méay PC + PM co ban +
co ché phat hién va thich ung tu dong hardware
Co ché nén => 2GB phin mém trén 1 CD ROM
« KNOPPIX c¢6 thé duogc sir dung dé:
CD ROM demo Linux nhu platform d& lam demo san phdm
thuong mai !
CDROM cho dao tao
Cai dat 1én HD => HPH Linux hoan chinh (Debian)
HDPH <du myc> cai trén 1 key USB

o
Knoppix - Ung dung bén trong

¢ Mutltimédia

XMMS, Audacity, Xine, GIMP, Linuxvideostudio,...
* Navigation Internet

Mozilla, Konqueror, Mozilla mail, Giam,...
* Bureautique

OpenOffice.org, Koffice, Kvivio, Kfax
e jeux & éducatifs

Chronium, Kgeo, Kstar, Lincity,...
< Utilitaires

Ark, K3b, Partimage, Rdesktop
« Serveurs

Apache-PHP, MySQL, Open SSH, Samba
« Développement

Kdevelop, GCC
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Knoppix - Céac théng sbé ky thuat

* Knoppix dua trén
GNU/Linux Debian
Nhan (kernel) 2.4.x
M0 to db hoa Xfree 4.3,
Giao dién db hoa KDE 3.1.x
+  Céu hinh t6i thiéu
Processor Intel Pentium hodc compatible
« Knoppix biét quan 1y multiprocessors SMP
RAM: 16MB- text, 96MB — KDE (128 MB néu muén sir dung
cac PM van phong)
CD-ROM bootable (IDE/ATAPI hodc SCSI)
* Phién ban hién nay: 3.4
Offical site : knoppix site

Kién trac Unix/Linux

Viét ban ngdn ngit bac cao
(© |

Kha chuyén (portable)
Rat nhiéu ti¢n ich

Standard va mién phi
« Kién trac module nhiéu 16p
+ Nhan/18i c6 giao dién bing
thu vién C

* Giao dién nguoi/may (Shell)

16




Kién tric nhan Linux

USEr programs

system calls

file subsystem process scheduler
conirol
subsystem
memory
character ‘ block
device drivers

| hardware control |

I hardware I

"
Cai dat Linux

m Chuan bj cai dat

m Chon ban phan phéi

m Cai dat LILO

m Cau hinh céc thiét bj chuan
m Login
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"
Cai dat Linux - Chuén bi cai dat

m Yéu cau hé thdng
Pentium I, 64 Mbs RAM
HDD: 700 Mbs cho hea thoang Linux faay fiud
hay 3 Gbs cho hea thoang bao goam cauc nhiedm
yu maing
m Kiém tra cac thiét bj
HDD
Man hinh
NIC
CD ROM

" JE
Cai dat Linux - Chuan bij cai dat

= Chuén bj HDD
Céc partition can thiét cho hé théng 2 OS (cong sinh)
= Partition so' cap: Windows
= M& rong (chia Iam 2 phan logic): Linux
[Tao partition mé rong tlr partition Windows]
» Defragment
= Tao partition dung Partition Magic

<- fdev/hdal -» «-—- /dev/hda2 (étendus) --»
(primaire) Jdev/hdas hdas hda7 hdag
<-- Windows --> <-- / --» <- /home -> <swap> <-pt de montage
| | | |======| <-disque dur
2 Go 1 Go 1 Go 64 Mo

20
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Cai dat Linux

m Cai dat nhan & X-Window
Phuwong thirc
= Tir CD ROM
Ban phan phbi
= Debian
m C4u hinh céc thiét bj chuan
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Cai dat Linux - Cai dat

m  Cac buéc
Khéi dong PC
v6i CD Debian
Chon ngon ngir
Cac buéc con
lai: theo huéng
dan

"
Cai dat Linux - cai dat

m  Cic buéc chinh
Chon cai dat LILO (LInux LOader)
Chon kiéu Geard, man hinh va Mouse, Keyboard,..
Xic dinh cAc partition cho Linux (dé ty dong)
Pit ciu hinh NIC: tw dong
Dbit tén PC
Xac dinh pw cho root
Tao account cho NSD diu (khong la root)
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" JEE
Cai dat Linux - Login
m Login

ID (root)
password

debian -~ =




Quan tri Linux

Lam viéc v&i Linux
Mbt sb khai niém
= NSD, Shell, Bién méi trwong, viét 1énh, Home Dir, Ong néi,...
Hé thdng tép
Mot sb tac vu co ban
Shell, tap Iénh
m CAu hinh hé thdng, thiét bi
Quan tri Linux trén LAN
Cai dat ieng dung

25

= JEE
User

* Quan tri vién (root)
Toan quyén
Duy nhat
« Nguoi sir dung (ké ca root)
Tén dang nhap (login name) <= 8 ky tu
Miat khéu (password): ca nhan
- >= 6 ky tu nén c6 ca ky tu déc biét hodc so
- Khong cho muon mat khau !
Nhom NSD => quyén truy nhap
Thu muc dang nhédp (home directory)
S6 hiéu NSD duy nhét (UID)

26

.
User’s account

« Bit budc
Mo tai khoan: root
Tép /etc/passwd: cac thong tin cia NSD
Local (1 may) hoac domain (1 mang, dich vu NIS)

$ cat /ete/passwd
root:x:0:0:root:/root:/bin/bash
bin:x:1:1:bin:/bin:/bin/sh

daemon: x:2:2:daemon:/sbin:/bin/sh
adm:x:3:4:adm:/var/adm:/bin/sh
Ip:x:4:7:1p:/var/spool/lpd:/bin/sh

27

F———
Login

¢ Mo mdt phién lam viéc

Nhap tén NSD + mat khéu

Néu OK => shell
« Thuc hién mot s6 1énh ngﬁm dinh (.bashrc, .bash_profile)
« Khoi tao mét s6 bién méi truong (SPATH, SHOME...)
« Vao thu muc ngim dinh (home directory)

Mot s6 1énh dau tién:
- whoami: hién thi tén login
- id: hién thj UID, GID, groups
- pwd: hién thi thu muc hién thoi
- passwd: dbi mat khau

28




" JEE
Shell

« Chuong trinh hé thong = giao dién ngudi-may
Bourne shell (sh): Steven Bourne, AT&T
Korn Shell (ksh): David G. Bourne, AT&T
C_Shell (csh): Bill Joy, UC Berkeley
Tenex Shell (tcsh): mo rong csh
Bourne Again Shell (bash): Brian Fox, FSF(Linux)
* 3 vaitro
Thong dich 1énh
Xac dinh cht nhan cho session 1am viéc
Ngon ngit 1ap trinh

29
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Thw muc ca nhan

+ Canhan cho mdi NSD
Lam viéc méc dinh sau khi dang nhép (login)
- Ghi trong tai khoan dang nhap (tép /etc/passwd)
Luu trir cac tép ca nhan ciia NSD
Céc tép cAu hinh riéng cia NSD/img dung
- .bash, .bash_profile, .X*, .mozilla, .mail,...
e Quiudc
Lénh cd, cd SHOME, cd~ : chuyén vé thu muc dang nhap
Déu “toto trong dudng dan: thu muc ding nhap cia toto
- Vi du: ~nhoa/unix, ~/unix

30

3
Lam viéc v&i Linux

e Chir in va chit thuong
- Phan biét: case sensitive
Lénh Is: OK, Ls: KO
* Giao dién
- Dong 1énh:
Hoi khé nh¢ ban d4u (tén 1énh trac tréc, nhidu options)
Lau dai: ndm viing cac khai niém, 1am chu hé théng
- Pd hoa
GNOME, KDE/ X-Window (XFree86)
Kha gidng giao dién MS Windows
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Hwéng dan

e Lénh man <command>:
Hién thi trang tai lidu giai thich <command>
* Cu phap + md ta cac tuy chon + vi du
¢ <command>= 1énh, ham thu vién, tién ich, t€p h¢ théng
Chuy:
+ Gb ‘q’ dé thoat
« Phai nh¢ ding tén lénh
* Lénh man —k <keyword>
Liét ké danh sach 1énh c6 chira tir khoa <keyword>
¢ Quén Iénh chinh xac, tim 1¢nh lién quan
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" JEE
Logout

* Dong Iénh
Lénh ‘exit’
« Két thic shell cia NSD hién thoi
« Cho phép ding nhap NSD méi (hién thi ‘login:”)
« Do hoa
Lénh ‘exit’ trong mdt ctra ) dong 1€nh
« Dong cira sé (sub-shell)
Chon ‘End Session’ trong menu chinh
« Két thuc NSD hién thoi (dong tit ca cac (g dung dang mé)
¢ Cho phép dang nhap NSD mai
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Hé thdng tép (file system)

« Céu tric cay voi :
Céc nut (node): danh muc (directory)
Cac 1a: tép (file)
Mot 16i vao duy nhét: géc (root) /
* Qui chiéu mot phan tir:
Tuyét di: duong din dy du bat d Au tir root: (/)
« Ex: /users/profs/bean/src/prog.c
Twong dbi: diém khoi dau 14 danh muyc hién thoi
« Ex: src/prog.c, prog.c ...
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" JEE
Shell — Théng dich 1&nh

* Vong 1ap vO han
hién thi diu nhic ($) va cho ban phim
doc dong Iénh (RETURN)
phan tich cu phap (chat thanh cac tir)
thay thé ky tu dic biét
thuc hién 1énh
* Thoat khoi vong 1ap (disconnect/logout)
exit, hoac CTRLD (nén tranh)

35
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r

Bién maéi trwvdng

* Phuc vu cho cac shell va cac tién ich (X11, mail,...)

$SHOME thu myc dang nhéap
SMAIL tén hom thu ‘
SPATH danh sach cac thu myc dé tim 1énh (cach boi ddu ).

+ Chi y: duy@t tuln tur tir trai sang phai
$PS1 dau nhac (prompt, mac dinh $)

$PS2 déu nhéc tiép tuc (>).
SUSER tén login (LOGNAME)
$SHELL tén cua shell

SPWD thu muc lam viéc hién thoi

» Khoi tao tir khi dang nhép
script (tép 1énh shell): .bashre, .bash profile
Hién thi bién: echo <variable name>
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Lénh

» Cu phap: command [options]| [arguments]
Tuy chon (options)
« Thuong bét dau bang diu <’
Phan biét vdi arguments
: T!’ll:[ tu khong quan trong
* Van tat (-c, ‘c’ 1a mot ki ty) 1. R, -f
. sziy du (--opt): --long, --recursive, --force
* TO hop: -la, -Rf
» Khac nhau d6i chut giira cac Unix
Xem thém man <command> dé biét chi tiét
* Phan cach
Mot hodc nhiéu ky tu Space, Tab
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F—
Lénh ndi & ngoai

* Lénh ndi tai (builtin command)
Ham cua shell
+ Khong phat sinh tién trinh mai
» Xem manual help <cmd> hoac man bash
bash, i .. | alias, b, bind. break. builtin, ed. command. compgen.
complete. continue, declare, dirs. disown, echo. enable. eval, exee. exil.

expor. fc. 1z, getopts, hash, help. history. jobs. Kill. let,

local, logout, popd. printf, pushd. pwd, read, readonly, return, set.
shift, shopt, source, suspend. fest, times, wap. tvpe, typeset,
ulimit, umask, unalias, unset, wait
* Lé&nh ngoai tru (external command)
Phat sinh tién trinh m&i khi chay (con ctia shell)

Cogries likes.

Monves fikes move i

Lisas fibes

Clears. screen

Closes. perongl
window

Diisplays or sets

dase

Deletes files el

Echous" autput on | ache

b screen
edic b pico
£= AigE £
find grep

texnt in o fibe

Formats a diskeiie

Displays command | command /7 mandch
help

Creates a directony

View a fike

Renanses a file
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Displays your chdir pwd pud
location in the file
system
Changes directories | cd pathname cd pathname cd /directory/directory
with a specified
path (absolute
path)
Changes directories | cd .. cd .. cd ..
with a relative path
Displays the time | time date date
Shows amount of | mem free free
RAM and vse
40
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Hé théng tép

« Hai vai trd cua dau /
/| N & déu tén tuyst di: / =
L] I_I [«] I_I =] root _
ngoai ra: chia cach danh
[H‘I [h-l] muc

AN » Khong c6 khai niém 6

ﬁ r”i B dia
ILI Iﬂ] thém/b4t mot dia/

partition
Pt e Meepeiom v « =[énh mount/umount

M

Part of the filesystem tree

.
Tép /etc/fstab

« Thong tin vé hé thong tép
Mount point, ngoai vi, thugc tinh cta sub-filesystem
Chi tiét: xem man fstab hodc man mount

$ cat fetc/fstab

fdevshdas /f ext3 noatime 1 1

none Jdev/pts devpts mode=0620 0 @

fdev/hda7 /home ext3 noatime 1 2

none /mnt/cdrom supermount deve/dev/scd@, fs=udf:is09668, ro, --
iocharset=isoB859-1 & @

fdev/hdal fmnt/windows ntfs umask=0,iocharset=is08859-1,ro0 0 @
none fproc proc defaults @ @

Lénh df
« Théng béo vé hién trang cac sub-filesystem
Cac HTT dang duoc sur dung (mounted)
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Céac phan tir ctia FS

* Danh muc (directory)
catalog

» Tép thuong (regular (data) file)
diy tudn tu cac ky tu (byte)

» Tép déc biét (special file)
ngoai vi va cong cu giao tiép

* c06 chung cach nhin (user)...
cung ngir phap,
cung 1énh,
cung co ché bao vé, etc...
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Tép thuwong (dir liéu)

« Diy tudn tu ki tir (byte)

" J
Thw muc

e Thu myc UNIX = catalog
Bang tuong tng filename-
inodenumber

e System V

2 truong 16 byte (2 cho inode
va 14 cho filename)

Filename <=14 ki tu

» BSD (Linux)
4 trudng, do dai bién thién
Khong han ché d6 dai tén

Disk

Direetory

47 | .

inede 1568

43

1365

—11

excniple

contents of
ercmple

Mot kiéu truy nhap: tuin ty Parmason =
» Dia chi cac blocks dir liéu it oda
trong inode T::m bea
UNIX nguyén thay: 10 con .
tro truc tiep b
Y tlIO’Ilg . IZT: x Dxa
Size max UNIX ngusyén thay = b
(10+ 128+1282+128°)¥512>  !miedmaw
1GB T =
« BSD, Linux: 16 GB ’
“yu ai” cac tép nho (chiém da
S0s)
45
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* Tao thu muc : mkdir <dir name>
2 thu muc con mac dinh : ..= cha, .= chinh minh

« Lénh cd.. = v& thu myc cha

X6a thu myc: rmdir <dir name>

+ Thu muc phéi réng

Liét ké thu muc : Is <dir_name>

e Tuy chon —a, -1
Tén tép

» Khong phan loai tép theo dudi (*.” 12 ki tu binh thudng)
« Qui udc: tén tép bit ddu bang *.” : tép bi che (t&p cau hinh)

a7
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" JEE
* Unix dung mdt s6 qui udc vaéi tén thu muc
= hin 1&p choy duge hinary)
= lib thu vién Wibraryl
= dev ngoai vi ldevices)
- tmp  fam thai
- etc qudan tri hé thiing
-~ man o ligw raraal)
= spool  hang dot
- local  cuc b coa may
= sre ma ngudn
+ Khéng ty tién thay tén thu muc hé théng
Ném cimg trong mi => khong khai dong hé thdng duoc
48




" JEE
Ngoai vi (device)

*  Nhu mot tép (user view)
Mot 14 trong cay FS (trong danh muc /dev)
Cung thugc tinh (chit nhan, quyén ...)
* Nhung viéc quan ly ndi bg khac
Tuy thudc kiu cta tép (trén inode) hé thong s& goi:
« Céc ham cua FS néu 1a t&p thuong
« Trinh diéu khién (driver) néu 1a ngoai vi
» Hai loai ngoai vi
Block
Ky tu

49

F—————
Ngoai vi Block

* 4 dac trung:
Don vi chuyén dit liéu c¢b dinh: block (512B, 1KB, 4KB)
Truy nhap thing (block n)
Haé théng ghi nhé moi trao déi trong b nhd
C6 thé tao lap FS
« Ngoai vi block = N blocks danh s6 tir 0 dén N-1
Vi du: dia va bang tir
* Truy nhép dir li€u qua 2 budc:
Vi du: doc (read):
¢ Chuyén dit liéu vao bd nhd hé thong (cache buffers)

« Chép dit liéu vao khong gian tién trinh
50

.
Ngoai vi ky tw

» Tat ca ngoai vi khong phai loai block:
« Trao ddi thong tin khudn dang bat ky
e Truy nhap tudn tu
« Hé théng khéng ghi lai trao déi
« Khéng thé tao hé théng tép
Vi du: terminal, may in, ban phim, chuot
» Hai ki€u doc
kiéu dong (line)
+ Cac ki tu (dong) dugc chuyén sau mot ki tw quy dinh (New Line)
 C6 thé x6a, kiém soat luu luong (flow), nge’it. ..
kiéu tho (raw)
* Doc tung tur (screen editor, communications...)

51

F———
Driver cho ngoai vi

+ Riéng cho mdi loai ngoai vi
Tap hop cac ham: open, read, write, close,...
Tép trung trong hai bang:
¢ bdevsw (loai block)
 cdevsw (loai ky tu)
« Inode mét ngoai vi ¢ 2 s nguyén:
major number: chi s6 (index) trong bang bdevsw
minor number: mdt ngoai vi cu thé ciia mot loai ngoai vi
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"
Ngoai vi gia

« Phan tir dugc quan 1y nhu nhitng ngoai vi (c6 driver)
song khong gan v6i mot phan tir vat 1y
» Ngoai vi 40:
Terminals: cira s6, lién két mang
Partitions: phan chia dia
* /dev/null: “thung rac”
Output: thong tin mét
Input: “khdng c6 gi” (tao tép rong)
« /dev/tty: terminal gin véi cac tién trinh
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/O chuan

« Sau khi dang nhap, shell c¢6 3 kénh giao tiép dinh
trudc:

stalimn (O} atdout (1§
Stdin(0) —ban phim — *—‘
Stdout(1) - man hinh

stderr (2)
Stderr(2) — man hinh
« Tuong ty voi tat ca cac 1énh UNIX

Ong nbi (cmd1|cmd2) nbi stdout cua cmd1 véi stdin cua
cmd2

C6 thé dinh hudng lai kénh vao ra
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Chuyén hwéng 1/0

« Redirection = thay dbi cac lién két ngdm dinh
* OQutput: command > filename
Moi hién thi ra man hinh dwoc hwéng vao filename
» Ca stdout(1) va stderr(2)
Command 2 >filename
» Lai cac théng bao 16i stderr(2) vao filename
Input: command < filename
» Command nhan input tt filename thay vi tr ban phim
Mot redirection chi co gia tri trong thi gian chay [énh
comand
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F———
Dinh huwdng kep

« Van dé (output redirection)
Néu tép filename da ton tai thi viéc dinh huéng lai
s€ ghi d¢ 1én ndi dung cii
« Redirection kép xoa bé han ché nay. Output
dugc ndi vao dudi (append) filename
Cu phap: command >> filename

Néu filename chua ton tai thi n6 s& dugc tao lap
(nhu véi redirection don)
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Lién két

* Link = (tén, inode) trong mot

thu muc ,
. IR . , Nsque =
* Tao I link méi tir 1 link c6 1 /...
san: In <old> <new>
Thém mét phan tir cho thu myc = = et Rt
Khong c6 quan hé ‘cli’ ‘méi’: 2 T~ TN P—
links binh dang U e
Inode: cap nhat con dém link
* Xoa tép khi link == B
* Hanche SR
K-héng thé link giﬁa 2FS Vidu : In Rl/exemple R2/lien
(hardlink)
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Lién két twong trwng

« M6 rong cua BSD: kiéu phan tir méi

C phép In —s <source> <link>

“file” ma ndi dung ctia no la tén cua tép dugc tro dén
+ Cho phép thiét 1ap lién két giira cac FS khac nhau
¢ Xoba source => truy cap link KO

Str dung rong rai
« Thay ndi dung (version méi) ciia thr vién khong cn thay tén
« Xem: dung option —I (long) cua 1énh Is

$ 1s -1 /lib/libac*
lrwxrwxrwx 1 root rocot 15 Jan 27 12:59 /lib/libacl.so.l

-rw-r--r-- 1 root root 23364 Jul 20 2004 /lib/libacl.so.1.1.0
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Truy nhap tép

« Moi phan tir cia FS dugc gan cho 3 quyén

Poc r (read)

Ghi w (write)

Chay X (execute)
* Cho 3 hang NSD

Chti nhan (user)

Cung nhom (group)

Con lai (others)

« Mask 9 bits (3 quyén x 3 hang NSD)

Vi du: rwxr-xr--
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e
Kiém soat truy nhap

« Cian ctr vao UID va GID cua tép va tién trinh
Tién trinh mang UID va GID ciia NSD
UID va GID cta tép trong inode
* Vidu: doc (read) mot t&€p dir liéu
So sanh UID cua tién trinh v6i UID cua tép
* Neéu bang, kiém tra quyén doc r ciia user
Néu khong, so sanh GID ctia tién trinh v6i GID ciia tép
* Neéu bang, kiém tra quyén doc r ciia group
Néu khong, kiém tra quyén doc r ciia others
Phép doc chi dwoc phép néu tim thiy quyén r
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"
Kiém séat truy nhap

. Chay:
Phan bi¢t 2 UID:
« UID dang nhap NSD va UID thyec (tién trinh)
* Thoéng thuong UID tién trinh = UID dang nhap (default)
C6 thé khac trong mot vai ngoai 1¢ (giai thich sau)
« UID thyc dugc ding dé kiém soat quyén truy nhép
Super-user (root, UID 0) ¢6 tit ca cac quyén
. N‘éu UID=0, khong kiém soat
Quyén x
* V6i danh myc, cho phép vao va di qua
* Khong c6 y nghia vi mot tép dac biét (special)
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Trwdng hop dac biét

* Moi xtr 1y trén mot tép déu duge kiém soat tir
3 quyénr, w va x cla tép
Tao méi mot tép, ddi tén (mv) va xo6a tép (rm)
« Kiém soat qua quyén w cua thu muc
X6a tép phu thudc vao quyén cua tién trinh trén
thu muc chtr khong phai trén ban than tép bi x6a

« Néu NSD c¢6 quyén w trén thu muc thi anh ta c¢6 thé x6a
moi tép trong do, ké ca té€p khong cé quyen doc.
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o
M6t s6 quyén khac

* Chi 4p dung cho cac tép nhi phan (binary)
Bit SUID (S) chay chuong trinh véi UID ctia cht nhan
chuong trinh
+ Cho phép ting quyén cho NSD mét cach an toan trong khuén khd
chuong trinh dang chay

Vi du: tién ich mail ¢6 bit SUIB root dé c6 quyén ghi vao hop thu ciia
nguoi khac.

Bit SGID (s): chay chuong trinh véi GID cua group cua

chu nhan chuong trinh

Sticky bit(t): gitt lai anh trong RAM sau khi két thiic

* Chuong trinh duoc goi thuong xuyén
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g
Lénh cho quyén truy nhap

* Lénh umask
Nhiing quyén dugc do bo khi tao tép va danh muc

Vidu:
*umask 022 tocld ————wWw——w—
- mot18p méi s& ¢6 quydn T WX T — 31 ——
*umask 077 tocld ———rwxrwx

- mot18p méi séco quydn T wx——————
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o
Lénh cho quyén truy nhap

® lénh chmod

— chmod 741 file ==> rwx r-- --x
— chmod 600 file ==> rW- -—- ——-
— chmod g+r file ==> rW- - —
— chmod ug+x file ==> rwxr-x -—
— chmod a=r file ==>Fr-—-r-—-r—

— chmod u+wx file ==> rwxr-- r—-
— chmod go-r file ==>IrwWX--—- -——
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"
M6t sé thao tac co ban

» Chi 4p dung cho cac t&€p nhi phan (binary)
Bit SUID (S) chay chuong trinh véi UID cua chi nhan
chuong trinh
« Cho phép ting quyén cho NSD mét cach an toan trong khudn khé
chuong trinh dang chay

Vi du: tién ich mail ¢6 bit SUIB root dé c6 quyén ghi vao hop thu ciia
nguoi khac.

Bit SGID (s): chay chuong trinh véi GID cia group cia

chu nhan chuong trinh

Sticky bit(t): giit lai anh trong RAM sau khi két thiic

¢ Chuong trinh dugc goi thuong xuyén
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" —
Mot sb tac vu co ban

m Cac thiét bi lwu triv
Dia mém
CD-ROM
Partition Windows
USB disk

m Céac (rng dung chuan
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" JEE
Mét sb tac vu co ban
Pia mém

= Mount
mount /mnt/floppy/
= Umount
umount /mnt/floppy/
= Doc
Is /mnt/floppy/
Dung Nautilus hay Konqueror
m Dia format véi msdos
Dung céng cu mtools
Sao chép: mcopy
Doc: mdir
Chuyén thw myc: med
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" JEE
Mot sb tac vu co ban
Dia mém

m Dinh dang

Dung gfloppy
= CMD: /usr/bin/gfloppy
= Chon kiéu FS
File system type
= Kiéu dia mém
Floppy Density
m Click nut Format

Formatsng ieviid)
Fle syratem typa:  Linest Madive (ext2)

@ Mgy Dinsty:  Hgh Denady 357(1 44 MB) &

Clpick foemat

B Form % o P v
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" JEE
Mbt sb tac vu co ban
CD-ROM

m Mount
CD-ROM d’uo’c mount ty déng sau khi kh&i
déng hé thong
m Umount
umount /mnt/cdrom/
m Doc
Dung Nautilus hay Konqueror
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"
Mot sb tac vu co ban
CD-ROM

m Ghi di¥ liéu 1én CD: X-CD-Roast
/usr/bin/xcdroast

I Setup

Type | Bueld [Vendor  [Modsl [Rav. [Gaserglion I

7

" S
Mét sb tac vu co ban
Partition Windows

m Tao thw muc anh xa
mkdir /mnt/Windows
= Mount
mount -t vfat /dev/hda1 /mnt/windows
C6 thé thay déi kiéu FS: vfat,autofs, ntfs,...
Umount
mount /mnt/windows
Truy cap
Is /mnt/windows
m Luwuy:
Khoéng ghi di¥ liéu 1én partition nfts tlr Linux
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" JEE
Mot sb tac vu co ban
USB disk

m  Tao thw muc anh xa
mkdir /mnt/usb
m Kiém tra driver cho USB
Ismod
Xem ndi dung /etc/fstab
m  Tai dung driver
modprobe <kiéu driver (ohci , uhci,...)>
= Mount
mount -t vfat /dev/sda1 /mnt/usb
C06 thé thay dbi kiéu FS: vfat,autofs,
= Umount
mount /mnt/usb
m Truy cap
Is /mnt/usb
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Cac APP chuén

Caregony




