10 loai malware dién hinh

Hién nay, ngay cang cé nhiéu loai malware méi tinh vi hon, dgc hai hon xuét
hién. Ai ciing c6 thé biét dén nhirng tac hai ma malware gy ra, nhung khong
phai ai ciing biét dén cach thirc hoat ddng cuia ching. Bai viét nay sé diém ra
10 loai malware dwoc cho & nguy hiém nhat tir truéc toi nay.

Dudi day la mot sé thuat ngir dugc str dung trong bai viét:

. Malware: L4 mot phan mém doc hai dugc viét ra chuyén dé xam nhap va
pha hity hé théng may tinh ma nguoi ding khdng hé hay biét.

. Malcode: L4 mot ma lap trinh doc hai duge nhing vao giai doan phat trién
ctia mot ing dung phan mém va thudng nam trong payload cua malware,
dung dé thuc thi nhitng hoat dong phé hoai, lay cip théng tin trén may tinh.

« Anti-malware: Bao gom nhiing chuong trinh chong lai malware, gilp bao
vé, phét hién va g& bo malware. Ung dung antivirus, anti-spyware va ang
dung phat hién malware la nhitng vi du cua anti-malware.

1. Virus may tinh khét tiéng

Virus may tinh 1a mot malware c6 thé lay
nhiém nhung phai dya vao nhitng phuong
tién khac dé phat tan. Mot loai virus that sy
c6 thé lan tran tir nhitng may tinh bi nhiém
t&i Mot may tinh chwa nhiém bang cach dinh
mot ma vao file thue thi duoc truyén qua
nhau. Vi dy, mot virus c6 thé an trong mot
file PDF dugc dinh vao mot email. Hau hét
virus déu gom c6 3 thanh phan sau:

« Replicator: Khi kichhoat chuong
trinh cha thi ddng thoi virus cling dugc kich hoat, va ngay lap tic ching sé
phéat tan malcode.

. Concealer:Bién phép virus sir dung dé lan tranh anti-malware.



« Payload: Nhu da néi, payload nay thuong la malcode cia mot virus, duoc
str dung dé vo hiéu hoa céc chire nang ctia may tinh va pha huy di liéu.

Mot s6 mau virus may tinh gan day gdm W32.Sens. A, W32.Sality. AM, va
W32.Dizan.F. Hau hét nhitng phan mém chdng virus tot s& g& bo virus dua trén
file dir liéu virus cua minh.

2. Sau(Worm)

Sau may tinh tinh vi hon nhiéu so véi virus. Chlng c6 thé tu sao chép ma khéng
can t6i can thiép cua ngudi dung. Malware sé& gidng sau hon virus néu sir dung
Internet dé phat tan. Nhitng thanh phan chinh cua sau bao gom:

. Penetrationtool: La malcode khai thac nhiing 16 hong trén may tinh cua
nan nhan dé danh quyén truy cap.

. Installer: Cong cu thAm nhép gitip sau may tinh vuot qua hé thong phong
thi dau tién. Lic do, installer s&tiép nhan va chuyén thanh phan chinh cua
malcode vao may tinh cta nan nhan.

. Discoverytool: Khi da xam nhap vao may, sau st dung cach thirc dé truy
luc nhitng may tinh khac trén mang, gom dia chi email, danh sach may cha
va Céc truy van DNS.

. Scanner: Sau st dung mot cong cu kiém tra dé xac dinh nhitng may tinh
muc tiéu mai trong penetration tool c6 16 hong dé khai thac.

. Payload: Malcode ton tai trén mdi may tinh cua nan nhan. Nhitng malcode
nay cOthé [a bat cir tha gi, tir mot tng dung truy cap tir xa dén mot key
logger duoc dung dé danh cap tén ding nhap va mat khau cua ngudi ding.

That khong may loai malware nay lai sinh sdi rat nhanh. Khoi dau véi sau Morris

vao nam 1988 va hién nay 1a sau Conficker. Hau hét sdu may tinh c6 thé g& bo
bang chuong trinh quét malware.

3. Backdoor

Backdoor giong véi nhimg chuong trinh truy c4p tir xa ma ching ta thudng st
dung. Chiing duoc coi la malware néu cai ¢at ma khong c6 su cho phép, day chinh
xac la nhitng gi ma hacker mudn, theo cac phuong thic sau:



. Khai thac 16 hong trén may tinh muc tiéu.
. By nguoi dung cai dat backdoor théng qua mot chuong trinh khéc.

Sau khi duoc cai dat, backdoor cho phép tin tic toan quyén kiém soat tir xa nhiing
may tinh bi tan cong. Nhitng loai backdoor, nhur SubSeven, NetBus, Deep Throat,
Back Orifice va Bionet, d dugc biét ¢én véi phuong thirc nay.

4. Trojanhorse

Theo Ed Skoudis va Lenny Zelter, Trojan horse la mot chuong trinh thoat nhin co
vé hitu dung, an toan nhung trong nd lai an chira nhiéu “tinh ning” doc hai.

Trojan horse malware chira dung nhiéu payload phé hoai trong khi cai dit va chay
chuong trinh, ngin can malware nhan ra malcode. Mot sé ki thuat che gidu bao
gom:

. Doitn malware thanh nhiing file gibng véi file binh thudng trén hé thong.

. Lam I8i phan mém diét virus duoc cai trén may tinh, nham ngan né phan hoi
khi malware bi phat hién.

. Swtrdung nhiéu loai codekhac nhau dé thay d6i ding ky ctia malware nhanh
hon nhitng phan mém bao mat.

Vundo 14 loai Trojan horse dién hinh. N6 tao ra nhiéu quang céo popup dé quay roi
nhitmg chuong trinh chdng spyware, 1am suy giam kha ning thuc thi cua hé théng
va can tré trinh duyét web. Néu dinh con trojan ndy ban s& phai cai phan mém diét
virus trén LiveCD dé phét hién va g bo né.

5. Adware/spyware

Adware [a phan mém tao ra popup quang co ma khdng c6 su cho phép cua ngudi
dung. Adware thuong duoc cai dat boi mot thanh phan cua phan mém mién phi.
Ngoai viéc lam phién, adware c6 thé lam giam dang ké hiéu suat ciia may tinh, 1am
cham, treo may.

Spyware 1a mot phan mém thyc hién danh cap théng tin tir may tinh ma nguoi
dung khdng hé hay biét. Phan mém mién phi thuong c6 rat nhiéu spyware, vi vay



trude khi cai dat can doc ki thoa thuan sur dung. Mot trudng hop dang chi ¥ nhat
vé spyware lién quan toi vu tai tiéng chong copy dia CD BMG cua Sony.

Pa s nhimg chuong trinh chdng spyware tét s& nhanh chéng tim ra va g& bo
adware/spyware khoi may tinh. Ban cling nén thuong xuyén xo6a nhitng file tam,
cookies va history tir c4c trinh duyét Web dé phong nhira nhém malware nay.

Malware stew

Cho dén nay, tat ca cac loai malware duoc biét dén déu kha khac nhau, gilp c6 thé
phan biét ting loai. Tuy nhién, loai malware stew nay khong gidng nhu vay.
Nhimg nguoi Viét nd da nghién ctu lam thé nao dé két hop nhimg dic tinh tot nhat
ctia nhiéu loai malware khac nhau dé nang cao kha nang ciia nd.

Rootkit [2 mot vi du dién hinh cua loai malware ndy, né gom cac dac tinh cia mot
Trojan horse va mot Backdoor. Khi duoc st dung két hop, tin tic c6 thé gianh
quyén kiém soat may tinh tir xa ma khdng bi nghi ngo.

Rootkits

Rootkit 1a loai hoan toan khac biét, chung thudng stra doi hé diéu hanh hién thoi
thay vi b sung nhitng phan mém ¢ muc ang dung ma nhitng loai malware khéc
thuong lam. Diéu ndy rat nguy hiém béi vi nhitng chuong trinh chéng malware sé&
rat khd phat hién duoc ching.

Co nhiéu loai rootkits, trong d6 ¢ 3 loai duoc cho Ia nguy hiém nhit, gom: user-
mode, kernel mode va firmware rootkits.

User-mode rootkits

User-mode gém nhimg doan ma gigi han truy cap vao tai nguyén phan mém va
phan cing trén may tinh. Hau hét nhitng ma chay trén may tinh s& chay trén ché do
user-mode. Vi truy cap bi gioi han nén nhitng phé hay trong user-mode la khong
thé phuc héi.

User-mode rootkit chay trén may tinh véi quyén admin. Diéu do6 c6 nghia:

. User-mode rootkits c6 thé thay doi tién trinh, file, 6 hé théng, cong mang va
tham chi 1a dich vu hé thdng.



. User-mode rootkit tu duy tri cai dit bang cach sao chép nhitng file yéu cau
Va0 6 ctiing may tinh va tu dong khoi chay mdi khi hé théng khoi dong.

Hacker Defender [a mot user-mode rootkit dién hinh. Loai rootkit ndy va nhiéu loai
khéc bi phat hién va g bo béi ung dung noi tiéng cua Luckily Mark Russinovich.

Kernel-mode rootkits

Kernel-mode gom nhiing ma hily gioi han truy cap vao moi tai nguyén phan ctng
va phan mém trén may tinh. Kernel-mode thudng dugc dung dé luu trit nhiing
chtrc ndng tin cdy nhit ctua hé diéu hanh. Nhiing hay hoai trong kernel-modeciing
khong thé phuc hoi.

Ttr khi rootkit chay trong ché d6 user-mode bi phét hién va g& bo, nhitng nguoi lap
trinh rootkit da thay doitu duy va phét trién kernel-mode rootkit. Kernel-mode c6
nghia 1 rootkit dugc cai dat dong mac voi hé théng va nhimg chuong trinh phat
hién rootkit. Vi vay rootkit c6 thé Iam cho hé thong khong con dang tin cay nira.

Khong 6n dinh 1a mot dau hiéu sa st cua hé théng mot kenel-mode rootkit gay

ra, tham chi dan dén nhitng hty hoai khéng rd nguyén nhan hay treo man hinh. Lic
d6, ban nén thir GMER, mot trong s it cong cu g& bo rootkit ¢ thé tin cay, dé
chdng lai kernel-mode rootkit nhu Rustock.

Firmware rootkits

Firmware rootkit 1a loai rootkit cai dit tinh vi vi nhitng nguoi phét trién loai rootkit
nay da nghién ctru phuong phap lua trir malcode cua rootkit trong firmware. Mol
firmware déu c6thé bi thay ddi, tir ma vi xir ly cho téi firmware cua khe cam mo
rong. Piéu d6 c6 nghia:

. Khi tit may, rootkit ghi malcode hién thoi vao nhiing firmware khac nhau.
« Khi khoi dong lai may tinh rootkit cling tu thuc hién cai dat lai.

Tham chi, néu mot chuong trinh phat hién va g& bo duoc firmware rootkit, thi Ian
khai dong may tinh sau, firmware rootkit ndy van xuét hién hoat dong tro lai binh
thuong.

6. Malicious mobile code (Ma doc di dong— MMC)



MMC nhanh chdng tré thanh phuong phap cai dat malware vao may tinh hiéu qua
nhat. Ching c6 thé:

. Chiém quyén may chu tir xa.
. Di chuyén trong mang.
. Tai va cai dit trén mot hé thong cuc bo

MMC gdm Javascript, VBScript, ActiveX Controls va Flash Animations. Muc dich
chinh rat d& nhan ra cia MMC 1a céch thic hoat dong, né 1am néi dung trang cua
trinh duyét web tré nén tuong tac hon.

Tai sao MMC lai doc hai? Vi viée cai dat nd khdng can dén su cho phép cta ngudi
ding va gay hiéu 1am cho nguoi dung. Ngoai ra nd thudng 14 bude dém cho mot
cudc tin cdng két hop gidng nhu cong cu xdm nhap ma Trojan horse malware st
dung. Sau d6 tin tic cOthé tién hanh cai dat thém nhiéu malware.

Céch tét nhat dé chdng lai MMC 14 lubn cap nhat hé théng va tit ca chuong trinh
phu.

7. Blended threat (Méi de doa hén hop)

Malware duoc cho a mot blended threat khi nd gay ra nhitng ton hai lon va phét
tan nhanh chéng thdng qua nhitng phan két hop cua nhiéu malcode c6 myc tiéu
riéng. Blended threat xtmg dang 1a méi lo ngai dic biét vi nhiéu chuyén gia bao
mat cho rang chiing 13 “nhiing chuyén gia trong cong viéc ciia ching”. Mot
blended threat dién hinh ¢ thé:

. Khai thac va tao ra nhiéu 15 hong.
. Sirdung nhiéu phuong thirc tai tao khac nhau.
« Tudong chay mé huy can thiép cta ngudi dung.

Ngoai ra, blended threat malware c6thé giri mot email dang HTML nhing Trojan
horse cling v&i mot file PDF dinh kém chtra mot loai Trojan horse khac. Mot s6
loai blended threat kha quen thudc 1a Nimda, CodeRed va Bugbear. Dé gd bo
blended threat khoi may tinh can dén nhiéu chuong trinh chéng malware, ciing nhur
str dung chuong trinh quét malware duoc cai dat chay truc tiép tir dia CD.



8. Bots

Robot duoc tu dong thuc thi hay bots kha phd bién trong Internet hién dai. Ching
thuong dugc st dung dé tu dong hda c4c tac vu nham chan, lap dilap lai, hay gap
nhat 1a trong nhitng cudc déu gia truc tuyén, kiém tra truc tuyén, chat va choi
game.

Tuy nhién, c6 mot mat tdi khac Ia bots bi str dung cho nhitng muc dichxau nhu g
thu spam, phat tan phan mém doc hai khac ciing nhu tham gia vao mang ludi
botnet: mot mang may tinh khong 16, ¢ bi nhiém malware va dung dé thyuc hién
nhitng vy tan cong mang quy md lon.

Phan mém diét virus c6 thé bao vé may tinh khoi nhitng malware dang bots nay
nhung ¢6 vai trudng hop ma rootkit duoc cai dit trudc, ngin chan phan mém diét
virus phét hién bots, nén viéc quét rootkit thuong xuyén la bién phap phong ngura
tot nhat.

9. Ransomware

Ransomware 1a mot trong nhitng céng cu kiém tién lon nhét caa hacker. Vé ban
chat, n6 ma hoa di liéu trén may tinh, yéu cau mot khoan tién chudc dé mé khda
dix lisu. Mot sb ransomware "lom"™ thi chi khdéa méy tinh (cho phép g& bo d& dang
trong ché do Safe Mode), trong khi nhitng loai nguy hiém hon s& ma hda toan bo 6
cting, chan quyeén truy cap cua nguoi ding cho dén khi ké tan cong nhan duoc tién
(thuong dudi dang Bitcoin hozc théng qua chuyén khoan an danh nhu Western
Union).

Hacker thuong de doangudi ding rang ching tim thay nhiing tai liéu pham phép
hodc dang ngd trén 6 cimg. Bé c6 thém bang ching, hacker ¢ thé sir dung
webcam chup hinh nan nhan. Chién thuat nay cua hacker c6 thé gay hoang loan,
khién nan nhan phai b tién chudc vi sg hdi va tuyét vong.

Ransomware lay nhiém vao mot may tinh theo cach thic khé gidng véi Trojan
horse, thdng qua tai file vé& va chay file. Cach khac dé ransomware lay nhiém vao
mang may tinh [a thong qua mot 16 hong ctia mang hay rootkit. Ndi chung, mot
chuong trinh chdng virus duoc cap nhat c6 thé phat hién malware dang nay trudc
khi chdng kip tac quéi.



Trong tuong lai, v6i sy phét trién va thdm nhap ngay cang sau rong cua Internet
vao cudc séng thi s6 lugng, dang malware s& ngdy cang gia ting. Du cac nha phat
hanh &ng dung, hé diéu hanh ciling thudng xuyén phét hanh cac ban va 16 hong,
dua thém cong cu dé ngian chian malware nhung chimg d6 1a chua di. Ching ta can
thuong xuyén cap nhat nhitng phién ban phan mém, hé diéu hanh mai, luyén tap
thdi quen can than khi nhap chuot, tai file, ludt net dé giam thiéu nguy co nhiém
malware.



