10 thiét 1ap Group Policy quan trong trén Windows can thuc hién ngay

Mot trong nhitng phuong phap phd bién dé cau hinh may Microsoft Windows Ia str
dung Group Policy. Pay 1a nhiing thiét Iap lién quan ti dang ky trén may tinh, cAu
hinh cac thiét 1ap bao mat va hanh vi khi van hanh may. Group Policy c6 thé mo tir
Active Directory (tur client) hoac cau hinh ngay trén may (local). May Windows
8.1 va Windows Server 2012 R2 c6 t6i hon 3.700 thiét lap cho hé diéu hanh.

Dudi day la 10 thiét Iap Group Policy quan trong ma ban can quan tam. Khong
phai chi nén ding lai ¢ 10 thiét lap nay vi mdi thiét lap hop Iy déu gilp giam rai
ro. Nhung 10 lya chon ndy s& quyét dinh hau nhur tat ca.

Néu thiét lap dung cho 10 cai tén ndy, ban s& tao ra mot moi trudng Windows an
toan hon. T4t ca déu nam trong muc Computer Configuration/Windows
Setting/Security Settings.

1. P6i tén tai khoan Local Administrator

Néu ké xau khong biét tén tai khoan admin, ho s& mat nhiéu thoi gian hon dé hack.
Doi tén tai khoan admin khong thé 1am ty dong ma ban phai tu lam.

2. V0 hiéu hoa tai khoan khach

Mot trong nhitng diéu té nhat ban lam chinh [a bat tai khoan nay. N6 trao nhiéu
quyén truy cap vao may Windows va khdng can mat khau. Rat may 1a ¢ lua chon
V0 hi€u hoa tinh nang nay mac dinh,



Thiét ldp Group Policy diing dé bdo dam an toan cho may Windows

3. V0 hiéu héa LM va NTLM v1

LM (LAN Manager) va giao thic ching thuc NTLM v1 rat dé bi tan cong. Hay
str dung NTLM v2 va Kerberos. Mic dinh, hau hét moi may Windows déu chap
nhan ca 4 giao thac. Trir phi ban ¢6 may c6 (hon 10 ndm) va chua duoc v4 thi
hiém khi lai nén ding giao thic cii. Co thé mic dinh vo hiéu héa ching.

4. V0 hiéu héa lwu trir LM

Hash mat khau LM rét dé bi chuyén sang dang plain text. Dung ¢é Windows luu
chding trén 6 dia, noi hacker c6 thé ding cdng cu dé tim ra. N6 dugc vo hiéu hoa
mac dinh.

5. P9 dai mat khiu téi thidu

Do dai mat khau cho nguoi dung binh thudng nén 1a it nhat 12 ki tu - 15 ki ty hoac
hon voi nhitng tai khoan cép cao hon. Mat khau Windows [ khéng an toan 1am
néu c6 dudi 12 ki ty. Dé an toan nhat trong thé gigi ching thuc ciia Windows thi
nén 1a 15. Nhu vay gan nhu sé d6ng moi cira sau.



Rét tiéc 14 thiét 1ap Group Policy cii chi c6 ti da 14 ki ty. Hay dung Fine-Grained
Password Policies, tuy khong dé thiét lap va cau hinh trén Windows Server 2008
R2 (va doi cii hon) nhung vi Windows Server 2012 vé sau thi rat dé.

6. Tudi the toi da cia mat khau

Mat khau tir 14 ki tu tré xudng khong nén dung lau hon 90 ngay. Thoi han mat
khau toi da midc dinh ctia Windows 1a 42 ngay, nén ban c6 thé ding s6 nay hoic
tang 1én 90 ngay néu mubn. Mot s chuyén gia an ninh cho rang ding mat khau téi
1 nam ciing khong sao néu nd c6 15 ki ty tro [én. DU vay hdy nhé 1a thoi han cang
lau thi rui ro ai d6 danh cap va dung nd dé truy cap tai khoan khac cta cing mot
nguoi [a cang cao. Ding trong thoi han ngan van tét hon.

7. Event Logs

Nhiéu nan nhan bj tin cong da c6 thé phat hién sém néu bat Event Logs va c6 thoi
quen kiém tra chiing. Hiy d¢am bao ban st dung thiét lap duoc khuyén nghi trong
cong cu Microsoft Security Compliance Manager va st dung Audit
Subcategories.

8. V0 hiéu héa diém danh SID nic danh

Security Identifiers (SID - m4 nhan dién bao mat) [a nhitng consé dugc chi dinh
cho mdi ngudi dung, nhom va déi tegng bao mat trén Windows hoic Active
Directory. O nhitng ban Windows dau tién, ngudi ding chua duoc ching thuc cé
thé truy van nhiing con sé nay dé xac dinh nguoi ding quan trong (nhu quan tri
vién) va nhom, céc hacker rét thich khai thac diéu nay. Piém danh nay c6 thé duoc
v6 hiéu héa mic dinh.

9. Ping dé tai khoan nic danh nam trong nhém mei nguoi

Thiét lap nay cuing thiét lap truéc d6 khi bi cau hinh sai s& cho phép ké nac danh
truy cap hé théng xa hon cho phép. Ca hai thiét lap déu co thé bat mac dinh (vo
hiéu hoa truy cap nac danh) tir nam 2000.

10. Bat kiém soat tai khoan ngwoi ding (User Account Control - UAC)

Ké tir Windows Vista, UAC la cong cu bao vé s6 1 khi duyét web. Tuy vay nhiéu
ngudi lai tit di do thong tin cii vé van dé tuong thich phan mém. Hau hét cac van



dé nay da khong con, nhitng gi con lai c6 thé giai quyét bang tién ich phat hién
khong tuong thich mién phi cua Microsoft. Néu vo hiéu hda UAC, ban s& gap nguy
hiém nhiéu hon trén Windows NT so vdi cac OS méi hon. UAC dugc bat mac
dinh.

Cac ban OS méi duoc thiét Idp mdc dinh diing khd nhiéu

Néu déy ban s& thay 7 trén 10 thiét lap nay da duoc cau hinh dung trén Windows
Vista, Windows Server 2008 va cac ban vé sau. Khong can lang phi thoi gian tim
hiéu ca 3.700 thiét lap Group Policy, hdy c4u hinh dtng 10 thiét lap trén 1a dugc.



