Lam thé nao dé biét c6 ai d6 da truy cap va sir dung may tinh ciaa ban?

Nhiéu ngudi dung khong c6 thoi quen dat mat khau cho may tinh caa minh, nhat Ia
khi 1am viéc ¢ vin phong. Tuy nhién diéu ndy ciing giy ra mot s6 rac rdi vi nguoi
la c6 thé truy cap trai phép méy tinh cua ban dé ly cép théng tin hoic sir dung
may tinh cta ban cho nhitng muc dichkhac.

Néu dang nghi ngd c6 ai d6 truy cap va sir dung trai phép may tinh ciia minh, ban
cO thé ap dung mot sb thu thuat dudi day dé xac nhan va khang dinh lai diéu do.

Phan 1: Trén may tinh Windows
1. Kiém tra cac hoat dong gan day (Recent Activity)

Néu cé ai d6 truy cap may tinh Windows ctia ban, chic han ho s& sir dung va thuc
hién mot sé thao tac, khi d6 ban can kiém tra xem cac hoat dong gan day trén may
tinh cua ban co gi thay doi hay khong?

Muc dau tién ma ban can kiém tra Ia cac chuong trinh gan day (Recent Program)
trén Start Menu. Click vao Start Menu, va ban sé& nhin thiy danh sé&ch tat ca cac
chuong trinh dd md gan day va ban cé thé biét dugc may tinh ciia minh c6 bi ai d6
truy cap trai phép va st dung hay khéng?

Ngoai ra khi ban di chuét qua muc Recent Items & phia bén phai Start Menu, ban
ciing s& nhin thay danh s&ch cac tap tin dd mo gan day.
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Céch phat hién nguoi la mé may tinh

Tuy nhién diém han ché cua giai phap nay I néu ngudi truy cap trai phép may tinh
ctia ban da théng minh, ho cd thé xda cac hoat dong gan day va xoda cac tap tin da
ma& gan ddy, do d6 ban kho c6 thé ma phét hién dugc may tinh caa minh c6 bi ai d6
truy cap va st dung hay khong?

2. Kiém tra Windows Event Viewer

Windows s& luu trir mot ban day du c&c lan ding nhap thanh cong cling nhu ding
nhap that bai. Ban c6 thé tan dung diém nay dé kiém tra xem c6 ai d6 d3 truy cap

may tinh cta ban hay khéng?

Dé xem céc lan ding nhap thanh cong hay that bai, ban truy cap Windows Event

Viewer.

Pé truy cap Windows Event Viewer, dau tién ban nhan to hop phim Windows +
R d¢é mé ctra s6 lénh Run, sau d6 nhap eventvwr.msc vao d6 roi nhan Enter hoic
click chon OKdé mé cira s6 Event Viewer.
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Theo d&i may tinh khi ban ving mat

Tai day ban kich dup chudt vao nit Windows Logs, sau do click chon Security. O
gitta bang danh séach ban s& nhin thay cac lan dang nhap kém theo ngay va gio
dang nhap. M3i 1an ban dang nhap, Windows s& ghi lai c4c lan ding nhép trong
khoang thoi gian trude d6 khoang 2 dén 4 phi.
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Event 4634, Microsoft Windows security auditing. x H Save All Events

Ngoai ra ban c6 thé kiém tra cu thé tai khoan da truy cap may tinh cua ban trudc d6
(truong hop néu cd nhiéu tai khoan). Bé kiém tra, ban kich dtip chudt vao lan ding
nhap cu thé, Iic nay trén man hinh s& xuat hién ctra s Event Properties. Va ban sé
nhin thay tén tai khoan nam ké bén Account Name.
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Event Properties - Event 4672, Microsoft Windows security auditing.

' General | Details

Special privileges assigned te new logon.
Subject:

Security ID: WIN-INHFBAUBV25\Administrator
R dr

WIN-INHFBAUBV25

3. Hién thj chi tiét lAn ding nhap cudi cung

Logon ID: 0x118d7a
Log Name: Security
Source: Microsoft Windows security Logged: 7/14/2016 4:51:52 AM
Event ID: 4672 Task Category: Special Logon
Level: Information Keywords: Audit Success
User: N/A Computer: WIN-INHFBAUBV25
OpCode: Info
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Giai phap cudi cung ban c6 thé nghi dén Ia thiét lap hién thi chi tiét thong tin diang
nhap khi may tinh khoi dong. Thao tac nay sé hién thi tai khoan ban sir dung trong

lin d¢ang nhap cudi cuing, du thanh cong hay that bai.

Ban s& phai chinh sira Windows Registry, do d6 trugc khi thuc hién ban nén tién

hanh tao mot ban sao uu trudc tién.



Nhan t6 hop phim Windows + R ¢é mo cira sé lénh Run, sau d6 nhap regedit vao
ctra s6 Iénh Run rdi nhan Enter hoic click chon OK dé ma Windows Registry.

Trén cira s6 Registry Editor, ban diéu huéng theo key:

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\P
olicies\System

Tiép theo kich chudt phai vao thu muc System chon New => DWORD value dé
tao mot DWORD méi va dat tén cho DWORD nay la DisplayLastLogoninfo.
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Kich dup chuot vao DisplayLastLogoninfo va thiét lap gia tri trong khung Value

Datalal.
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Tir gio bat cir khi ndo ding nhap may tinh, ban s& nhin thay thong tin chi tiét lan

dang nhap cudi cling va bat ky lan ding nhap that bai.
4. Kich hoat Logon Auditing

Lwu y: Logon Auditing chi hoat dong trén phién ban Professional cia Windows 7,

8 va Windows 10 va KHONG hoat dong trén phién ban Home.

Pé kich hoat Logon Auditing, dau tién ban ma Local Group Policy Editor. Nhan to
hop phim Windows + R ¢é md cira s6 Iénh Run, sau d6 nhap gpedit.msc vao 6

réi nhan Enter ¢é md Local Group Policy Editor.

Hozc cach khac [a nhap gpedit.msc vao khung Search trén Start Menu rdi

nhan Enter.

Tiép theo trén cira s6 Local Group Policy Editor, ban diéu hudng theo key:

Local Computer Policy => Computer Configuration => Windows Settings =>

Security Settings => Local Policies => Audit Policy
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Kich dup chudt vao thiét lap policy Audit logon events & khung bén phai dé diéu
chinh tay chon.
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Tiép theo trén cura s6 Properties, ban danh tich chon muc Successdé hién thi diang
nhap thanh cdng. Ngoai ra ban cd thé danh tich chon Failure dé hién thi lan ding
nhap that bai.
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5. Kiém tra cac file dwoc sir dung gan diy

Dé kiém tra cac file duoc st dung gan day, mo bat ky tng dung ndo ban sir dung
thuong xuyén va kiém tra tlly chon Open recent (hoic twong tu) trong menu File.
Khong phai tng dung nao ciing c6 tity chon ndy, nhung né s& hién thi cho nguoi
ding nhitng file dugc mé gan day, tim kiém nhiing file ma ban khéng nhan ra.
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Ban ciing c6 thé tim kiém céc file da duoc stra d6i vao nhitng ngay da xac dinh.
Md ctra s6 va nhap mot tir ¢6 lién quan & bén trai cira s6, sau d6 chon tly
chon Date modified va chon mot ngay trén lich xuat hién.
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Windows sau d6 sé& tim kiém tat ca cac file trong thu muc Library duoc thay doi
trong ngy d6. Ban c6 thé thuc hién tuong tu trong 6 C: nhung Windows thay doi
nhiéu file dé sir dung voi muc dich thong thuong, do d6 viéc 1am nay co thé khdng

thu duogc két qua twong tu.

6. Kiém tra lich sir trinh duyét web
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Cudi cung, ding quén kiém tra lich st trinh duyét web cua ban. N6 sé& hién thi
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danh sach tat ca cac trang web dugc mé gan day va duyét theo ngay. Nhung mot
diéu ban can luu ¥ 14 lich str duyét web c6 thé bi x6a mot cach dé dang nhung ban

hoan toan c6 thé truy tim lich st duyét web da bi xo4.



Céach tét nhat dé phong ngira ai d6 str dung may tinh cta ban 1a dit mat khau tai
khoan nguoi dung Windows. Sau d6 bat cu khi nao ban roi khoi may tinh nhung
khéng mudn tat nd, hdy nhan Windows + L d¢é khda man hinh.

Phan 2: Trén Mac

Trén may tinh s dung hé diéu hanh Mac OS, ban chi c6 thé kiém tra xem c6 ai sir
dung may tinh caa minh khi ban roi di va dang dé may ¢ ché do Sleep, nghia 1a né
chi Iwu lai céc hoat dong danh thicc may tinh tir ché d6 Sleep. Ban ¢ thé thuc hién
theo cac budc sau:

Mo hop thoai Console bang cach nhin Command + Spacebar, hoic click vao
biéu tugng Spotlight va tim kiém n6. G tir "wake"* vao thanh tim kiém, sau d6
kéo xudng phan dudi cing cua danh sach, ban s& tim thay nhiing hoat dong dang
nhap gan day nhat.
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Mot vai tha thuat don gian, nhung hiéu qua gidp ban kiém tra nhimg ngudi st
dung méy tinh cua minh khi ban khéng ¢ d6. Viéc nay khé hitu ich dé kiém soat
viéc stir dung may tinh cta con cai ban hoac cac em nhd, tuy nhién trong cac truong
hop khac ban nén dit mot mat khau cho may tinh ctia minh dé dam bao su an toan.



