Lam thé nao dé kich hoat Full-Disk Encryption trén Windows 10?

Trén hé diéu hanh Windows 10, mét s6 thi sir dung mé héa theo mic dinh, nhung
mot sb thi khéng. Trong bai viét dudi day Quan tri mang s& huéng dan ban céch
kiém tra xem bo nhé trén may tinh Windows 10 d dugc ma hoa hay chua.

Do6i khi viéc mi hoa dong mot vai tro kha quan trong, gilp ban c6 thé bao vé cac
di liéu "nhay cam" cia minh khéng bi ngudi dung khac stir dung va truy cap trai
phép.

Khong gidng nhu cac hé diéu hanh hién dai khac - macOS, Chrome OS, iOS va
Android, trén Windows 10 Microsoft van chua tich hop cong cu mi hoéa cho ngudi
ding. Néu mudn st dung ban s& phai tra mot khoan phi kha kha ¢é mua phién ban
Windows 10 Pro hoac str dung cac céng cu mé hoa cua bén thir 3.
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1. Néu may tinh ciia ban hd trg: Windows Device Encryption

Trén nhiéu dong méy tinh Windows 10 méi dugc tu dong kich hoat tinh ning c6
tén goi Device Encryption. Tinh ning nay duogc gigi thiéu va tich hop dau tién trén
Windows 8.1, va c6 mot s yéu cau cy thé vé phan cing. Khong phai tat ca may
tinh s& duoc tich hop tinh nang nay, nhung mot sé thi sé& co.

Ngoai ra con mot sb gidi han khac ban can luu y: tinh ning nay chi thuc su ma hoa
6 cua ban khi ban dang nhap Windows bang tai khoan Microsoft. Sau d6 Recovery
Key (mé& khdi phuc) cua ban sé dugc tai Ién server (may chu) cua Microsoft.



Diéu nay gilp ban c6 thé khoi phuc cac tap tin ctia minh ngay ca khi ban khdng
dang nhap may tinh. Day 1a 1i do tai sao FBI khong qué lo ling vé tinh ning nay.
Nhung tuy nhién tinh ning nay dugc khuyén cao dé ma hda cac dit liéu trén may
tinh, laptop dé bao vé céc dir liéu cua ban khoi cac "tén trom™ ma théi.

Néu dang lo ling vé NSA, ban c6 thé str dung céc giai phap ma hoa khac.

Device Encryption ciing dugc kich hoat néu ban ding nhap vao mién (domain) cua
t6 chuc (.org hay organization). Cho vi dy, ban c6 thé dang nhap vao mot mién
(domain) cua doanh nghiép, truong hoc. Recovery Key (ma khdi phuc) cua ban sé
duoc tai Ién server (may chi) ctiia mién to chic (organization domain).

Tuy nhién cach nay khéng &p dung cho may tinh "trung gian™ ma chi cé may tinh
gia nhap mién (domain) ma thdi.

Pé kiém tra xem Device Encryption dugc kich hoat hay chua, ban mé ¢ng

dung Settings, sau d6 diéu huéng dén System=> About, va tim thiét lap c6

tén Device Encryption & goc dudi cling ctra s6 About. Néu khdng nhin thay bat ky
théng tin gi vé Device Encryption tai day dong nghia voi viéc may tinh cia ban
khéng hd trg Device Encryption va tinh ning khong duoc kich hoat.
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Néu Device Encryption duoc kich hoat hozc néu ban kich hoat bang tai khoan
Microsoft ctia minh, ban s& nhin thidy mot thong béo tai do.

2. Véinguwoi dung Windows Pro: BitLocker

Néu Device Encryption khong duoc kich hoat hozc néu mudn sir dung giai phap
m& hda "manh" hon dé c6 thé ma hoa céac 6 cung di dong USB, ban c6 thé sir dung
BitLocker.

Cong cu mi hoa BitLocker cua Microsoft 1a mot phan cua Windows va dugc tich
hop trén nhiéu phién ban hién nay. Tuy nhién, Microsoft van han ché BitLocker
trén céc phién ban Professional, Enterprise, va Education cua Windows 10.

BitLocker Ia giai phap an toan nhat cho may tinh cua ban, cong cu c6 chaa Trusted
Platform Module (TPM) - dugc tich hop trén cac méy tinh hién dai. Ban c6 thé
nhanh chéng kiém tra may tinh cua minh cé Trusted Platform Module (TPM) hay



khong ngay trén Windows, hoic c6 thé kiém tra nha san xuat may tinh ciia ban néu
khéng chéc chan.

Windows thudng noi rang BitLocker yéu cau phai co TPM, nhung tuy nhién ban
c6 thé kich hoat BitLocker ma khdng can TMP bang cé&ch st dung tily chon an. Dé
lam dugc diéu ndy ban sé& phai sir dung mot 6 USB Flash lam "Startup Key" dé
khoi dong moi khi ban kich hoat tly chon nay.

Néu dang sir dung phién ban Windows 10 Pro, BitLocker dugc tich hop sin trén hé
thong, ban c6 thé tim kiém BitLocker bang cach nhap tir khda BitLocker vao
khung Searchtrén Start Menu rdi nhan Enter va sir dung BitLocker Control Panel
dé kich hoat cong cu.
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Néu khéng st dung phién ban Windows 10 Pro, ban s& phai tra mot khoan phi, roi
vao khoang 99$ dé nang cap phién ban Windows 10 Home thanh phién ban
Windows 10 Pro. Chi can mé ung dung Settings, sau d6 diéu huéng dén Update
& security =>Activation va click chon ndt Go to Store.

Ban s& phai gan quyén truy cap cho BitLocker va céc tinh ning khac co trong
phién ban Windows 10 Pro.

3. Lwa chon khac: VeraCrypt



BitLocker khdng phai 1a lya chon duy nhét, do d6 néu khdng mudn mat khoan phi
kha kha dé st dung BitLocker, ban c6 thé sir dung cac cong cu mé hoa khac dé
thay thé.

TrueCrypt Ia cong cu ma hoa c6 ma ngudon md ma ban c6 thé sir dung dé thay thé
BitLocker. Mic du dugc phét trien cach day chua lau nhung TrueCrypt c6 mot vai
diém han ché Ia cong cu khong thé ma hoa phan viing hé théng GPT va str dung
UEFI dé khai dong.

VeraCrypt ciing 1a cong cu md hda cd md nguén ma khac dugc phét trién dua trén
nén tang ma code TrueCrypt. Cong cu ndy hd trg md hda phan ving hé théng EFI
trén céc phién ban 1.18a va 1.19. Hiéu theo cach khac ndm na, VeraCrypt cho phép
ban c6 thé ma hda phan viing hé théng may tinh Windows 10 mién phi.
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Type of System Encryption

Select this option if you merely want to encrypt the system
partition or the entire system drive.

Hidden

It may happen that you are forced by somebody to decrypt the
operating system. There are many situations where you cannot
refuse to do so (for example, due to extortion). If you select
this option, you will create a hidden operating system whose
existence should be impossible to prove (provided that certain
guidelines are followed). Thus, you will not have to decrypt or
reveal the password to the hidden operating system. For a
detailed explanation, please dlick the link below.

VeraCrypt

More information




Xét vé do bao mat thi VeraCrypt tét hon TrueCrypt. Do d6 néu c6 ¥ dinh ma hoa
mot vai tap tin hoic toan bo phan viing hé thdng, Quan tri mang khuyén ban nén sir
dung VeraCrypt.



