Tim hiéu vé Linux Kernel va nhitng chirc ning chinh cia n6

Vi hon 13 triéu dong lénh, Linux kernel 1a 1 trong nhitng dy &n ma ngudn
ma rong 1on nhat trén thé gidi, nhung chinh xac ching la gi va ching 1am gi
trong hé thong?

Kernel la gi?
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Khéi niém kernel & day noi dén nhiing phan mém, tng dung & mac thap
(low-level) trong hé thong, c6 kha ning thay doi linh hoat dé phi hop Véi
phan ctng. Chung twong tac véi tat ca tng dung va hoat dong trong ché do
user mode, cho phép cac qua trinh khac — hay con goi la server, nhan thong
tin tir cac thanh phan khac qua inter-process communication (IPC).

Cac loai kernel khac nhau

Vé ban chat, co nhiéu cach dé xay dung cau trc va bién dich 1 bo kernel
nhat dinh tir dau. Nhin chung, véi hau hét cac kernel hién nay, chiing ta c6
thé chia ra 1am 3 loai: monolithic, microkernel, va hybrid. Linux st dung
kernel monolithic trong khi OS X (XNU) va Windows 7 st dung kernel
hybrid.

Microkernel

Microkernel ¢ day du cac tinh nang can thiét dé quan 1y bo vi xir ly, bo nho
va IPC. C6 rat nhiéu thir khac trong may tinh cé thé duoc nhin thay, tiép xtc
va quan ly trong ché d6 nguoi ding. Microkernel ¢ tinh linh hoat kha cao, vi
vay ban khéng phai lo lang khi thay doi 1 thiét bi nao d6, vi du nhu card man



hinh, 6 ctmg lwu trit... hodc tham chi 1a ca hé diéu hanh. Microkernel véi
nhitng théng sé lién quan footprint rat nho, twong tu véi bo nhé va dung
lrong luu trit, ching con ¢o tinh bao mat kha cao vi chi dinh rd rang nhiing
tién trinh ndo hoat dong trong ché do user mode, ma khong duoc cap quyén
nhu trong ché d6 gidm sét - supervisor mode.

Uu diém:

- Tinh linh hoat cao

- Bao mat

- Str dung it footprint cai dat va luu trix

Nhuoc diém:

- Phan ctmg d6i khi “khoé hiéu” hon théng qua hé thong driver

- Phan cting hoat dong dudi muac hiéu suat thong thudng vi cac trinh diéu
khién & trong ché do user mode

- C4c tién trinh phai cho doi dé duoc nhan thong tin

- Cé4c tién trinh khong thé truy cap téi nhitng tng dung khac ma khdng phai
cho doi

Monolithic Kernel

V&i Monolithic thi khac, ching cé chirc nang bao quat rong hon so vai
microkernel, khéng chi tham gia quan ly b6 vi xur ly, b6 nha, IRC, chung con
can thiép vao trinh diéu khién driver, tinh ning diéu phéi file hé théng, cac
giao tiép qua lai giita server... Monolithic tot hon khi truy cap téi phan cing
va da tac vu, boi vi néu 1 chuong trinh muén thu thap théng tin tir bo nhé va
c4c tién trinh khéc, chling can c6 quyén truy cap truc tiép va khéng phai cho
doi cac tac vu khac két thuc. Nhung dong thoi, chung ciing 1a nguyén nhan
gay ra su bat on vi nhiéu chuong trinh chay trong ché do supervisor mode
hon, chi can 1 sy ¢6 nho ciing khién cho ca hé thbng mét 6n dinh.

Uu diém:

- Truy cap truc tiép dén céc phan cing

- D& dang xtr ly céc tin hiéu va lién lac gitra nhiéu thanh phan véi nhau

- Néu duoc hd tro day du, hé thong phan cang s& khong can cai dat thém



driver ciing nhu phan mém khéc
- QuA trinh xtr 1y va tuong tac nhanh hon vi khong can phai cho doi

Nhuoc diém:

- Tiéu ton nhiéu footprint cai dat va luu trit

- Tinh bao mat kém hon vi tat ca déu hoat dong trong ché do giam sét -
supervisor mode

Hybrid Kernel

Khéc véi 2 loai kernel trén, Hybrid c6 kha nang chon lwa va quyét dinh
nhitng tng dung nao dugc phép chay trong ché do user hoic supervisor.
Thong thuong, nhitng tht nhu driver va file hé théng 1/0 sé& hoat dong trong
ché @6 user mode trong khi IPC va c4c gdi tin hiéu tir server dugc giit lai
trong ché do supervisor. Tinh ning nay thuc su rat cé ich vi chiing dam bao
tinh hiéu qua cua hé thdng, phan phdi va diéu chinh céng viéc phi hop, dé
quan ly.

Uu diém:

- C4c nha phat trién c6 thé chon va phan loai nhirng tng dung nao sé chay
trong ché do thich hop

- Str dung it footprint hon so vai monolithic kernel

- C6 tinh linh hoat va co dong cao nhat

Nhuoc diém:

- C6 thé bi bo lai trong qué trinh gay treo hé théng twong tu nhu véi
microkernel

- Cac trinh diéu khién thiét bi phai duoc quan Iy boi ngudi ding

Vay nhirng file Linux Kernel nay ¢ dau?

Cac file kernel nay, trong Ubuntu ching dugc luu trit tai thu muc /boot va dat
tén theo vmlinuz-version. Khi bo nhé 4o bat dau dugc phat trién dé thuc hién
cac tac vu da ludng, tién to vm s& duogc dit vao dau cac file kernel dé phan
biét kha ning hd trg cdng nghé 4o hoa. Ké tir 36, Linux kernel duoc goi 1a
vmlinux, nhung hé théng kernel nay da phat trién véi téc d6 qua nhanh, Ion



hon so vé6i dung lugng bo nhd boot chuan caa hé diéu hanh, vi vay nhiing file
kernel nay da duoc nén theo chuan zlib — va ky tu z duoc thém vao 1a do nhu
vay. Ngoai ra con 1 sb dinh dang nén thuong gap khac 1a LZMA hoic
BZIP2, nhung chiing van duoc goi chung la zImage.

Céc phién ban duoc sap xép thu ty theo dinh dang A.B.C.D, trong d6 A.B
thuong 1a 2.6, C dai dién cho phién ban, va D la ky hiéu céc ban va 15i hoic
patch:

- 1031 AB
161.2KB
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memtest86+.bin

memtest86+ multiboot.bin 163.3 KB
vmcoreinfo-2.6.35-22-generic 1.2KB

Trong thu muc /boot con ¢é rat nhiéu file quan trong khac nhu, initrd.img-
version, system.map-version, va config-version. File initrd dugc dung nhu 1
6 dia RAM d¢é giai nén va kich hoat céc file kernel thuc su, con file
system.map duogc dung dé quan ly bo nhé trudce khi kernel duoc tai day du,
va file config 1am nhiém vu thdng béo cho kernel biét nhirng lya chon hoic
module nao sé& duoc nap vao qua trinh hé théng khai dong.

CAu truc file Linux Kernel

Thuc té, Windows d c6 tat ca cac trinh diéu khién san c6 va nguoi sir dung
chi viéc kich hoat cac trinh diéu khién tuong tng dé sir dung. Va d6 ciing
chinh la nhiém vu cac module kernel Linux dam nhiém, hay con duoc goi la



loadable kernel module (LKM), rat can thiét dé giir cac chirc nang di kém véi
toan bo hé théng phan ctiing hoat dong ma khéng anh huéng dén bo nhé. 1
module thong thudng s& gan chirc ning co ban t6i cac kernel nhu diéu khién
driver, file hé théng... LKM c6 phan dudi mé rong 1a .ko va dugc luu trix
trong thu muyc /lib/modules, ngudi sir dung cd thé thiét 1ap thudc tinh tu khai
dong, cho phép tai hodc khong trong khi hé diéu hanh khoi dong, bang céach
diing lénh menuconfig, can thiép vao file /boot/config, hoic bang céach sir
dung Iénh modprobe.
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Céac module cua cac hang tha 3 thuong c6 san trén 1 sé distributor, vi du nhu
Ubuntu, hoic khong duoc tich hop sin ¢ ché do mac dinh. Cac nha phat trién
phan mém (vi du nVidia, ATl hoic cac hdng khac), khong cung cap ma
ngudn nhung ho d3 tu xay dung va bién dich cac module can thiét, sau d6
cung cap cho ngudi st dung file .ko. Va tat nhién, c6 nhiéu module hoan toan
mién phi, trong khi mot sb khéc thi khéng.

Hai 16 hong nghiém trong trong Linux Kernel

Cac nha nghién ctru bao mat da tiét 16 vé hai 16 hong nghiém trong trong
Linux Kernel, cho phép ké tan cong c6 duoc dic quyén root trén cac hé théng
Linux.

LS hong dau tién duoc phét hién boi cac nha nghién ctu tir hang bao mat
Qualys va duogc theo ddi dudi tén goi CVE-2018-14634. L5 hong nay nam
trong ham create_elf tables() cua Linux Kernel va cé thé duoc khai thac
trén cac hé thong 64 bit cua nguoi ding cuc bo, co quyén truy cap vao cac
file nhi phan SUID.



Theo cac nha nghién ciu cia Qualys, ngudi da dit tén cho 16 hong nay la
Mutagen Astronomy. L&i nay da ton tai trong Linux Kernel khoang mot thap
ky. Ban stra 16i b6a2fea39318 da dugc gigi thiéu vao ngay 19 thang 7 nim
2007. Mot ban sira 16i khac mang tén da029c11e6b1 tiép tuc duoc cong bd
vao ngay 7 thang 7 nam 2017.

Tuy nhién, thuc té 1a khong phai tat ca cac ban phan phéi Linux déu dung ban
stra 16i da029c11e6b1 cho kernel ciia minh va van con dé bi tin cong. Cac
ban phan phéi bi anh huang bai 16 hong nay bao gom Red Hat Enterprise
Linux (RHEL) 6, 7 va Red Hat Enterprise MRG 2, ciling nhu CentOS, dua
trén RHEL va Debian 8 Jessie (oldstable).

“Vén dé nay khéng anh huéng dén céc hé théng 32-bit vi chung khong ¢ du
khong gian dia chi dé khai thac 16 hong nay”, Red Hat phat biéu trong mot
cude tur van bao mat. “Cac hé thong cé bd nhé it hon 32GB rét khé bi anh
huong bai van dé nay do nhu cau bo nhd trong qué trinh khai thac”.

Red Hat c6 ké hoach khac phuc van dé nay trong ban cap nhat kernel trong
twong lai, nhung cho dén lac do, co nhitng giai phap thi cong dé bao vé cac
hé thong chéng lai viéc bi khai thac. Giai phap thay thé can phai duoc ap
dung maot 1an nira sau khi khai dong lai hé thong.

LS hong thtr hai, ¢6 tén goi la CVE-2018-17182, dugc tim thay boi Jann
Horn, mét nha nghién cau bao mat trong duy an Project Zero cia Google. L
hong nay ciing c6 thé duoc khai thac dé thuc thi code tuy ¥ dudi dang root va
anh hudng dén tat ca cac phién ban kernel ké tir 3.16.

Horn cho thay 15 hong c6 thé dugc khai thac nhu thé ndo trén cac kernel
khong duoc ciu hinh dé tang cuong bao mat, nhung canh bao rang vai nd luc
bd sung, code c6 thé kich hoat I8i ndy ngay trong sandbox: Seccomp.
Seccomp 1a sandbox cua thanh phan luu trir gVisor chinh va policy seccomp
cua Docker.

Horn phéat biéu trong mot bai ding trén blog: “Dé khién moi thtr dé dang hon,
khai thac cua t6i str dung cac giao dién kernel khac nhau, va do d6 khong chi



hoat dong tir bén trong cac sandbox nhu vay. Bac biét, no su

dung /dev/kmsg dé doc cac ban ghi dmesg va sir dung mot mang eBPF dé
spam cdng cu phan bo trang cua kernel (viéc phan bd mot trang c6 thé thay
d6i dugc) do nguoi ding kiém soat”. "Tuy nhién, mot ké tan céng san sang
dau tu thém thoi gian vao mét cudc khai thac sé tranh duoc viéc sir dung cac
giao dién nhu vay".

L6i nay duoc bao cdo cho cac nha bao tri Linux kernel vao ngay 12 thang 9
va mot ban sta 16i dugc tao ra hai ngay sau do, cuc ky nhanh so véi thoi gian
stra 161 ciia cac nha cung cap phan mém khac.

Tuy nhién, 6ng ciing chi ra mot van dé ndi tiéng trong hé sinh thai Linux,
duoc nhan manh bai 16 hong Mutagen Astronomy: Khi mét 16 hong duoc va
trong Linux kernel, diéu d6 khong c6 nghia 1 hé théng cua ngudi dung da
duoc bao Vé.

Trong thuc té, c6 thé mat mot khoang thoi gian dai cho dén khi hé théng cua
nhitng ngudi dung cudi nhan duoc ban va. D6 12 boi vi hau hét ngudi ding sir
dung maot ban phan phdi Linux cu thé va dua vao viéc nhan cac ban sira 15i
bao mat thong qua nd. Cac ban phan phdi Linux nay thuong sir dung cac
kernel 6n dinh, bao gom ca céc kernel cii hon, vi vay ching can phai cho cho
dén khi c&c nha bao tri dua ra cac ban sua 15i.

Bat ky su cham tré ndo ciing ¢ thé md ra mot canh cira cho nhitng ké tan
cong, va doi khi, giong nhu trong truong hop cua Mutagen Astronomy, mot
s6 ban va co thé khéng quan trong doi véi mot ban phan phéi o thoi diém
hién tai, lai c6 thé mang dén ¥ nghia bao mat nhiéu nim sau do.

Ban va cho 156 hong CVE-2018-17182 cua Horn d3 duoc quay tro lai cac
kernel 4.18, 4.14, 4.9 va 4.4 vao ngay 19 thang 9, 4 ngay sau khi phat hién 15
hong, va tré thanh ban va chinh thirc. Tuy nhién, khi Horn xuat ban bai dang
chi tiét cua minh trén blog, vao ngay 26 thang 9, Debian van st dung kernel
4.9 chua duoc cap nhat ké tir ngay 21 thang 8, trong khi Ubuntu 16.04
chuyén sang mét kernel chua duoc cap nhat ké tir thang 27 thang 8.



Nhu vay, cac ban d3 c6 thé hinh dung duoc sy quan trong cia kernel. Kernel
cua Linux khac han so véi Mac OS X va Windows boi trinh diéu khién driver
cling nhu cach thic quan Iy va hd tro khac. Trén day 1a 1 s6 thong tin co ban
va can thiét gilp moi ngudi ¢d thé hiéu duoc kernel 1a gi, chiing hoat dong
nhu thé ndo va tai sao ching lai can thiét nhu vay.



