M@t sé cong cu ""hack'* mién phi

Néu ban 13 nguoi wa thich tim hiéu, khdm phé vé phan mém va nhiing linh
vuc ¢d lién quan, chic chan s& phai can dén bo to hop cong cu dung dé hack.
Trong bai viét dudi day, chung toi s& gioi thiéu véi cac ban mot s6 chuong
trinh hd tro truc tuyén kha pho bién va duoc nhiéu ngudi sir dung.

1. Date Cracker 2000:

Date Cracker 2000 13 1 chwong trinh hd tro ¢6 thé gitp ngudoi ding x6a bo
ché do bao vé chuong trinh ¢6 lién quan dén thoi gian sir dung. Cach thirc
nay rat cd ich vai nhitng phan mém c6 thai han dung tht, cu thé khi tién hanh
&p dung bang Data Cracker 2000 thi trén chuong trinh d6 ctia ban sé& hién thi
thong tin nhu There are 90 days remaining in your trial period. Nhung doi
véi nhirng trng dung dugc ap dung k¥ thuat bao vé qué ky cang thi cach nay
khong thuc hién duoc.

2. Advanced Port Scanner:

Pay 14 1 tién ich nho gon, véi dung lugng vo ciing bé, toc do hoat dong
nhanh chdng véi chitc nang chinh 13 quét cac cong dang hoat dong trén hé
théng. T4t ca nhitng gi ban can lam 1a dién dia chi IP ctia may tinh can kiém
tra, chuong trinh sé& 1ap tac liét ké va hién thi cu thé nhitng théng tin trén ting
cong:



RADMIN®

remote control software
fast. secure. affordable.

SelectIP: 192 . 168 . 1 . 1 [¥]Userange 192 . 168 . 1 . 255 Scan |
[} Use group of ranges
Select ports range: default |- (default | [¥] Use default ports list
[7] Use ports ranges list
=& 192168.1.7 (Ivan-PC.lan) Ports (scanned 67 of 67, opened: 4 closed: 63)
;f @ Open ports (4)
- .@ 80 Open (www-http)
@ 135 Open (loc-srv)
. @ 139 Open (netbios-ssn)
-@ 445 Open (microsoft-ds)
=& Closed ports (63)
@ 0-79 Closed
.. @ 81 -134 Closed
.. @ 136 - 138 Closed
“..@ 140 - 444 Closed
i@ 446 - 65535 Closed
@ 192168.1.254 (dsldevicedlan) Ports (scanned 67 of 67, opened: 3 closed: 64)

Scan complete

3. Ophcrack:

Ung dung day “sic manh” nay c6 thé dé dang bé khda hoac khdi phuc bat ct
mat khau nao di voi ngudi st dung hé diéu hanh Windows. Dé tim hiéu co
ché hoat dong co ban cua Ophcrack véi cac hé diéu hanh, cac ban hay tham
khao video huéng dan mau dudi day:

4. RAR Password Cracker:

Pay chac chan 1a cong cu khong thé thiéu ddi vai bat ky ngudi sir dung nao,
véi kha nang co thé tim va bé khoa bat ky mat khau bao vé nao cua file RAR.

5. PC Activity Monitor:

Véi co ché hoat dong vo ciing nhe nhang nhung ciing rat hiéu qua, PC
Activity Monitor gan nhu khong gay ra bat ky anh hudng nao dén hé diéu
hanh, do vay rat phi hop véi nhitng mé hinh hé thdng véi s6 lugng may tinh
bat ky. Chirc ning chinh ctia PC Activity Monitor 1a giam sét va thu thap
toan bo thdng tin ciia ngudi dung trén may tinh, va tat ca nhirng thong tin dit



liéu nay déu dugc ma hoa thanh file log duy nhat, sau d6 s& dugc giri dén dia
chi email bi mat caa nguoi diéu khién da thiét lap trude do.

12:12:06 about:blank - Microsoft Internet Explorer

Edit items after opening:
ahoutblank
Events:

‘\) Left single click on edit about:blank

[E chatyahoo.com<RET=>
% Left single click on button Go

= joy1973<RET>
Passhuy123<RET>

‘v Left single click on static Favorites

Edit items before closing:
hitp:ffchatyahoo.com

6. Cain & Abel:

Néu muén khoi phuc mat khau cua cac tai khoan st dung trong hé diéu hanh
cuia Microsoft, cac ban hdy dung Cain & Abel. Dé dang bat cac goi dit liéu
duoc truyén tai qua hé thong mang, bé khda mat khau dwa vao phuwong phap
Dictionary, Brute — Force va Cryptanalysis, ghi lai cac doan hdi thoai VoIP...
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File Yiew Configure Tools Help

AW |ty REVYEBIFEFaOLBSE T O M

H Protected Storage | D Network |E9 sniffer I_g 154 Secrets | of Cracker |4 Traceroue |NEH ccou |8 wirelesd

3\ Passwords Timestamp | FTP server | Client | Usernamme | Password |
g FTP (4) 22/04/2006 - 00:40:05 192.168,1.9 192.168.1.2 snapfiles test
HTTP (1) 22/04/2006 - 00:41:04 192.168.1.9 192.168.1.2 snapfiles test
MAP (0) 22/04/2006 - 00:41:48 192.168.1.9 192.168.1.2 snapfiles kest
P POP3 (1) 22]04/2006 - 00:43:56 192.168.1.9 192.168.1,2 snapfiles test123
sk SME (1)
B Teinet (0)
E YNC (D)
7 105 (0)
SMTP (0)
NNTP (0)
MSKerbS-Preduth (0)

2 Radius-Keys (0)
€ Radius-Users (0)
# 1@

69 IKE-PSK (D)

@ MysaL ()

gﬁ SNMP (0)

Z SIP (0)

QFTP|

= Hosts | @ aPR | Routing | TN Passwords | volP |

Lost packets: 0%

7. SpyRemover Pro 3.05:

V&1 kha nang nhan dang va tiéu diét téi hon 140.000 loai chuong trinh doc

hai khac nhau, bao gdém: virus, spyware, adware, trojan... ddy chac chan l1a
cdng cu bao mat hd trg khong thé thiéu danh cho bat ky ngudi sir dung

Windows nao.



{* )SpyRemover i i =10 ]
Actions Setup Help

Search Results e
@ ' [¥] DoubleClick: Tracking cookie or cookie of tracking site A |
= C:\Documents and SettingshSong\Cookies\sona@doublecl... _—'
Search Now ' [F FastClick: Tracking cookie or cookie of tracking site A |
C:\Documents and SettingshSong\Cookies\sona®@fastclick]... _—'
@ ' [FlHitBox: Tracking cookie or cookie of tracking site File
C:\Documents and Settings\Song\Cookies\song@ehg- bl2|0 _]

Restore ' [FlHitBox: Tracking cookie or cookie of tracking site

. C:\Documents and Settings\SongCookies\song@ehg- dlg h _:’

s ! [FHitBox: Tracking cookie or cookie of tracking site At |
= C:\Documents and Settings\SonagCookies\song@hitbox[1].... j

! [Hlinvisible Keylogger Stealth: Program directory  Jiacivy
C:\Program Files\KS /"

! [F1 MediaPlex: Tracking cookie or cookie of tracking site
C:\Documents and Settmgs'\Song'\Cookles'\song@medlaple __I =

Dnline update

1) @ Remove selected items

10 problems found (291 seconds) [ 00:00 7

8. Nikto:

Pay la 1 hé théng web server ma nguoén mé - Open Source (GPL) c6 kha
nang thuc hién cac cudc kiém tra toan dién do6i voi nhiéu thanh phan hd tro
khac nhau, bao gom hon 3500 file dit liéu voi mtc d6 nguy hiém khéc nhau,
tuong thich vai hon 900 phién ban server...

9. SuperScan:

Néu muédn x6a nhitng file tam, file rac sinh ra trong qua trinh st dung hé
théng Windows, cac ban hay ding SuperScan, chi vai 1 thac tac nhan chuot
don gian, moi viéc s& duoc giai quyét nhanh chong va don gian.



== SuperScan 4.0 E]@

Scan I Host and Service Discovery] Scan Dptionsl Tools ] Windows Enumeration] About ]
~IPs
Hostname/IP ‘testmachine2 > I Start IP | EndIP | Clear Selected ‘

Start IP 35-“ 192 188 . 1 1 .>‘ 132.168.1.1 192.168.1.255 Pla A I

EndIP X|[ 192 . 168 . 1 . 255

Read IPs from file > I

192.168.1.245 ft
Hostname: [Unknowm]
UDP ports (1) 161
Total live hosts discovered 7
Total open TCP ports 0
Total open UDP ports 6 L
D
Performing hostname resolution... _ﬁ
Performing bamnmer grabs. ..
TCP bamner grabbing (0 ports)
UDP banner grabbing (6 ports)
Reporting scan results. ..
———————— Scan done --------
Discowvery scan finished: 04701706 Z23:16:47
v
b| E | | View HTML Results

00:36  [Saved log file ;Live: 7 e open: 0 ;UDP open: 6 j 1255255 done

10. Yersinia:

La 1 cdng cu phuc vu trong cac hé thdng mang, nén tang k¥ thuat viing chac
dé kiém tra, danh gia va phan tich nhitng hé théng mang 4o, qua d6 d& dang

xay dung va danh gia nhitng thanh phan can thiét khi dwa vao ap dung thuc

té.




fmpfinformati... |articulo.sxw - ... |rules_for_form... |Inbox for toma... |dtp-8021g-2.d...| /homeftomac  |[IGLIGEREERET homedtomacy.. The GIMP Black Hat Eur... | STP: Spannin...
yersinia 0,5,5 by Slay & tomac - CDP w06 —/—™ ™ M X! ™ ™ @ @
TIL DevID Platform Iface Last seen
0A zape cisco HS(2950T-24 eth0 07 Aug 20:37:53

Chaos Internetwork Operating System Software
yersinia (tn) Software (i686), Version 0,5.5, RELEASE SOFTWARE
Copyright (c) 2004-2004 by tomac & Slay, Inc.
Compiled Tue 02-Aug-2005 22:37 by someone
yersinia uptime is 30 minutes, 04 secornds

Running Hultithreading Image on
Linux 2,6,8.1 supporting:

01 console terminal(s)
02 tty terminal(s)
05 vty terminal(s)

Total Packets: 1323 CDP Packets: 361 HAC Spoofing [X]

0020 $00

11. PUTTY:

PuTTY latrong cong SSH client dé két ndi tgi chuan Nokia 9200
Communicator, phién ban hién tai cua tng dung bao gom mét sé dich vu hd
tro giao thirc SSH, bo gia lap cau 1énh Terminal va giao dién dong Iénh quen
thudc voi nguoi st dung.


https://quantrimang.com/photos/image/062011/23/hacktool--07.jpg

j_.:‘ root@star_killesberg.org: froot

utdown
d
nrabd

12. Nessus:

Véi chite nang chinh 1 ra soat dé phét hién cac 16 hong an ninh trong cac hé
théng va ang dung, tu dong kiém tra cau hinh, phat hién va khéi phuc dix
lidu, phan tich va b&o c4o cu thé vé tinh hinh bao mat hién thai. Hién tai,
Nessus duoc phan phéi tly theo yéu cau cua khach hang va quy mé cu thé
cua tirng hé thong.



g Nessus : Untitled

File Help

I Scan Report

Report: ;091031‘0? 11:05:52 PM - Default scan policy ; [Delete ] [Export... ]

B rojifilmayi, homedns. org | | a|

Scan time :

Start time :  Sat Mar 07 23:05:52 2009
Endtime : Sat Mar 07 23:23:28 2009

| Number of vulnerabilities :

Open ports : 4 =
Low 13
Medium : 3
High : 0

Information about the remote host :

Operating RICOH Printer
system :
MNetBIOS name : (unknown) |
[ Filter... ] ‘ DNS name : majifilmovi.homedns.org. v

Disconnect

13. Hping:

Pay la 1 cong cu phan tich goi dix liéu TCP/IP dua trén giao dién dong Iénh,
duoc chia theo 8 chitc niang cu thé khac nhau, khéng chi hd tro viéc gui théng
tin ICMP téi cho cé4c thanh phan yéu cau trong hé thng, Hping con hd tro
cac giao thurc khac nhu TCP, UDP, ICMP va RAW-IP,

14. coWPAtty:



Chtic nang chinh ctia cOWPALtty khi hoat dong trong bat ky hé théng nao 1a
kiém tra va dam bao do bao mat, an toan caa nhitng thanh phan duoc chia sé
d6i vai hé théng WiFi Protected Access (WPA).

1w0. 2000:

3000

15. DumpAutoComplete v0.7:

Ung dung nay c6 kha ning tim kiém phan profile mic dinh trong Firefox cua
tai khoan nguoi dung da tirng sir dung cong cu va cé tac dong dén b phan
cache AutoComplete ctaa dinh dang XML. Bén canh do, nhirng file
AutoComplete c6 thé dugc gui toi mot s6 chuong trinh dé phan tich. Diém
manh cua céng cu nay 1a hiéu duoc hau hét cach thire hoat dong cua hé théng
dua trén cac file autocomplete (vai Firefox 1.x) ciing nhu dir liéu luu trir dua
vao SQL.ite (Firefox 2.x).



