Ransomware CryptoWall 4.0 1a gi? Lam thé nao dé don sach
Ransomware CryptoWall 4.0?

CryptoWall 4.0 1a mot dang ransomware ma hoda cac tap tin, ransomware nay
s€ ma hoa cac tai li€u ca nhan ma né phat hién trén may tinh cia nan nhan
bang cach st dung key RSA-2048 (thuat toan ma hoa AES CBC 256-bit).
Sau d6 s& hién thi thong bao noi rang dé giai ma dit liéu ban can thanh toan
mot khoan tién.

Néu phat hién céc tap tin cta ban bong dung bién mat hoic bi ddi tén bang
cac ky tu ngdu nhién, chang han nhu “e9fgbb.ieOr“, “52lcvn.ifegh”
“d3uhgfds.gre8v",.... Va tat ca thu muc Documents, Pictues va Desktop c6
chira cac file HTML va file PNG c6 céc tén ngau nhién nhu
“HELP_FILE_4BAACA128.PNG*, “HELP FILE 4BAACAI128. HTML",...
Rét c6 thé may tinh cta ban d4 bi ransomware Cryptowall tin cong.

Cannot you find the files you need?
IS the content of tha files that you have watched not readable?
It &= normal becouse the files’ names, as well o= the data in your files have been encrypted.

Congratulations!!!
You have become a part of large community CryptoWall,

M yos are macing (his text 1hat means thas the scftware Crype has from your L

What is encryption?
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What do you have to do with these addresses?
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1. Virus CryptoWall 4.0 tan cong may tinh nguwoi ding nhw thé nao?



Virus CryptoWall 4.0 dugc phan phdi thong qua: cac trang web doc hai hodc
céc trang web bi hack, va no c¢6 thé truy cap may tinh cta ban thong qua viéc
khai thac bo kit tAn cong (exploit kits) sir dung cac 16 hong trén may tinh cia
ban dé cai dat Trojan ma ban khong hé hay biét.

Ngoai ra cach thuc trén, virus CryptoWall 4.0 con c6 thé truy cap may tinh
ctia ban bang cach sir dung cac email spam dinh kém hoic link dén cac trang
web doc hai. Cyber-criminals 12 email spam c6 thong tin tiéu dé gia mao, lira
ngudi ding dé ho tin rang no 1a email tir cong ty DHL hoic FedEx.

Hodc khi cai dat mot phan mém nao do, nguoi dung vo hinh cai dat thém cac
phan mém gia mao ma ho khong hé hay biét.
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Gwendolyn_Curriculum Vitae 4568
Size: 15KB

Message Gwendolyn_Curriculum Vitae 4568 (15 KB)

At ts . A
ttachment 4 Myriam_resume_8347.zip

Hello!! my name is Myriam Crellin, my resume is docfile,
Awaiting your prompt reply,

Sincerely

Myriam Crellin

2. Ransomware CryptoWall 4.0 14 gi?

Ransomware CryptoWall 4.0 nhim muc dich tdi tt ca cac phién ban
Windows, trong d6 bao gém Windows 10, Windows Vista, Windows 8 va
Windows 7. Loai Ransomware nay str dung cach ma héa céc tap tin cuia
nguoi dung kha dac biét, nd sir dung phwong phap ma hoa AES-265 va RSA
dé dam bao rﬁng nan nhan s€ khong co6 su lua chon nao khac.



Khi ransomware CryptoWall 4.0duoc cai dat trén may tinh ctia ban, n6 sé tao
ra cac tén thyc thi ngau nhién trong thu muc "%AppData" hoic thu muyc
"osLocalAppData". Thuc thi nay khai chay va bat dau quét tat ca cac 6 trén
may tinh ctua ban dé ma hoa cac tap tin dit licu.

Ransomeware CryptoWall 4.0 s& tim kiém cac tip tin c6 phan dudi mé rong
cu thé dé ma hoa. Céc tap tin nd ma hoa bao gdm cac tai liéu va cac tap tin
quan trong nhu .doc, .docx, xIs, .pdf va mot s tap tin khac. Khi cac tap tin
dugc phat hién, n6 s& thém phan dudi mé rong méi vao tén tap tin (chang han
nhu 3aweno9f.7gt8 , Ohewendfq.pSr hodc d2121rg.m4).

Mot khi cac tap tin d3 dugc ma hoa, ngudi dung s& rat kho co thé nhan biét
duogc cac tap tin nao can phai khoi phuc va khdéi phuc nhu thé nao.

Dudi day 1a danh sach céac tap tin mé rong ma ransomware nham dén:

sql, .mp4, .7z, .rar, .m4a, .wma, .avi, .wmv, .csv, .d3dbsp, .zip, .sie, .sum,
Jibank, .t13, .t12, .qdf, .gdb, .tax, .pkpass, .bc6, .bc7, .bkp, .qgic, .bkf, .sidn,
.sidd, .mddata, .itl, .itdb, .icxs, .hvpl, .hplg, .hkdb, .mdbackup, .syncdb, .gho,
.cas, .svg, .map, .wmo, .itm, .sh, .fos, .mov, .vdf, .ztmp, .sis, .sid, .ncf, .menu,
Jayout, .dmp, .blob, .esm, .vcf, .vtf, .dazip, .fpk, .mlx, .kf, .iwd, .vpk, .tor,
psk, .rim, .w3x, .fsh, .ntl, .arch00, .lvl, .snx, .cfr, .ff, .vpp_pc, .Irf, . m2,
.mcmeta, .vfsO, .mpqge, .kdb, .db0, .dba, .rofl, .hkx, .bar, .upk, .das, .iwi,
Jitemod, .asset, .forge, .Itx, .bsa, .apk, .re4, .sav, .Ibf, .slm, .bik, .epk, .rgss3a,
.pak, .big, wallet, .wotreplay, .xxx, .desc, .py, .m3u, .flv, .js, .css, .rb, .png,
Jpeg, .txt, .p7c, .p7b, .p12, .pfx, .pem, .crt, .cer, .der, .x3f, .srw, .pef, .ptx,
13d, .rw2, .rwl, .raw, .raf, .orf, .nrw, .mrwref, .mef, .erf, .kdc, .dcr, .cr2, .crw,
bay, .sr2, .srf, .arw, .3fr, .dng, .jpe, .jpg, .cdr, .indd, .ai, .eps, .pdf, .pdd, .psd,
.dbf, .mdf, .wb2, .rtf, .wpd, .dxg, .xf, .dwg, .pst, .accdb, .mdb, .pptm, .pptx,
ppt, .xIk, .xlIsh, .xIsm, .xlIsx, .xls, .wps, .docm, .docx, .doc, .odb, .odc, .odm,
.0dp, .ods, .odt

Trong qua trinh ma hoa céac tap tin cua ban, ransomware CryptoWall 4.0 con
tao ra cac file van ban HELP_ YOUR FILES.TXT

va HELP_YOUR_FILES.HTML trong mdi thu muc c6 chira cac tap tin da bi
ma hoa va trén man hinh Desktop Windows. Loai ransomware nay cling thay
d6i hinh nén man hinh Desktop Windows thanh HELP_ YOUR_FILES.PNG.

Céc tap tin ndy nam trong mdi thu muc c6 chtra cac tap tin dd duoc ma hoa
cling nhu trong thu muc Startup, thu muc c6 chtra cac chuong trinh tuy dong



hién thi khi nguoi dung dang nhap. Va cac tap tin nay sé chira cac thong tin
lam thé nao dé truy cédp cac trang web thanh toan va nhan lai cac tap tin cua
ban.

Céc trang thanh toan tién bao gom:
3wzn5p2yiumh7akj.partnersinvestpayto.com,
3wzn5p2yiumh7akj.marketcryptopartners.com,
3wzn5p2yiumh7akj.forkinvestpay.com,
3wzn5p2yiumh7akj.effectwaytopay.com, va 3wzn5p2yiumh7akj.onion.



e

Your files are encrypted.
To get the key to decrypt files you have to pay 700 USD. if payment is not made before I the cost of decrypting
files will ncrease 2 times and will be 1400 USD/EUR

Prior to increaﬁ' the amount left;

Your system: Windows 7 (84)  First connect 1P ||| G

o | Femen] 20 | oncnpe e or 4 | S

We are present a special software - CryptoWall Decrypter - which is allow to decrypt and retum control to all your encrypted files.
How to buy CryptoWall decrypter?

Obitcoin

1. You should register Bitcon wallet (click here

2. Purchasing Bitcoins - Although it's not yet easy to buy bitcoins, it's getting simpler every day.
Here are our recommendations:

o LocalBitcomns com (WU) - Buy Bitcoins with Western Union

* Coincafe.com - Recommended for fast, simple service. Payment Methods: Western Union, Bank of
America,Cash by FedEx, Moneygram, Money Order. In NYC: Bitcoin ATM, In Person

e LocaiBitcons com - Sevice allows you to search for people in your community willing to sell bitcoins to you directly.

* picdirect ey - THE BEST FOR EUROPE

* coinmr.com - Another fast way to buy bitcoins

* bguick co - Buy Bitcoins Instantly for Cash

o How To Buy Bitcoins - An intemational directory of bitcoin exchanges.

e Cash into Coins - Bicoin for cash,

* Coinlar - CoinJar allows direct bitcoin purchases on their site.

® anxpro.com

* batylicious com

e ZipZap - ZipZap is a global cash payment network enabling consumers to pay for digital currency.

3. Send 1.56 BTC to Bitcoin address:  1PoebUiRSpAHSSIcOECQIPCLACHPAGH M
4. Enter the Transaction 1D and select amount:
[ |56 87C = 700 USD | E

Note; Transaction |0 - you can find in detailed info about transaction you made.
(example 44214efca56e103938600D929c40034119327c4210715c13e23a08 114¢40112)

5. Please check the payment information and click "PAY™.

| PAY J

Your sent drafts

Your payments not found

0 valid drafts are put, the total amount of 0 USD/EUR. The residue is 700 USD/EUR.

—



3. May tinh ciia ban c6 dang bi virus Cryptowall 4.0 tan cong?

If you browse the instructions in TXT format (if you have instruction in HTML [(the file that has an icon of your Internet browser) then for the sake of
simphicity it 15 better to run it):
1. Losk at the agdrezz number 1 (0 thiz zase « ¢ [ TN H
2. Selectit with the mouse curser helcing the BN mouse batton and Mosing the curses 1o the ront
e [he Iesll rmoase utlon and peess b nighl one
4. in the menu that appears sele 0py" '
5. Run your Intemet tromger [if you 4o not knew what itis run the Int2ret Explorer). g

e Draivesen (11 a8 B plitcrs whiesces he ale clifressss os anllen | y

6. hivee Ihe srouse cursoe W e aciress by

7. Cick the rght mousze buttor n the fiekd where the ske acdrass 15 wottan

8. In tha menu that appears s2lect the button “ingen’. :

9. [t schireesy st sppen hese :

10. Fress ENTER. ;

11. The site must 10ad: If it dees not l0ad. repeat the same instructions wih the address number 2 &d 52 on Ul the final address if 1@ing.

It 1o s0me reason the site Gocs not 09en chack i CORNETIION 16 the INfemct: If the 342 sl doas Not opan 53¢ tha INGITUCicns on OmIttng e point about varkng ath
the addreseas in the HTHIL ang PNG nistructions.

if you browse the instructions in HTNL format:

diess mimben 3 inibhs case il =

1. Gl thes bt o

2. Ip 3 NEWw tab or WGV of Your el Drewser tne sk must kad; # £ 0ocs not kad, repeat the same Instruciions with the agdress number 2 and 2o o until the fnal :
acdrass.

IF for somres easen the sale gors 1ol ooest chck e cannechon o e inlesnet ol e sle SOl doss nal apa2nsse the ediachons oo omibng Be poml about varken ailh

the addros535 In 1ho PNG Instauctions

iz bt an e

it you browse the Instructions In PNG fermat:
v your antivius geleted instructions 2 in the TXT and HTHL format for your comfartanie work and most importantly for h2lpts
Tesire Aoress i

2. 7ry to enter the addness of your page manualy &

1. We ara very sorry but unforiunas
e lies

om 3 plaure, good luck and paticace for you

B e e e e e e e e e e R e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e
2 Unfortunately. thase skas are temporary because the antivinus companies are nterested that vou cannot resicre vour fies but continue to buy thelr
produss

Loilke them we ars ready 0 hel you alass

If the tempcorary 3425 are not avadsbie and you reed our help

fyea 6 net Know whal X & nan the Intemet Explecer)

Run va el brawsar

Enker or o
Viak for the she ioadng

1.

2. e the: cdoress mlo the acdiess bar Dlips

3.

4. On the site vou vill te offered 1o download TerDyowser, domnboad and run it, foliow the instalEtion instructions, wai uatil tha instaliaticn iz completed
5.

8.

sy bl en vour brawssr and press ENTER

Run far-gravwssr
Connect with the buticn Conned: (if you us2 the Englsh varshn;.
T.ANer mitialzation & nomal intarnet browsar wincow will 2& cpenad
8. Type o copy the aderess

8. 1 Jur xome: resasun the le s nol locsndg a5t @ smoment @l iy sgaan

i this brows2r address bar.

If you have any problems during inszaliation or sparation of TorBrowsar, plka

g Broaserandows® As el yoo wil see i lanreg oo an DcBnosse: ns

vish Wit youtute com and type reguast n the 2arch tar “nstall tor

o1 Ard ojiesaliin

B o e e e e e e e e e e e e e e e e W R R e e e e e e e e e e e R R e e e R e e e e e e e e e e e e e e e e e W

If TOR address was unavatlable fora long time (2.3 days) it means you were iate: on Jverage you have about 2 weeks 3fter rexding the instructions to restore
yourtiss,

Néu mdy tinh ctia ban bi ransomware CryptoWall 4.0 tdn cong, trén man hinh
s& hién thi hinh nén HELP_YOUR_FILES.PNG che toan bo man hinh
Desktop. Va mdt tap tin van ban sé hién thi trén man hinh Desktop. Cac tap
tin ndy c6 chira phan hudng dan cac nan nhan cach lam thé nao dé khoi phuc
cac tap tin da bi ma hoa.

Va trén man hinh s& hién thi théng bao kém theo thong diép:



Cannot you find the files you need? Is the content of the files that you have
watched not readable? It is normal because the files’ names, as well as the
data in your files have been encrypted. Congratulations!!! You have become
a part of large community of CryptoWall . If you are reading this text that
means that the software CryptoWall has removed from your computer.

What is encryption? Encryption is a reversible transformation of information
in order to connect it from unauthorised persons but providing at the same
time access to it for authorised users. To become an authorised user and make
the process truly reversible i.e to be able to decrypt your files you need to
have a special private key. In addition to the private key you need the
decryption software with which you can decrypt your files and return
everything in its place. | almost understood but what do | have to do? The
first thing you should do is to read the instructions to the end. Your files have
been encrypted with the CryptoWall software; the instructions that you find
in folders with encrypted files are not viruses, they are you helpers. After
reading this text 100% of people turn to a search engine with the word
CryptoWall where you’ll find a lot of thoughts, advice and instructions.
Think logically — we are the ones who closed the lock on your files and we
are the only ones who have this mysterious key to open them. Any of your
attempts to restore you files with the third-party tools can be fatal for
encrypted files. The fact that changing data within the encrypted files (as
100% of software to restore files do this, except the special decryption
software) you break damage to the files and it will be impossible to decrypt
the files. This is the same as to collect a mosaic when some mosaics items
were lost, broken or not put in its place — the picture will not emerge, the
software to restore the files will not be able to lay down the picture, and ruin
it completely and irreversibly. Use the software to restore files can ruin your
files forever, only through your fault. Remember that any intervention of the
extraneous software to restore files encrypted with the CryptoWall software
may be the point on no return. In case if these simple rules are violated we
will not be able to help you, and we will not try because you have been
warned. For your attention the software to decrypt the files (as well as the
private key that come fitted with it) is a paid product. After purchasing the
software package you can: 1.Decrypt all your files. 2. Work with your
documents. 3. View your photos and other media content. 4. Continue your
habitual and comfortable work at the computer. If you are aware whole
Importance and criticality of the situation, then we suggest you go directly to



your personal page where you will be given final instructions, as well as
guarantees to restore your files.

What do you have to do with these addresses? If you browse the instructions
in TXT format (if you have instructions in HTML (the file that has an icon of
your Internet browser) then for the sake of simplicity it is better to run it).
Additional information: Instructions to restore your files are only in the
folders where you have encrypted files. For your convenience the instructions
are made in three files formats — html, txt and png. Unfortunately, antivirus
companies cannot protect and moreover restore your files but they make
things worse removing the instructions to restore encrypted files. The
instructions are not malware, they have informative nature only, so any
claims on the absence of any instructions files you can send to your antivirus
company. CryptoWall Project is not malicious and is not intended to harm a
person and his/her information data. This project is conducted for the sole
purpose of instruction in the field of information security, as well as
certification of antivirus products for their suitability for data protection.
Together we make the Internet a better and safer place. If you oversee this
text in the Internet and understand that something is wrong with your files
and you have no instructions to restore files, contact your antivirus support.
Remember that the worst has already happened and now the further life of
your files depends directly in your determination and speed of your actions.

4. Lam thé nao dé "don sach" ransomware Cryptowall v4.0 trén hé
thong ciia ban?

Pé "don sach" ransomware Cryptowall v4.0 trén h¢ théng cua minh, ban thuc
hién theo cac budc duoi day:

Buéc 1: Khéi dong may tinh é ché o Safe Mode with Networking

Budc dau tién 12 khoi dong may tinh caa ban ¢ ché do Safe Mode with
Networking dé ngan virus Cryptowall dang chay trén hé thong. Dé lam duoc
diéu nay:

- Trén Windows 7, Vista va Windows XP:

1. Pong tat ca cac chuong trinh dang mé va khéi dong lai may tinh cua
ban.



2. Trong qua trinh khoi dong, nhan phim F8 trudc khi xuat hién logo
Windows.

3. Luc nay trén man hinh xuat hién cira s6 Windows Advanced Options
Menu, st dung phim miii tén dé chon tly chon Safe Mode with
Networking roi nhan Enter.

If you browse the instructions in TXT format [if you have instruction in HTML [the file that has an icon of your Internet browser) then for the <ake of
simphicity 1225 better to run 1t):
1. Look at the agdrezz numbar 1 (n thiz 2ase 1 [
2. Selectit with the mouse curser helging the 2Nt mouse batton and Mosing the cursee 1o the raht
3. Heesises I lell onoases fastlon and p
: 4. In the menu that appears select
3 $. Rua your Intemet troager (it you 4o not kncw what itis run the Int2rmet Explorer).

v il ones

6. hivee Ihe srouse cursoe > viese Ihe ales achidres
7. Chck the right mouse buttor n the Nk where the sRe acdrass Is wittan
button “incen”.
A 9. It :-.nl::u-.-;_l'u.sl appiesn e

10. Fress ENTER.
11. Tha cite must load: if it dees not load. repeat the same inSiructions with the addrezs number 2 and 52 on Ul the final address if falling.

It for some reason he site Goes not ooen chack e Zonnestnn 1o the Intemct: I the ste st do2s nat 2pan so¢ the Instructions on omittng
the addrescas in the HTRIL and NG nisiructions.

@ point abaut viarkng ‘atth

if you browse the instructions in HTAIL format:

frass mimben 3 lin b cass il &

2ad; £ K oocs not kad, repeat
acdrass.

IF fr somres reasn the sale dors 1ol pies check e canneschon o e inlesnst ol e sle Shidoss nal apen sse b nediachons oo omibng e poml abaut varke ailh

he 23dnes5es In th PNG Instaactions.

1. Clek ties betlar
2. In 3 new tab ar wingow ¢f your

sxee buttan on b s

weh Qrewser the she must

¢ Instruciions with the agdress number Z and 2o ¢n untl the nal

if you browse the Instructions In PNG farmat:

1. e are very sorry but unforivnaialy yeur sntivinus celated instructions files in the TXT and HTHL format f2r your comfarianle work and most impartantiy for halp 1o

12 s

FRSIURE AO0PSs 10 W

2. 7ry to enter the @ddness of your page manualy from 3 plivre, good luck and paticace for you

O e e e e e e e e e A e e e e e R e e e e e A e R e e e e e e e A e e e e e e e e e e e e e e e e e e e e e

: Unfortunately. thase skas ar2 temporary because the antivinus compantes are nterested that vou canot resione veur fies but conthue to buy thelr :
' produss |
1 Lalke them we ars ready 10 help you akays |
1 Ifthe temperary stes are not avadabie and you reed our help: |
I 1 Run ye el brows2r (if yea ¢ Enoe whal X & nan the Intémmet Exple !
: 2. Enker g e 1he doress mlo the acdiess bar ntl A0 1 arg 21 vour brawsar and press ENTER :
§ 3. Wiakforihe she ioadng I
1 4. On the site vou vill te offered 1o download TerBrowser, dornioad and run i, foliow the instalation instructions, wai uatil tha instaliaticn is completed 1
b 5. Run Tar-Hravessr i
T §. Connect with the buticn Conness i you use the Englsh varshn;. )
| T.Amef islzatien & nomma :
' i this brows2r address bar. |
i Wl Dy sgan I
1 1
: you have any probiems durng insallation or oparation of TorBrawsar, pleas2, vish witw.youtute com and type reguast n the s2arch bar “nstall tor :
p Broasesandows® As el oo vl see s iy aen an Doekoase: ns Lot Ard oiesaiiin i
I )

If TOR address waz unavatlable fora long time (2.3 days) it means you were iate: on average you have about 2 weeks 3fter rexding the instructions to restore
yourfiss,

- Trén Windows 8 va Windows 8.1:



2
A

1. Nhan t6 hop phim Windows + R dé mé cira s6 1énh Run.

2. Trén cira s6 1énh Run, ban nhap msconfig vao d6 roi nhan Enter dé mé cira
s6 System Configuration.

If you browse the instructions in TXT format (if you have instruction in HTML [(the file that has an icon of your Internet browser) then for the sake of
simphicity it 15 better to run it):

: 1. ook at the agdrezz number 1 (0 thiz zase « ¢ [ T
: 2. Selectit with the mouse curser helcing the BN mouse button and Mosing the curses 1o the ront
3. Heesinse The lesll rnoases tatlosn and [ Ihe gl one :
4. In the menu that appears 5¢ Copy”
3 5. Rua your Intemet bromeer [if you 4o not knew what itis rua the Int2rmet Sxplorer).
: 6. hNivee lhe sronse cursee W the e Ivassn (11 s e o wtiee [he aled ichiiress s anillen | :
7. Chck the nght mouse buttor 0 the fiekd whors the SR acdrass Is wittan
: 8. In the menu that ap L
: 9. [k sdiirees st appean these :
: 10. Fress ENTER. ;
11. Tha site mwust I0ad: If it dces not load. repeat the same insiructions win the address number 2 a1d 52 on umil the final address if falling.
{1t 1or some reason the Ste 603 16t 09en chack ME SORMESION 16 the INTEMEE: I the 348 SHI 025 NOt 3pan 52¢ tha INGITUCHICNS 67 OTIEN e Foht abaus Vrkng aith
the addresces in the HTRIL ang PNG nistructions.

If you browse the instructions in HTNIL formar:
1. Clek e Bl monsces Batton on (b aatdisss mimben 3 lin b cass d &

2. Ip 3 NEWw tab or WGV ¢F Your el Drewser tne sk must kad; # £ 0ocs not kad, repest

1sruciions with the acdrass number Z and 2o on until the nal

acdrass.
I S sorres tesasen The sale ors 1ot ooes chick e connecion (o e inteenst ol e ole il cdoss nal apen sse e nstiachcns oo omibng e pomnl abaut worke «ilh
: 1he addresses In the PNG Instauctions.

it you browse the Instructions In PNG fermat:
¢ your antivius geleted instructions files in the TXT and HT ML format for your comfartadle work and most impartantly for h2lp o

1. 'We ara very sorfy but unforivna

1 i

PRSI AO0PSs 10 W

2. 7ry to enter the addness of your page manualy from 3 pliure, good luck and paticace for you

O e e e e e e e e e e e e e e e R e e e e e e e e e e e R e e A e e e e e e e e e e e e e e e e e e e e e

Unfortunately. thase skas ar2 temporary becaus
produss
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3. Tai day ban click chon tab Boot, sau d6 danh tich chon Safe Boot va
Network.



G System Configuration

' General | Boot | Services | Startup | Tools ‘

Advanced options... Set as default Delete
Boot options Timeout:
: [¥]safe boot ["INo GUI boot 30 seconds
() Minimal []Bootlog
() Alternate shell []Base video
() Active Directory repair []os boot information [ ]Make all boot settings
 PEEE C - permanent
: (@) Network »
OK b . Cancel - Apply Help

4. Click chon OK r6i khoi dong lai may tinh caa ban.
Luuy:

Pé khoi dong may tinh Windows cua ban & ché d6 binh thuong (Normal
Mode) mét lan nira ban thuc hién cac bude twong tu sau d6 bo tich muc Safe
Boot di 1a xong.

Bwéc 2: Tim va don sach Cryptowall bang RogueKiller

RogueKiller 1a mot trong nhitng chuong trinh chdng cac phan mém doc hai
(malware) hiéu qua. Chuong trinh c6 thé phat hién, ngan chan va g& bo cac
phan mém doc hai (malware) ndi chung va ca rootkits, rogues, worms,...

1. Tai RogueKiller vé may va cai dat.

Luuy:



Tai phién ban x86 hoac x64 phu hop vai phién ban hé diéu hanh caa ban.
Muén biét phién ban hé diéu hanh ban dang sir dung, kich chudt phai vao
biéu twong Computer, chon Properties va tim kiém tai muc System Type.

2. Kich dap chuét dé chay RogueKiller.
3. Click chon Accept dé dong y véi cac diéu khoan, cai dat chuong trinh.

4. Budc tiép theo la click chon Scan dé quét cac phan mém doc hai trén may
tinh va trén cong startup.

G System Configuration

' General | Boot | Services | Startup | Tools .

Advanced options... Set as default Delete
Boot options Timeout:
: [V]safe boot ‘ ["INo GUI boot 30 seconds
() Minimal []Bootlog
() Alternate shell []Base video
() Active Directory repair []0s boot information [ ]Make all boot settings
A - permanent
: (@) Network
oK b . Cancel ‘ Apply ' Help

5. Cho cho dén khi qué trinh quét hoan tat, click chon thé Registry, chon tat
ca cac muc chara cac phan mém doc hai dugce tim thay roi click
chon Delete d¢ loai bo tat ca cac muc nay di.
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6. Pong RogueKiller lai va thuc hién cac budc tiép theo.

Bwéc 3: Sir dung MalwareBytes Anti-Malware dé loai bé malware
Cryptowall

Tai Malwarebytes Anti-Malware Premium vé may va cai dit.
Luuy:

Trén cira sO cai dat cudi ciing, bo tich muc Enable free Trial of Malwarebytes
Anti-Malware PRO dé st dung phién ban MalwareBytes Anti-Malware mién
phi.
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Completing the Malwarebytes
Anti-Malware Setup Wizard

Setup has finished installing Malwarebytes Anti-Malware on
¥ your computer. The application may be launched by selecting
*  the installed icons.

Click Finish to exit Setup.

--------------------------------------------------

--------------------------------------------------

[¥] Launch Malwarebytes Anti-Malware

Quét va lam sach may tinh cia ban véi Malwarebytes Anti-Malware:

1. Chay Malwarebytes Anti-Malware va cho phép chuong trinh update (cap
nhat) phién ban mai nhat (néu can).

2. Sau khi qua trinh cap nhat két thac, click chon nat Scan Now dé bat dau
qué trinh quét hé théng caa ban, loai bo malware va cac chuong trinh khong
mong mudn.



&% Mabwarebytes Anti-Mahware (Free) 2041028 = won |

License: © Mawarebytes Anti-Malware (Free) Sy Preman
Database Verson: v v2015.04.17.04

Scan Progress: v Not Running

ReakTime Protection: € Avatable with Malarebytes Anti-Malware Premium

Scan Now »
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Learn More

3. Chd cho dén khi qua trinh quét hé thong két thuc. Khi qué trinh quét hoan
tat, click chon Quarantine All dé loai bo cac mdi nguy hai duoc tim thay.
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Malwarebytes

0 Choose an action for the detected items!

View detaded log »

Type
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4. Sau khi qua trinh két thuc, tién hanh khoi dong lai may tinh caa ban dé
hoan tat qué trinh.
’Q‘ Malwarebytes Anti-Malware @:

All selected items have been removed successfully. A log file has been saved to
the logs folder.

Your computer needs to be restarted to complete the removal process.
Would you like to restart now?

Yes L No

Buwéc 4: Quét hé thong bang Eset Online Scanner

1. Chay Eset Online Scanner. Néu ban sir dung trinh duyét khéac chtr khong

phai trinh duyét Internet Explorer, click chon Eset Smart Installer dé tai
chuong trinh vé may va cai dit.



2. Chap nhan cac diéu khoan rdi click chon Start.

3. Chd ESET Online Scanner tai cac “thanh phan" can thiét, sau d6 tién hanh:
. Danh tich chon Enable detection of potentially unwanted applications.
. Danh tich chon tat ca cac tly chon tai muc “advanced settings”.

. Click chon nut Start dé quét va loai bo virus ciing nhu cac chuong
trinh doc hai trén may tinh cua ban.

4. Chd cho dén khi ESET online scanner loai b tat ca cac méi nguy hai ma
cong cu phat hién trén hé thong cua ban.



