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MO PAU

1. Nén tang va muc dich

Mang khéng ddy WLAN 802.11 hién dugc ap dung trong rat nhiéu linh vurc
b6i nhimg vu thé ndi tréi ciia nd cd voi mang LAN hitu tuyén: nguoi dung cé thé di
chuyén trong pham vi cho phép, ¢ thé trién khai mang & nhitng noi ma mang hiru
tuyén khong thé trién khai dugc. Tuy nhién, khac voi mang co day truyén thong,
mang khong ddy WLAN 802.11 st dung kénh truyén song dién tir, va do d6 dit ra
nhiéu thach thic trong vi¢c xay dung dac ta va trién khai thyc té mang nay. Mot
trong nhirng thach thirc d6 va ciing 12 van dé nong hoi hién nay 1a vin dé an ninh

cho mang.

Pi c6 nhiéu giai phap an ninh ra doi nham 4p dung cho mang WLAN, trong
d6 chuan 802.11i duge dic ta voi tham vong mang lai kha ndng an toan cao cho
mang WLAN. Tuy vdy, viéc hd tro cic phan ctng cii cong v6i viée dic ta cho phép
cac nha san xudt phan cing duoc quyét dinh mot s thanh phan khi san xuit khién
cho cac mang 802.11i khi trién khai khong nhiing khong déng nhat ma con cé
nhitng rii ro an ninh riéng. Bén canh d6, viéc bo qua tiéu chi tinh sin sang khi xay
dung dic ta an ninh cho 802.11 khién cho mang nay khong chdng lai dugc kiéu tan

cong tu chdi dich vu.

Do do, myc dich cta luan van nay la nghién ctru, phan tich dac diém an ninh
cua mang WLAN 802.11 trén céc ti€u chi: tinh bi mat, tinh toan ven, xac thuc hai
chiéu va tinh sin sang. Trén co so do, dé xuit mot mo hinh mang WLAN an toan
v6i kha ning phong chéng kiéu tdn céng DoS va kha ning dam bao an ninh cao dwa
trén viéc xac dinh cu thé cac phuong phap dugc ap dung tai ting budc trong mod

hinh hoat dong cua mang nay.

2. C4u trac cda luén van

Ngoai phén m& dau va két luan, nodi dung cua luan van dugc bd cuc nhu sau:
Chuong 1: trinh bay cac kién thtc téng quan vé mang khong day va dic biét 1a
mang WLAN sir dung chuan IEEE 802.11 dé tir d6 c6 duoc cai nhin bao quéat vé

cach thuc hoat dong ciia mang.



Chuong 2: di sau nghién clru cac gidi phap an ninh dp dung cho mang 802.11 dua
trén hai khia canh: dam bao an toan dir li€u va toan ven dit liéu. Bén canh viéc cung
cip tong quat vé qua trinh phat trién ciing nhu cai tién cta cac phuong phép,

chuong nay ciing chi ra nhimg rai ro an ninh phd bién déi v6i mang WLAN.

Chuong 3: trinh bay va gidi thi€u cac phuong phap xac thyc dugc 4p dung trong
mang WLAN véi muc dich tap trung vao phuong phép xac thuc dua trén 802.1X dé
c6 thé thdy duoc qua trinh xac thuc va truyén khoa bi mat giita cac bén trong qua
trinh nay.

Chuong 4: nghién ctru, phén tich tinh chit sin sing di v6i mang WLAN ma cu thé
1a voi giao thirc an ninh méi nhat 802.11i dé c6 duoc cai nhin toan ven vé cac van
dé an ninh d6i v6i mang WLAN. Tur d6, dé xuat mot md hinh mang WLAN v&i

nhiing cai tién va stra do1 dé dap ung dugc cac yéu cau ve an ninh cho mang nay

Cubi cung 1 phan phu luc va tai liéu tham khao.



CHUONG 1. TONG QUAN MANG WLAN 802.11

Su phat trién va gia ting cua cac thiét bj di dong nhu may tinh xach tay
(laptop), thiét bi trg gitip ca nhan (PDA), ... da khong nhing mé rong pham vi hoat
dong vat Iy ma con lam gia tang tinh di dong cta linh vuc dién toan. Ciing nhu vay,
mang may tinh ngay nay khong chi bod hep trong linh vuc ky thuit ma da vuon ra
moi linh vuc cua cudc séng. Didu tit yéu d& thiy 13 can c6 mot cong nghé thoa mén
dugc ca hai nhu cAu: mang va tinh di déng. Cong nghé mang khong day duoc

nghién ctru va ra doi nhim khic phuc nhimg han ché do.

1.1. Phan loai mang khéng day
1.1.1. Khai niém

Cong nghé khong day hiéu theo nghia don gian nhat 13 cong nghé cho phép
cac thiét bi giao tiép voi nhau ma khong can sir dung dén day dan. Phuong tién
truyén dan ¢ ddy chinh 1a song dién tir truyén qua khong khi.

Mang khong diy vé co ban 1a mang dong vai trd phuong tién van chuyén

thong tin giita cac thiét bj va mang c6 day truyén théng (mang xi nghiép, Internet)

[2].

1.1.2. Phan loai
Mang khong day chu yéu duoc phan thanh 3 loai dya vao pham vi hoat dong
cua chung:
* WWAN (Wireless Wide Area Network) — Mang khong day dién rong
La mang str dung cac cong nghé khong day phu séng dién rong nhu: 2G, 3G,
GPRS, CDPD, GSM, ... Vung phu song cua cong nghé nay dat tir vai trdm
mét td1 vai kilomét.
= WLAN (Wireless Local Area Network) — Mang khong day cuc bo
La mang str dung cac cong nghé khong day nhu: IEEE 802.11, HyperLan, ...
Pham vi pha song cia mang nay nam trong khoang duéi 200 mét.
= WPAN (Wireless Personal Area Network) — Mang khong ddy ca nhan
La mang st dung cic cong nghé nhu: Bluetooth, Song hdng ngoai (IR-
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InfraRed) v&i pham vi pht song nhé hon 10 mét.

No6i dung cta chuong nay va xuyén sudt toan bd luan vin s& tip trung vao
mang khong day cuc b0 WLAN st dung cong nghé IEEE 802.11 cua Vién Cong
nghiép dién va dién trt My (IEEE).

1.2. Chuan IEEE 802.11

Chuan IEEE 802.11 (hay goi tit 1a chuan 802.11) 1a mot thanh phan cua ho
IEEE 802 — mot tap hop cac dic td cho cong nghé mang cuc bo. Xuit phat diém
chuin nay dugc IEEE dua ra vao nam 1987 nhu mdt phén cta chuin IEEE 802.4
voi tén goi IEEE 802.4L. Nam 1990, nhom lam vi¢e cia 802.4L da duoc ddi tén
thanh Uy ban dy an WLAN IEEE 802.11 nham tao ra mot chuan 802 doc 1ap. Puoc
chap thuan vao ngay 26 thang 6 nam 1997, dén nay chuan 802.11 da c6 tdi 16 dic ta

da dugc phé duyét cling nhu dang dugc hoan thi¢n (xem Phu luc 1).

Céc dic ta cua tap chuin IEEE 802 tap trung vao hai ting thap nhét trong mo
hinh tham chiéu OSI 14 tang lién két dir liéu va tang vat Iy. Chuan 802.2 dic ta 16p
lién két dir liéu chung LLC (DPiéu khién lién két 16gic) duoc sir dung bai cac 16p bén
dudi thuéc moi cong nghé LAN nham tao tinh tuwong thich giita ching ciing nhu
cung cap cai nhin trong sudt tir cic tang bén trén (tir ting Ung dung cho ti tang
Mang). Bén canh do, tit ca cac mang 802 déu c6 mot ting con MAC (tang con Piéu

khién truy cap thiét bi) va tng vat Iy (PHY) riéng trong do:

= Tang con MAC (thudc ting Lién két dir liéu) 1a mot tap cac ludt xac dinh

cach thirc truy cép thiét bi phan ctng va g dir liéu.

= Tang Vat Iy (PHY) dam nhiém chi tiét viéc giri va nhan dit liéu bang thiét bi

phan cung.
s02 || 8o - “Data link layer
““f‘”:“ pkagement] 802.2 Logical link contral [LLC) LLC sublayer
an
anchitectare 802.3 2025 s02.11
8023 B02.5
MAC MAC 802.11 MAC MAC sublayer

8023 || sozs || so211 || soz || so2ma || so21m || so211g .
PHY oy | | rssey | | osssemr | [ orompiy | [iwosssen| | eropwy | PRYsicallaver

Hinh 1-1. Quan hé giita tdp chudn IEEE 802 va mé hinh tham chiéu OSI
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Nhu vay, thuc chit chuin 802.11 1a mot tap hop cac dac ta cho hai thanh ph?m:
tang con MAC va tang Vat Iy. Chiing ta s& di xem xét chi tiét hai thanh phan nay ¢

cac phan tiép theo.

1.2.1. Tang vat ly
Tang vat 1y trong chuin 802.11 dam nhiém viéc giri va nhan dir lidu trén céac
thiét bi phan cting khong day str dung dngten va song radio truyén trong khong khi.

Chuan 802.11 st dung hai dai tan s6 radio phuc vu cho viéc truyén/ giri thong tin:
= Dai tan 2,4 + 2,5 GHz (hay con goi 1 dai tan ISM)
= Dai tin ~5GHz (hay con goi 1a dai tin UNII)

Vé mit logic, ting vat 1y dugc chia ra lam hai 16p con: 16p Thu tuc hoi tu ting
vat Iy (PLCP) va 16p Phu thudc thiét bi vat Iy (PMD). Lop con PLCP dong vai trd
keo gan két giita cac frame tir ting MAC va viéc truyén song radio qua khong khi.
Moi MAC frame giri di va dén s& duoc chuyén téi 16p PLCP. Lép PMD thuc hién
viéc gtri moi bit dir liéu n6 nhan tr 16p PLCP vao khong khi thong qua ang ten.

05! Layer 2: Data Link MAC
g PLCP
I}SlLa]reH:Physim ;.
i PMD

Hinh 1-2. Kién triic logic tang vit 1y
Vé mat vat 1y, vao thoi diém méi ra doi (1997), chuan 802.11 co s da dic ta
ba coéng nghé danh cho ting vat 1y: Trai phd nhay tan (FHSS), Trai phd truc tiép
(DSSS) va cong nghé séng hong ngoai (IR). Tinh dén nay, di c6 thém 3 cong nghé
dugc phé chuan cho ting vat Iy bao gdm: Trai pho truc tiép téc do cao (HR/DSSS)
— chuan 802.11b, Ghép kénh phén chia theo tan sd truyc giao (OFDM) — chuan
802.11a va Tang vat Iy toc d6 mo rong (ERP) — chuan 802.11g.



Cac Khoing Cong £ an A 2o A Dai tin
P . A X Toc d) truyén Dai tan
chuan | cach hoat | ngh¢ tang (Mbps) ISM (GHz) UNII
802.11 | dong (m) | vatly P (GHz)
802.11 50-100 | DSSS, 1,2 2,4 —2,48
FHSS,
Diffuse IR
802.11a 50-100 | ODFM 6,9,12,18,24,36,48,54 5,15-5,25
5,25-5,35
5,72-5.87
802.11b 50-100 | DSSS 1,2,5.5,11 2,4 —-2,48
802.11g 50-100 | DSSS, 6,9,12,18,24,36,48,54 | 2,4—-248
ODFM

Hinh 1-3. Pdc diém chinh cia cac chudn 802.11

1.2.1.1. Céng nghé Trai phé nhay tan

Cong nghé trai phd nhay tan (FHSS) ciing gidng nhu tén goi cua nd, thuc hién
viéc thay doi (“nhay”) tan sd v6i miu nhay (hopping pattern) xac dinh theo toc do
duogc thiét dat. FHSS phan chia dai tan sb tir 2402 dén 2480 MHz thanh 79 kénh
khong chong 1én nhau, mdi kénh c6 do rong IMHz. S6 kénh ciing nhuw miu nhay
dugc quy dinh khac nhau & mot s6 nude, thong thudng 1a 79 kénh (4p dung & My va
nhiéu nude chau Au) [1]. M&t b6 tao sb gia ngﬁu nhién dugc s dung dé sinh chudi
tan s& mudn “nhay to1”. Mién 14 tt ca céac tram déu st dung cung mot bd tao ) gia
ngﬁu nhién giéng nhau, va duoc déng bod hoa tai cung mdt thoi diém, tan sd duoc
“nhay” t6i cua tit ca cac tram s& giébng nhau. Mdi tan sé duoc sir dung trong mot
khoang thoi gian goi 1a “dwell time”. DAy 1a mot tham sb c6 thé diéu chinh nhung
thudng nhé hon 400 ms. Viéc sinh ngdu nhién chudi tan s cia FHSS cung cip mot
cach dé dinh vi phd trong dai tan ISM. N6 ciing cung cip mdt cach dé dam bao an
ninh du it 6i vi néu ké tn cong khong biét duoc chudi budc nhay hodc dwell time
thi s& khong thé nghe 1én duoc duong truyén. Doi v6i khoang cach xa, ¢o thé ¢ van
dé giam am thi FHSS 1a mét lya chon tot dé chéng lai diéu d6. FHSS cling giam
giao thoa song, do d6 phd bién khi dung cho lién két giita cac toa nha. Nhuoc diém

ctia nd 1a dai thong thap, chi dat tir 1 dén 2 Mbps.




|

Frequency
shot

L L 1 1

D = Pud R e WM O Sl OO

T T T T T L

Time slot
Hinh 1-4. Trdi phé nhay tan véi mdu nhay {2,4,6,8)

1.2.1.2. Cong nghé Trai phé trwc tiép va Trai phé truc tiép toc dod cao

Trai pho truc tiép (DSSS) 1a mot cong nghé cho phép truyén tin hiéu trén mot
dai tan s6 rong hon. Dit liéu duoc truyén qua cac kénh c6 do rong 30MHz véi gidi
han chi cho phép 3 kénh khéng chong nhau trong dai tan 2.4GHz. Khi méi ra doi,
cong nghé nay chi hd tro toc d6 1-2 Mbps gidng nhu FHSS. Tuy nhién, dén nim
1999, cong nghé nay da duoc cai tién véi tbe do ting 1én 5,5-11Mbps (cai tén toe do
cao — High Rate - dugc st dung dé phan biét v6i cong nghé dau tién) va duoc sir
dung trong chuan 802.11b. Co ché lam viéc co ban cta cong nghé DSSS 1a trai
(spreader) ning luong tin hiéu 1én mot dai tan rong hon dé truyén tai tot hon, sau d6
bén nhan sé& thuc hién cac xir Iy trong quan (correlation processes) dé thu dugc tin
hiéu ban déu.

Original signal Transmitted signal Recorrelated signal
Amplitude Amplitude Amphtude

Spreader Correlation

| Frrqurm; | fi rmurm'; | Irmum:]r
Hinh 1-5. Ky thuat DSSS co ban

Viéc bién diéu truc tiép duoc thuc hién bang cach dwa chudi chipping vao
dong dir liéu. Cuy thé 1a: bit dir liéu ban dau duoc XOR véi “chipping code” (hay
con goi 1a hé s6 trai phd). Két qua, bit dit liéu ban dau duoc phan thanh nhiéu “bit
con” (dugc goi 1a cac “chip””) — nhu hinh v& bén dudi. Mbi chip dugc biéu dién boi
1 hodc 0. T4t ca cac chip ndy sau d6 duoc truyén di qua dai tan s6 16n hon rat nhiéu
so v6i dai tan sb cua ludng dir liéu gdc. Phia nhan (véi cing ma “chipping code”
nhu vay), khi nhan duoc chudi chip, thyc hién gidi ma dé léy ra dit liéu ban dau: néu
chudi ma hoa giéng chudi chipping thi bit d6 c6 gia tri 1, nguoc lai c6 gia tri 0. Qué

-7 -



trinh chipping st dung chudi chipping c6 d6 dai 11bit duoc biéu dién nhu sau:

Data Spreading ) Encoded data i Correlation
*?” —--—h-Mun‘Lr.'a}—-.\-—h- 01001000111 —--—i-.'rfudm'uj'—-r-—h- J:
LU add 10110111000 subtract i 0
Spreading Spreading
tode § i tode
1011aT11000 10010711000

Hinh 1-6. Qua trinh chipping

Trong DSSS, $6 chip dugc sir dung dé truyén 1 bit dugc goi 1a hé s6 trai phé
(trong hinh 1-6, hé sd trai pho 1a 11). Hé sé trai pho 16n s& dam bao kha ning thu
duogc dir liéu gbc nhung doi hoi dai tan 16n va chudi chipping 16n hon. Co thé coi
qua trinh “chipping” 1a mdt dang md hoa nham ting tinh an toan cua dir liéu trén
dudng truyén. Mot ké nghe 1én phai tim ra dugc dai tan duoc str dung dé truyén tin

va ma “chipping code” méi c6 thé 1y ra duoc thong tin thuc.

1.2.1.3. Cdng nghé Ghép kénh phan chia theo tan sé truc giao

Dai tan 2.4GHz (con duoc goi 1a dai tan ISM), dugc dua ra nham muc dich
phuc vu cho cong nghiép, khoa hoc va y té. Do vy cac mang khong diy hoat dong
& dai tan nay dé bi nhiéu tir cac thiét bi khong phai thanh phan 802.11, nghia l1a
thong luong mang s& bi han ché. Tir nguyén do d6, nhom chuan hoa 802.11 véi
mong mudn ning cao téc do dir liéu di ra dwa chudn ting vét 1y st dung dai tan
khong cdp phép 5GHz (chuin 802.11a). Chuan 802.11a hoat dong dya trén cong
nghé Ghép kénh phan chia theo tan sb truc giao (OFDM).

Y tuéng chinh trong cong nghé OFDM la viéc chia lugng dir liéu trudc khi
phat di thanh N ludng dit liéu song song cé tdc d6 thap hon va phat mdi ludng dit
ligu do6 trén mot séng mang con khac nhau. Cac song mang nay la truc giao vdi
nhau, diéu nay dugc thuc hi¢n béng cach chon dd din cach tan sb gitra chung mot
cach hop 1y. Truc giao c6 nghia 13 tan sb trung tim ctia mot séng mang con nhat
dinh sé& roi ding vao cic diém bing 0 cia cac song mang con khac. OFDM tao ra
ludi theo thot gian va tan s6. Mdi hinh chit nhat 12 mét kénh doc 1ap va cé thé cép
cho nhiing nguo1 st dung khac nhau. Str dung céc tan sd truc giao s€ tranh duogc su

anh hudng lan nhau gitta cac song mang con khac nhau khi sap x&p vi tri cac song
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mang v&i mat do 1én trong mién tan s6 do do6 s€ dat dugc hi€u qua quang pho cao.

[4]

TrespeenCy OF D Syl
4 v
‘ Subcarrier BV
v
» }
k J = fime
- .

Symbsol ime (T5)
Hinh 1-7. Ky thuat OFDM

Trong chuin 802.11a, dai tan hoat dong dugc chia thanh 8 cac kénh con khong
chéng nhau, mdi kénh c6 c6 do rong 20MHz. MOdi kénh con chira 52 song mang
con, trong d6 48 song mang duogc sir dung dé truyén dir lidu. Dit liéu dugc truyén di
dugc chira trong cac séong mang con. Cac kénh sau d6 dugc st dung dé truyén dir
liéu mot cach ddng thoi. Do dic tinh tric giao, thong lugng truyén dir liéu tong hop
clia tat ca cac kénh ting 1én (cac song truc giao khong anh hudng 1én nhau), thong

luong 1y thuyét ctia chuan 802.11a dat téi 54Mbps.

1.2.1.4. Cong nghé Tang vat ly téc dé mé réng

Khi dugc img dung vao thuc té, chuén 802.11b t6 ra vuot trdi hon 802.11a boi
gi4 thanh ré, cong nghé dé ap dung vao viéc san xuat phan ctng. Tuy nhién, thong
luong dat duoc cua chuan 802.11a khién viéc nghién ctru mé rong 802.11b tiép tuc
dugc mo rong. Va chuan 802.11g di ra doi, cho phép co duoc théng luong 1én téi
54Mbps, dong thoi c6 kha ning twong thich nguoc voi cac thiét bi 802.11b dang

duoc st dung rat phé bién.

Thuc chit, 802.11g khong st dung céng nghé tang vat 1y ndo méi. Cac dic ta
tang vat 1y cta 802.11g duoc dua trén cac cong nghé di c6 sin DSSS, OFDM voéi
cac stra doi can thiét va duoc dit tén 1a Téng vat ly Tbc do mé rong (ERP) dé phan
biét v&i cac cong nghé gde. Cac dic ta ERP trong 802.11g c6 thé ké dén bao gom:

» ERP-DSSS va ERP-CCK: dugc dic ta dé hd trg tuong thirc nguoc voi chuin
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802.11b, hd tro téc d6 11Mbps.

= ERP-OFDM: day 1a ché d6 hoat dong chinh cta 802.11g. O dic ta nay, ting
vat 1y st dung cong nghé OFDM trén dai tan 2.4GHz. N6 ciing cung cap
thong luong gidng nhu chuin 802.11a: 6, 9, 12, 18, 24, 36, 48, 54Mbps.

»  DSSS-OFDM: 14 co ché lai, thyc hién viéc ma hoa g01 tin st dung doan mao
dau (header) ciia DSSS va st dung OFDM dé ma hoa dir liéu can gui di.
Nguyén do 1a dé dam bao tinh tuwong thich ngugc. Mic du, phan than duoc
ma hdéa béi OFDM va khong sit dung dugc cho 802.11b nhung thong tin
trong phan mao dau c6 thé cung cap thong tin trong qua trinh truyén tai va
xtr Iy gbi tin. La co ché tuy chon, khong bit budc 4p dung, DSSS-OFDM

khong dugc trién khai rong rai.

Bang viéc st dung dai tin nho xap xi 2 lan so voi 802.11a, cac thiét bi
802.11g cho phép pham vi phii song rong hon ma vin dam bao toc d6 ngang ngira

v61 802.11a.

1.2.1.5. Céng nghé séng hong ngoai

Chuan 802.11 ban dau ciing dic ta song hong ngoai (IR) 900nm nhu mot moi
truong vat 1y riéng r& phuc vu muc dich truyén dan thong tin. Dir liéu duoc truyén
di v6i toe d6 1-2 Mbps str dung k¥ thuat bién diéu vi tri 16 xung (PPM) — c6 nghia
1a 4 bit dir liéu dugc ma hoa thanh 16 bit trude khi truyén. Loi diém cia ting vat 1y
loai nay 14 n6 1am viéc tét trong moi truong c6 nhidu, khi cac thiét bi khong day
(may vi song, thiét bi y té, ...) phat ra cing tan s radio. Tuy nhién, pham vi hoat
dong gidi han tir 10-20 mét cong voi yéu cau dudng két ndi khong bi ngin can
(song hong ngoai truyén theo duong thang va dé bi can boi cac chuéng ngai vat) da
khién cho cong nghé nay khong duoc p dung rong rai trong cong nghiép va thuong

mai.

1.2.2. Tang con MAC
Trong dic ta chuan 802.11, ting con MAC déng vai tro then chdt bai né thuc
hién viéc diéu khién viéc truyén dir liéu nguoi ding va tuong tac v6i mang hiru

tuyén. La moét thanh phén cta ho chuan 802, dic ta cho téng MAC trong chuin

-10 -



802.11 khong tach biét mot cach rd rét. Tang MAC trong chuan 802.11 ciing sir
dung co ché da truy cdp c6 phat hién séng mang (CSMA) gidbng nhu chuin
Ethernet. Ciing nhu vay, 802.11 sir dung mé hinh truy cip phan tan, khong c6 diém
quan 1y tap trung. Co nghia 13 cac tram str dung cung mot cach thire dé truy cap vao
mdi trudng truyén dan. Tuy nhién, do su phirc tap ctia méi truong khong ddy, ting

MAC trong chuan 802.11 c6 nhimng dic th can luu y.

Truyén dan soéng dién tir trong moi trudng khong khi, dic biét khi dai tan sb st
dung thudc dai ISM, cac thiét bi 802.11 can phai chép nhan dugc nhiéu gay ra tu
cac thiét bi khac (cac thiét bi cing loai hay khéac loai) va lam viéc duoc. Do do,
802.11 st dung giao thirc trao doi khung tin (FEP — Frame Exchange Protocol) dé
diéu khién viéc truyén khung tin nham loai b6 cac van dé c6 thé xay ra khi truyén

dir li€u trong moi trudng truyén dan chia sé va khong tin cay nay.

1.2.2.1. Bién nhan khung tin

FEP duoc trién khai dong thoi & cc tram va diém truy cap dé dam bao tinh tin
cdy cho qué trinh truyén dan. Theo d6, moi khung tin duoc giri di déu phai duoc
bién nhén boi phia nhan trong mot khoang thdi gian hé thdng goi 1a NAV (Network

Allocation Vector).

LY 1 Y

Time é

Franme

ALK

Hinh 1-8. Bién nhdn tich cuc trong qud trinh truyén dir liéu
Chudi hanh dong dugc mo ta trong hinh 1-8 duoc goi 1a mot thao tac nguyén
tir. Mic du trong thao tic nguyén tir con c6 thém nhiéu budc khac, nd van duoc coi
13 mot thao tac khong thé phan chia. Piéu d6 c6 nghia 13 moi budc trong thao tac
nguyén tir phai duoc hoan thanh, néu khong thao tac s& bi coi 1a that bai hay khung

tin duoc coi 1a giri di bi 15i.
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1.2.2.2. Cac ham diéu phéi (Coordination Functions)

a. Viin dé tram an (hidden station)

Trong chuan 802.11, cac nut chi ¢6 thé truyén thong duoc v6i nhau néu chung
nam trong ving phu séng ciia nhau. Cac nit nam ngoai ving phu séng duogc coi 1a
khong nhin thiy dugc (invisible). Van dé tram an xay ra khi hai nat & bén ngoai
pham vi hoat dong cta nhau (nGt 1 va nat 3) truyén dit liéu tai cung mot thoi diém
t6d1 mat nut thir ba (¢ trong pham vi hoat dong cua hai nut kia - & day 1a nat 2). Do
hai nat nay & ngoai pham vi hoat dong cua nhau nén khong thé “cam nhan” duoc

tinh hudng nay. Xung dot s& xay ra tai niit 2 (hinh 1-9).

Area reachable Area reachable
bynode 1 by node 3
1 2 3

Hinh 1-9. Van dé tram an
Tac dong cua van dé tram 4n 1a ca nGt 1 hodc nat 3 khong thé do tim duoc
xung dot do chung ¢ ngoai pham vi hoat dong cua nhau. Viéc thiéu ACK cho mdi
khung tin s& lam cho hai nut gia thiét rang khung tin bi mat vi mot vai 1y do nao do.
Két qua 1a cé hai s& truyén lai khung tin cta ching cho t&i khi thanh cong.
FEP ciing duoc stir dung dé giai quyét vin dé tram an hay 1a xung d6t khung
tin. Dé giai quyét vin dé nay, FEP cung c4p hai ham diéu phbi:
= DCF (ham diéu phdi phan tan) — khong st dung bat ctr diéu khién tap trung
nao (& khia canh nay, cach giai quyét trong tu nhu Ethernet)
» PCF (ham diéu phéi diém) — stir dung mdt tram co s& dé diéu khién tit ca cac
hoat dong trong té bao (cell) ctia no.
Tt ca cac cai dat déu yéu cau phai hd tro DCF nhung PCF 14 tiiy chon.
b. Ham diéu phéi phan tin (DCF)
Ham diéu phdi phan tan (DCF — Distributed Co-ordination Function) vé co
ban 12 co ché da truy cAp cam nhdn séng mang tranh xung dot hay con goi 1a
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CSMA/CA (Carrier Sense Multiple Access with Collision Avoidance). Giao thirc
CSMA lam viéc nhu sau: Khi mdt tram mudn truyén tin, tram phai cdm nhan kénh
truyén. Néu kénh truyén 1a ban (vi du c6 mot tram khac dang truyén tin), tram s&
cho trong mot khoang thdi gian. Sau d6 néu kénh truyén dugc cam nhén 1a rdi, khi
d6 tram duoc phép truyén tin. Nhimg giao thirc nhu vay 1a hiéu qua khi kénh truyén
khong phai tai luu lugng qua 16n. Tuy nhién xung dot ludn cé thé xay ra vi cac tram
déu cung cam nhan kénh truyén 1a rdi va quyét dinh truyén tin tai cing mot thoi
diém. Chinh vi vay trong Ethernet dd st dung CSMA két hop vé6i viéc do tim xung
dot (Collision Detection - CD). Do tim xung dot 1a mot y twong t6t ddi voi mang
LAN hitu tuyén, tuy nhién khong thé str dung k¥ thut nay trong méi truong khong
day do hai ly do chinh sau:

= Trién khai k¥ thuat do tim xung dot doi hoi séng vo tuyén phai c6 kha ning
truyén song cong (full duplex) — nhan va truyén tin tai cing mot thoi diém.

Piéu nay lam cho gi4 thanh san pham tang;

= Trong méi trudng khong day, khong thé gia thiét ring tit ca cac tram déu
nghe thiy nhau — day 1a gia thiét co ban trong chién luge do tim xung dot.
Ngoai ra khi mgt tram mubn truyén tin va cam nhan kénh truyén 1a roi, diéu
d6 khong c6 nghia 1a kénh truyén 1a rdi xung quanh khu vuc ciia tram nhan

tin.

Pé khic phuc nhitng van dé nay, chuan 802.11 st dung k¥ thuét tranh xung
dot (Collision Avoidance - CA) cung véi chién luoc bién nhan tich cuc (Phan
1.2.2.1) nhu sau (hinh 1-10): Tram muén truyén tin cam nhan kénh truyén. Néu
kénh truyén duoc cam nhan 13 ban, nd s& chd. Néu kénh truyén 1a rdi trong mat
khoang thoi gian xac dinh (duoc goi la DIFS — Distributed Inter Frame Space), tram
dugc phép truyén tin. Bén nhan khi nhan dwgc khung tin s& thuc hién thuét toan
CRC dé do tim 161, sau d6 doi trong mot khoang thdi gian dugc goi 13 SIES (Short
InterFrame Space) (SIFS < DIFS) va gii khung tin bién nhan (ACK). ACK sé
khong duoc gii di néu khung tin do tram ngudn giri bi 18i hodc bi mat trén dudng
truyén. Néu bén giri khong nhin duoc ACK, né s& gia thiét c6 xung dot (hodc

khung tin giri di bi 151) va lap ké hoach truyén lai.
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Hinh 1-10. Co ché CSMA/CA
Khi bén nhan gia thiét khung tin bi 16i (hodc c6 xung dot), nd s€ cho thém mot
khoang thoi gian 1a EIFS (Extended InterFrame Space). Néu khong nhan dugc
khung tin ACK sau khoang thoi gian nay, bén gui sé& tiép tuc truyén lai khung tin da

giri trude d6 cho toi khi thanh céng hodc t6i khi cac ting trén hiy no.

Pé lam giam xac suét xung dot, 802.11 str dung k¥ thuat back-off: Khi tram S
mudn truyén tin di cam nhén thdy kénh truyén dang ban, n6 s& cho cho dén khi két
thiic khoang thoi gian DIFS. Tai thoi diém két thic DIFS, tram S khai tao mot bd
dém (goi 12 back-off timer) bang cach chon mot khoang thoi gian ngiu nhién (back-
off interval) dé 1ap lich cho viéc truyén tin ciia no. B6 dém sé& giam trong thoi gian
kénh truyén duoc cam nhan 13 rdi, dimg lai khi c6 phat hién thay kénh truyén dang
truyén tin va duoc kich hoat lai khi kénh truyén duoc cam nhan 13 roi trong mot
khoang thoi gian 16n hon DIFS. Khi bo dém bang 0, tram duoc phép truyén tin. O
day DCF st dung k¥ thuat back-off ham mi hai theo khe thoi gian. Thoi gian theo
sau DIFS duogc goi 1a ctra s6 back-off (Back-off Window/Contention Window). Ctra
s6 nay duoc phan chia thanh khe thoi gian (Slot Time'), d6 dai mdi khe tuy thudc
vao tang vat 1y — tang vat 1y toc do cao sir dung cac khe thoi gian ngan hon. Céc
tram s& chon 1y mot khe bat ky, va cho dén thoi diém bat dau khe d6 dé truyén tin.
Tai thoi diém thir truyén tin 1an dau tien, CW = CW .. Gia tri CW dugc tang 1én

— 2k+1-1

sau mdi lan thir truyén tin lai (CW; — 1, trong d6 i 13 s6 1an thir truyén tin —

tinh ca lan dang xét, k 12 hing s6 xac dinh gia tri CW i), tO1 gié tri toi da 1d CW pay.

' Mot khe thoi gian twong duong voi thoi gian can thiét dé bit ky tram nao ciing do tim dwogc viée truyén tin
cua bat cir tram nao khac.
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Gia tri cu thé cia CW,;, va CWax phu thudc vao tung kiéu téng vat 1y, vi du néu
tang vat 1y 1a FHSS thi CW i, = 16 khe va CW,n, = 1024 khe. Khi cira sd back-off
dat t&1 gia tri tdi da, no s& gilr nguyén va s¢ dugc dua vé gia tri tdi thiéu CW,;, khi

khung tin dugc truyén thanh cong hodc bi huy boi ting trén.

Viéc cam nhén kénh truyén nhu trén 14 cam nhan vat Iy kénh truyén (physical
carrier sense), chirc ning cam nhan do ting vat 1y cung cap. Tuy nhién, trong nhiéu
truong hop cam nhan vat 1y kénh truyén khong cung cip du cac thong tin can thiét,
vi du nhu van dé tram an. Do do, trong chuén 802.11 con hd trg modt chién luge cam

nhan sdng mang 4o dugc cung cip boi NAV (Network Allocation Vector).

Phan 16n cac khung tin 802.11 ¢c6 mot truong “duration”, dugc dung dé dé
danh kénh truyén trong mot khoang thoi gian ¢6 dinh. NAV 1a mét bo dinh thoi
(timer) cho biét kénh truyén dugc dé danh trong thoi gian bao 1au. Cac tram thiét
lap gia tri NAV bang thoi gian chung mudn st dung kénh truyén — 1a khoang thoi
gian can dé truyén di tat ca cac frame can thiét dé hoan thanh hanh dong hién tai.
Céac tram khéc s& thuc hién dém nguoc tu gia tri NAV té1 0. Khi NAV khac 0, chire
ning cam nhan séng mang ao cho biét kénh truyén 1a ban, khi NAV duoc giam t6i

0, chirc nang cdm nhén s6ng mang 4o cho biét kénh truyén 1a roi.

Vé6i NAV, co ché cam nhin séng mang 4o (hay con goi 13 RTS/CTS) duogc

thuc hién nhu sau:

Sau khi gianh duoc quyén truy cép kénh truyén, trude khi bat dau truyén tin,
tram phai gii di mot khung tin yéu cau giri RTS (Request To Send) t6i tram nhén
dé thong bao vé viée truyén tin sip t6i. Phia nhan s& tra 10i lai khung tin RTS bang
khung tin CTS (clear to send) dé cho biét da san sang nhan tin. Ca RTS va CTS déu
chtra d6 dai du kién cua viée truyén tin (thoi gian truyén khung tin va ACK). Tat ca
céc tram khi nhan duoc RTS hodc CTS sé thiét 1ap chi s6 cam nhan song mang ao
ctia nd hay con goi 1a NAV bang khoang thoi gian du kién truyén tin. Thong tin nay

s€ duogc st dung cung véi cam nhan vat Iy kénh truyén khi cdm nhén kénh truyén.
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Hinh 1-11. CSMA/CA voi cam nhdn song mang ao.

Co ché nay giai quyét dugc vin dé tram an vi tat ca cac tram & trong pham vi
hoat dong cua tram gui hodc tram nhan déu biét dugc kénh truyén s€ dugc su dung
cho viéc truyén tin hién tai trong bao 1au, dam bao duogc réng khong mot nlt nao cé
thé 1am dimg qua trinh truyén tin cho dén khi nat nhan di giri ACK cho nat gui.
Tuy nhién, do st dung RTS va CTS nén tong phi truyén tin ting, xuat hién duéi
dang do tré trude khi dir liéu thuc duoc truyén di. Vi vay truyén di mot goi dir liéu
16n ¢6 loi hon 13 giri nhidu géi dit liéu nho. Chuan IEEE 802.11con dinh nghia mot
tham sb goi 1a ngudng RTS cho phép cic khung tin nhé dugc truyén di khong cin

qua trinh trao d6i RTS/CTS.

c. Ham diéu ph6'i diém (Point Co-ordination Function)

PCF 12 mot chién luoc tiy chon hd tro cho qua trinh DCF. Né cung cap mot
co ché cam nhan song mang 4o thong qua chic niang bo phiéu (poll) va dap tra
(response) ciia FEP. PCF sir dung PIFS (Priority Interframe Space) dé gan cho diém
truy cap quyén diéu khién moéi trudng truyén dan thay vi cac tram st dung DIFS dé
xac dinh quyén truy cAp méi truong. Cac tram tham gia dugc phép giri mot khung
tin dap tra cho khung tin poll cia diém truy cip nham muc dich cdp nhat gia tri
NAV ciia ching. Dé c6 thé cung cap dich vu cho cac tram tham gia khong sir dung

PCF, diém truy cap thay thé PIFS bang DIFS.

Nhu vay, trong chién luoc PCF can phai c6 mdt diém truy cap dong vai tro
nhu mot tram diéu phdi BSS/ESS. Piéu niy c6 nghia 1a khong thé sir dung chién
lugc nay khi cic nit mang hoat dong & ché d6 ad-hoc (IBSS).

1.2.2.3. C4u tric khung tin

Céc khung tin ting MAC dugc sir dung trong qua trinh truyén tin bao gdm:
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khung tin quan 1y (management frame), khung tin diéu khién (control frame) va
khung tin dir liéu. Cac khung tin nay c6 cing mdt trudng goi 1a trudng diéu khién

khung tin (Frame control field) c6 d¢ dai 16 bit dugc mo ta trong hinh v€ bén dudi.

bytes 2 2 [ & ] 2 6 0-2312 4
L] T T T T T T T T T T T T T T T T T T T T T T T T
Frame |Duration/|  Address 1 Address 2 Address 3 Seq- Address 4 Frame FCS
Control | 1D ol Body
bits b, 2 4 i 1= 1 1—1—1___1 I
] Ti ; ' ' ' To D5 | From | More | Retry | Pwr | More |Protected) Order
At jpces R B b5 | Frag Mgmt| Data | Frame
0,1 |y 34 5 6 Tl ln|lnjuln] w6

Hinh 1-12. Truong diéu khién khung tin
1.2.3. Kién tric mang

1.2.3.1. Cac thanh phan ctia mang
Mang WLAN 802.11 bao gém bén thanh phan vat 1y chinh dugc mo ta trong
hinh 1-13 bén dudi [1]:

Distribution

Wirefess
Lo medium
Y
| Access j ))
point
Station

Hinh 1-13. Cdc thanh phan cia mang WLAN 802.11

a. Cdac tram (Stations)
Mang khong day dugc xdy dung dé truyén thong tin giita cac tram. Céc tram
thue chét 1a cac thiét bi dién toan c6 gin giao dién mang khong ddy. Cac tram nay

c6 thé 1a ¢d dinh hodc di dong.

b. Piém truy cdp (Access Point)

DPiém truy cap thuc cht 1a mot thiét bi phén cung ¢ dinh thuc hién chuc nang
cau ndi gitra mang khong diy va c6 day (hitu tuyén), thuc hién viéc chuyén tiép gbi
tin cho cac tram khong diy. Vung phu song cua diém truy cip cho phép cac tram

tham gia trao d6i thong tin.

c. Phwong tién truyén dén khéng day (Wireless Medium)

Pé truyén thong tin giita cdc tram v6i nhau, chuan 802.11 quy dinh sir dung
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phuong tién truyén din khong ddy. Nhu & trén di trinh bay, chuan 802.11 quy dinh
bdn cong nghé ting vat Iy chinh 1am phuong tién truyén dan khong day.

d. Hé thong phan phoi (Distribution System)

Khi nhiéu diém truy cip duoc két ndi v6i nhau dé tao ra ving phua séng rong
hon, chung can lién lac v&i nhau dé theo doi su di chuyén cua cac tram di dong. H¢
théng phan phdi 1a thanh phan logic ctia chuan 802.11 duoc sir dung dé truyén céc
khung tin t6i dung dich. Chuan 802.11 khong quy dinh mét cong nghé cu thé nao
cho hé thdng phan phdi. Tuy nhién, trong phan 16n céc thiét bj thwong mai, hé thong
phan phdi 1a sy két hop gitta mot thiét bi cau ndi (brigde) va mang dudng truc

(mang hitu tuyén) dé chuyén tiép cac khung tin gitta cac diém truy cap.

|

—{——

Backbone network

Hf!ref ess meﬂrum

Station Station Station
A B C

Hinh 1-14. Mé hinh logic hé thong phéin phéi dwoc sir dung phé bién
Mang WLAN 802.11 theo kién tric co so ha tang mang (infrastructure mode)
bao gdm hai kién tric con: Tap dich vu co ban (BSS-Basic Service Set), va Tap

dich vu mé rong (ESS-Extended Service Set) .
7 TAS

i & lDlslrlbutlnn System
g7 (m

%\I ﬁ /’H STA4

STA1 ;
BTAZ
STA3
BSS1 BSS2

Hinh 1-15. Cdc kién triic mang ciia chudn 802.11
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1.2.3.2. Kién truc Tap dich vu co’ ban (BSS)

Méi tap dich vu co ban duoc cAu thanh tir t6 hop cua mdt diém truy cép (c6
thé két ndi vao mang hiru tuyén hoic khong) va cac tram khong day. Moi tram tham
gia vao kién triic nay s& khong truyén théng truc tiép voi nhau ma truyén théng qua
thiét bi trung gian 1a diém truy cap. Piém truy cp la khong di dong va 1a mot phan

cua co sé ha tang mang hitu tuyén.

1.2.3.3. Kién truc Tap dich vu mé rong (ESS)

Cung cdp ha tang mang cho nhiéu tap dich vu co ban. Kién tric nay duogc cai
dit bang cach két hop nhiéu diém truy cdp (c6 cung mot kénh truyén) cd cic ving
phu song chdng 1én nhau. Dich vu phan phdi trong mot diém truy cdp dam nhiém
viéc chuyén tiép cac khung tin dit liéu tir cac tram khong day lién két voi diém truy
cap khac to1 cac tram trong tap dich vu co ban ctia n6. Nho do, tap dich vu mo rong
xuét hién nhu 1a mot mang con c6 dinh dbi véi céac thuc thé bén ngoai mang. Thém
vao do, tap dich vu mo rong cho phép cac tram di dong co thé di chuyén mot cach

tir do (ché d6 roaming trong sudt) trong ving phu séng tong hop cia tip nay.

1.2.4. Qua trinh két néi

Qua trinh thiét 1ap két ndi giira cac tram va diém truy cp trong dic ta 802.11
ban dau bao gdm bdn pha theo thi tu thyc hién 1a Do tim (Scanning), Pong b hoa
(Synchronization), Xé4c thuc (Authentication), va Lién két (Association) tuong Gng
vGi ba trang thai két ndi (nhu hinh v& bén dudi). Cac trang thai két ndi xac dinh mi
quan hé gilra c4c tram va diém truy cap. Qua trinh dugc thuc hién mot cach tuan tu

khi cac tram chuyén tir trang thai ndy sang trang thai ké tiép:
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State 1
Unauthenticated,
Unassociated

DeAuthentication
MNotification

Successiul MAC
layer Authentication

State 2
Authenticated,
Unassociated

Deauthentication
naotification

Successful
Association or
Reassociation

Disassociation
Motification

' State 3
Authenbcated,
and Associated

Hinh 1-16. Cdc trang thdi két noi
1.2.4.1. Trang thai 1: Chwa xac thwc va lién két
Bit dau tir trang thai két ndi chua xac thuc (unauthenticated) va chua lién két
(unassociated), cac tram thyuc hién hai budc dé thiét 1ap mbi quan hé khach (client)

v6i diém truy cap: Do tim va Bong bd hoa.

Pha 1. Do tim
Do tim 1a mdt qua trinh ma mot tram thuc hién viéc tim kiém céc tram khac
hodc diém truy cip dé thiét 1ap két ndi. Qua trinh nay c6 thé duoc thuc hién theo hai

cach:

= Chu déng: Tram mudn két ndi tir giri khung tin do tim dé thu dugc khung tin

phan hdi tr cac tram khac hodc diém truy cap.

= Thu djng: Tram mudn két ndi chi don thuan lang nghe cac khung tin huéng
dan (beacon management frame) dugc phat quang ba tir cac diém truy cap.
Céc khung tin ndy chira thong tin vé diém truy cap, SSID (Service Set ID —
ID tap dich vu) va céc tdc do dit lidu cho phép. Cac tram (thuc chét 1a card
mang khong day) s€ st dung céac thong tin nay cung véi cuong do tin hi¢u

(signal strength) dé thiét 1ap két ndi tir cc tram vao diém truy cap do.

Pha 2. Péng bé héa
Qua trinh ddng bo hoéa duge hoan thanh boi cac khung tin huéng din thuc

hién vi¢c thi€t 1ap va cap nhat cac thong s6 mang chung nham gidm thi€u vi¢c xung
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dot cac khung tin. Chirc nang nay duogc thuc hién boi diém truy cap. Sau khi hoan

thanh budc déng bd hoa, cac tram chuyén sang budc xac thuc.

1.2.4.2. Trang thai 2: Xac thwc

Xac thyuc 1a qué trinh mot tram hoac mot diém truy cap chép thuan nhan dang
(identity) ctia mot tram khéc. Trong két ndi khong day c6 str dung phuong phap ma
hoéa WEP, qua trinh xac thyc dugc thuc hién thong qua viéc trao ddi cac goi tin
thach (challenge) va tra 101 (response). Néu qua trinh két ndi str dung phuwong phap
xéac thuc m& (open authencation), diém truy cdp chi don thuan giri khung tin chap

nhan cho bat ctr khung tin yéu cau xac thyc nao tir cac tram.

1.2.4.3. Trang thai 3: Lién két

Lién két 1a trang thai két ndi cudi cing trong qua trinh két ndi giira tram va
diém truy cap. Tram s& khoi tao pha lién két bang cach guri géi tin yéu cau lién két
c¢6 chira cac thong tin nhu SSID, tdc do dir liéu mong mudn. Diém truy cép tra 10
bang cach giri mot khung tin tra 101 c6 chira ma lién két (asscociation ID) cing voi
cac thong tin vé diém truy cip d6. Sau khi qua trinh lién két thanh cong, tram va

diém truy cap cé thé trao ddi cac khung tin dit liéu cho nhau.

Mic di mét tram c6 thé dong thoi duoc xac thyc ¢ nhiéu diém truy cap khac
nhau, n6 chi c6 thé lién két voi mot diém truy cdp duy nhit tai mot thoi diém. Quy
tac ndy nham ngan chin sy nhap nhing trong viéc xac dinh diém truy cap ndo cung

cép dich vu cho tram trong kién tric tap dich vu mé rong (ESS).

Nhu hinh 1-16 chi ra, viéc st dung cac khung tin huy xac thuc
(deauthentication) va hity lién két (deassociation) cho phép mot diém truy cap thay
doi trang thai két ndi cua mot hay nhiéu tram. Nho d6, cac diém truy cap co thé
chuyén tiép dir liéu cling nhu chuyén dich vu sang cac diém truy cdp khac trong

kién truc ESS.

1.3. Tong két

Nbi dung chuong nay da trinh bay cac kién thic tong quan vé mang khong
day va dac biét la mang WLAN st dung chuan IEEE 802.11. Tinh dén nay, sau gén
10 nam ké tir khi ra doi, viéc ap dung mang WLAN 802.11 rdng rai trong nhiéu linh
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vuc dd chimg to duoc tinh wu viét va hidu qua cia né. Ciing gidng nhu moi cong
nghé mang khac, van dé an ninh trong WLAN 802.11 cling dugc dat ra va dac biét
trong hoan canh dugc str dung rong rai nhu hi¢én nay thi van dé an ninh cho WLAN
802.11 tr& nén mdt van dé nong hoi trong linh vyc dién toan. Do do, ndi dung
chuong tiép theo s& di gidi thiéu cac giai phap an ninh cho mang WLAN 802.11 va
nghién ctru chi tiét phuong bao mat va dam bao toan ven dir liéu bén trong cac giai

phap do.

Dé tién cho viéc trinh bay, tu chuong sau tré di, khai niém chuan 802.11 duoc
hiéu 14 chudn IEEE 802.11, khai niém mang 802.11 duoc hiéu 1a mang WLAN st
dung chuén IEEE 802.11.
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CHUONG 2. MOT SO GIAI PHAP AN NINH CHO MANG
WLAN 802.11

Gidng nhu mang hiru tuyén truyén thong, mang 802.11 ciing ké thira nhimng
yéu cdu vé an ninh can c6 tir mang hitu tuyén. Tuy nhién, néu & mang hiru tuyén
mdi truong truyén din 1a mé ¢ han ché (nghia 1a cac thiét bi c6 thé truy cap nhung
yéu cau phai co két ndi vat 1y vao duong day dan) thi & mang 802.11, mdi trudng
truyén dan (song dién tir trong khong khi) 12 hoan toan mé. Pidu d6 c6 nghia 1a cac
thiét bj khong day déu c6 thé truy cap khong han ché vao moi trudng nay. Vi dic
diém d6, mang khong day can c6 nhitng phuong phap dam bao an ninh riéng bén
canh nhitng phuong phap truyén thong. Nhu di trinh bay, chuan 802.11 chi dic ta
cho hai tang 1a: Lién két dir liéu va Vat ly. Do d6, cac phuong phap an ninh cho
chuén 802.11 chu yéu duoc xay dung & ting con MAC thudc tang Lién két dit liéu
trong mo6 hinh OSIL.

Chuan IEEE 802.11 quy dinh ba muc tiéu an ninh [2] cin ¢6 cho mang 802.11
bao gdm:
= Tinh xdc thye (authentication): nham dam bao chi nhitng thiét bi duoc phép
(d3 xac thuc) méi co thé truy cap vao diém truy cp va str dung dich vu.

» Tinh bi mdt (confidentiality): tinh bi mat (hay con goi la tinh riéng tu —
privacy) yéu cau dir liéu 1a khong thé doc duoc boi bat cir dbi tuong nio

khong dugc phép.

» Tinh toan ven (Integrity): dam bao dir liéu dugc git nguyén ven, khong bi

stra d6i trong qua trinh truyén qua mang.

Vé6i ba muyc tiéu nay, chuin 802.11 sir dung ba phuwong phap 1a xac thuc, ma

hoa va kiém tra tinh toan ven nham dam bao tinh an toan cho moi truéng mang.

N1 dung chuong nay sé tap trung trinh bay cac phuong phap ma héa dugc ap
dung dé dam bao an ninh cho mang WLAN 802.11 ciing nhu nhiing han ché con

ton tai ctia cac phuong phap nay.
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2.1. WEP

WEP (Wired Equivalent Privacy — Tinh bi mat tuong duong mang hiru tuyén)
1a co ché bao mat dau tién khi chuan 802.11 ra doi. Thuc té tmg dung da cho thiy
WEP ¢6 nhiéu 15 héng an ninh can khic phuc. Tuy nhién, viéc hiéu 16 co ché WEP
cling nhu nhitng 16 hong cta co ché nay gitip ta co duoc cai nhin téng thé vé nhitng

yéu cau an ninh can ap dung cho mang khong day.

2.1.1. Ma héa/Giai ma WEP
WEP hoat dong & tang con MAC véi luge do ma hoéa nhu sau:

Input frame v Key number

Header Payload

I_l_,

CRC

v ‘;
L l 32 bits 24 bits 40, 104, or 128 bits

Key lookup

0
1
2
3

Payload IV v Secret key
L
Data “WEP seed” (R4 key)
r
R4
l l anrypled payload + IV
Key
Header (v | o Payload IcV

Hinh 2-1. Lwoc d6 ma héa WEP

Theo lugc d6, WEP st dung 3 thanh phén dau vao dé thuc hién viéc ma hoa:

= Thong tin can bao vé (payload) duoc dua xudng tir ngin xép giao thirc tng
trén MAC (cu thé & day 13 tang con Diéu khién lién két logic ~LLC- trong
tang Lién két dir licu).

= Khoa bi mat (secret key) hay con goi l1a khoda chia sé (shared key) dugc su
dung dé ma hoa khung tin. WEP cho phép c6 thé luu 4 khéa dong thoi.

= Véc to khoi tao (IV — Initialization Vector): dugc st dung cung véi khoa bi

mat dé ma hoa khung tin.
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Sau khi ma hoa WEP sinh ra mot khung tin MAC duy nhét véi day di thong
tin can thiét dé co thé gidi ma dugc tai bén nhan. Bén nhan sau khi nhan dugc
khung tin, st dung khda bi méat cung vdi vée to khoi tao, thyc hién gidi ma khung
tin sau khi da kiém tra khung tin khong bi stra doi trén dudng truyén (kiém tra

CRC).

[ IV header ———————

T T TTTT1T T T T
Frame Initialization pad | Frame Integrity check s
header | vegtor | . 0| body . va!ue .

| 3 | 1 |  wariable | 4 |1

Hinh 2-2. Cdu triic khung tin WEP

a. Thudt toan RC4

WEDP sir dung phuong phap ma hoa RC4 duoc phat trién bai Ron Rivest cua to
chic RSA Sercurity (1987). RC4 1a thuat toan m3 hoa ludng dbi ximg, thuc hién
phép toan XOR ting bit giita khoa dong (keystream) va dir liéu gdc/dir liéu di ma
héa dé dat duoc két qua mong mubn

Source Destination
Data Keystream Cipher stream Keystream Received data

L=1
—
—
—
=

el — R —
-t
- -
-

-0 D O =S = O =

Hinh 2-3. Ma hoa/Gidai ma RC4
Vé6i phuong phap ma héa ddi xang, khoa dong duoc sir dung can phai duogc
dam bao bi mat t6i da boi khoa nay ciing duge st dung trong qua trinh giai ma. Dé
dat duoc didu d6, khoa nay can phai co tinh ngau nhién hoan toan — hay con duoc
goi la khéa dung mot lan. Tuy nhién, kho co thé c6 duge khoa ngﬁu nhién hoan toan
nén hau hét cac phuong phap mi hoa dong sir dung mot khoa bi mat (duoc chia sé)
c6 do dai ngin va mé rong nd thanh mot khéa dong gia ngdu nhién (pseudo-

random) c6 do dai bang do dai cua dir liéu can dugc ma hoa.
D¢ tao ra khoa dong mong mudn trude khi XOR vai dir 1iéu can ma hda, RC4

st dung véc to khdi tao, khoa bi mat va thuat toan sinh $6 gia ngﬁu nhién (PRGA).
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O bude giai ma, do ddc tinh cua phép toan XOR, bén nhan ciing su dung véc
to khoi tao, khoa bi mat va thuit toan gia ngdu nhién dé sinh ra khoa dong, sau d6
thuc hién XOR khoa dong ndy véi dit liéu mi hoa dé thu duoc ndi dung thong diép

4
A

goc.

b. Véc to khoi tao (IV)

Véc to khot tao 1a mot gia tri c6 do dai 24 bit dugc WEP st dung trong RC4
nham tao ra khoa dong hoan toan khac cho ting géi tin duoc truyén di. Véc to khoi
tao duogc thay ddi lién tuc trong qué trinh ma hoa, do d6 voi cung mdt dir liéu dau
vao thi dir liéu ¢ ma hoa van hoan toan khac nhau. Chuan 802.11 khong quy dinh
cach thic khai tao va thay d6i véc to khoi tao trong qua trinh ma hoa. Trong thuc
té, véc to khéi tao thuong dugc khoi tao tir mgt gia tri mac dinh (gia tri 0), sau do
dugc thay doi bang cach ting tuyén tinh v&i bude ting bang 1 hodc chon ngiu nhién

trong qué trinh ma hoa.

Véc to khoi tao duge dinh vao dau hodc cudi khung tin MAC (hinh v€ 2-2) ma
khong dugc ma hoa. Bén nhan s€ sir dung véc to khodi tao nhan duoc két hop voi

khoa chia sé d€ sinh ra khdéa dong nham gidi ma dir liéu.

c. Khoa WEP va thudt toan PRGA

Khoéa WEP (hay con goi 1a khoa chia sé, khoa bi mat) 1a khoa tinh dugc chia
sé gilta cac tram va diém truy cdp. Tuy nhién, khéa nay khong duoc st dung truc
tiép dé ma hoa dir liéu. Khi mudén ma hoa hay giai ma dir liéu, cac tram va diém truy
cap két hop véc to khoi tao, khoa WEP va thuét toan sinh ) gia ngau nhién

(PRGA) d tao ra khoa dong cudi cung.

Chuan 802.11 quy dinh khoa WEP ¢6 do dai 40 bit nhung cac nha san xuat
thiét bi thuong cung cap kha nang hd trg khoa WEP ¢6 do dai 1én toi 104 bit. Dé sir
dung, khoa WEP can phai duoc khai bao tinh trong thiét bi (tram khong day, diém
truy cap). Nhu da trinh bay, WEP hd trg khai bao va luu trit 4 khéa WEP cting mot

luc.
Dé ma hoa/ giai ma dir liéu, WEP thuc hién sir dung hai thuat toan:
Thuat toan 1ap danh muc khéa (KSA)
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Muc dich cua thuat toan nay nham tao ra mot mang hoan vi céac gia tri phuc vu
cho thuét toan PRGA vé sau. WEP sit dung 8-bit RC4 va do do, s€ tao ra mdt mang

hoan vi gém 256 gia tri. Thuat todn KSA dugc mo ta nhu sau:

for 1 from 0 to 255

J =0
for 1 from 0 to 255
J = (J + S[i] + K[i mod keylength]) mod 256
swap (S[i],S([J])
endfor
Theo d6, ban ddu WEP khoi tao mot mang S gém 256 gia tri dugc sép lan luot tix 0
to1 255. Sau do6, viéc hoan vi céac gia tri dugc thuc hién sir dung mang K va do dai
khoa (keylength). Mang K c6 keylength phan tir, mdi phan tir 1 mét byte cua chudi
két hop bai véc to khai tao va khoa WEP. Mang K trong WEP thudng c6 do dai 8
byte (64 bit) hoac 16 byte (128bit).

Thuét toan sinh s6 gia ngiu nhién (PRGA)
Dya trén mang S c6 duoc tr KSA, PRGA thuc hién vi¢c tao khoéa dong

(keystream) gia ngiu nhién dung dé ma héa dir liéu. Thuat toan PRGA duoc mo ta

nhu sau:
i:=0
J =0
while GeneratingOutput:
i := (1 + 1) mod 256
J = (J + S[i]) mod 256

swap (S[1],S[J])
z = S[(S[i] + S[]J]) mod 256]
endwhile
Tai mdi vong lip, PRGA sinh ra mot byte cuia khéa dong (gia tri z). Sau d9, gid tri z
dugec XOR v6i mot byte trong dir liéu nham ma hoa/giai ma dir liéu. Qua trinh lip
két thuc khi byte cudi cing trong dong dir liéu cin ma hoa/giai ma di dwoc ma

hoa/giai ma.
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Trong thuc té, dir licu duoc truyén di thuong duoc chia thanh nhiéu gdbi tin
(packet). Dé dam bao an toan, v4i cac gbi tin khac nhau WEP st dung cac véc to

kho1i tao khac nhau, va do do, tao ra mot mang KSA va khéa dong hoan toan khac.

2.1.2. Pam bao tinh toan ven dir liéu

Dé dam bao dir liéu khong bi thay ddi trén duong truyén, WEP st dung thuat
toan Kiém tra du thira vong CRC (Cyclic redundancy check) [21] dé sinh ra mot gia
tri kiém tra toan ven ICV (Integrity Check Value) c6 d6 dai 32 bit. Gia trj ICV nay
dugc dinh vao dit li€u trude khi dugc ma hoa bdi khoa dong (hinh 2-1). Bén nhéan
sau khi thyc hién giai ma, s€ tach riéng gia tri ICV dugc dinh kém roi so sanh véi
gia tri ICV no tinh duogc trén dir li¢u (payload) da duoc giai ma. Thong tin dugc coi

la toan ven khi hai gia tri nay hoan toan khdp véi nhau.

2.1.3. Nhirng diém yéu an ninh cua WEP

a. Phwong phdp mi héa yéu

Co ché WEP str dung RC4 lam phuong phap mi hoa chinh. Tuy nhién, khi
802.11 duoc 4p dung rong rai thi nhimg nghién ctiu cho thdy RC4 khong du dam
bao nhitng yéu cau an ninh cho truyén théng qua mang khong day. Nhimg diém yéu

trong RC4 thé hién ¢ 3 diém chinh:
» Su dung lai véc to khdi tao
= S dung khoa yéu
= Kha ning tin cong khoa truc tiép
Str dung lai véc to khéi tao
Nhu trén da trinh bay, RC4 st dung véc to khaéi tao nham muc dich tao ra ma

dong khac nhau cho céc goi tin khac nhau. Pé dat duge diéu do, véc to khoi tao
phai c6 dugc gia tri khac nhau & mdi 1an su dung.

Tuy nhién, v&i d6 10n 24 bit thi trong trudng hop xau nhat (4p dung cach ting tuyén
tinh), khong gian véc to khdi tao sé dugc str dung hét sau 2** ~ 17 triéu khung tin.
Diéu d6 ddng nghia véi viéc néu str dung cong nghé 802.11b (co tc d6 thip nhat 1a

11Mbps) thi sau khoang 9h, vec to khoi tao quay lai gia tri ban dau (802.11b c6 kha
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nang guri 500 khung tin/gidy). Hién tugng nay duoc goi la xung dot véc to khoi tao.
Thuyc té cho thdy, hién tuong nay xay ra nhanh hon khi c¢6 nhiéu tram tham gia vio

qué trinh truyén thong.

Mot khi véc to khéi tao dugc st dung lai, nguy co ké tan cong co thé do ra mot
phan ctia khoéa dong cang cao. Khi ké tan cong thu thap dugc cang nhidu miu véc to
khoi tao bi trung lip, kha ning do ra dugc ting phan cua khoéa dong cang cao. Do
dai khoa dong bi phat hién ty 18 thuan v6i lugng dir liéu ma ké tAn cong co thé giai
mi dugc. Van dé nay duoc phat hién 1an dau tién boi tac gia Jesse Walker [9].

Tuy nhién, day khong phai 1a diém yéu chinh ciia WEP boi dé c6 thé thuc hién do
tim khoa dong va giai ma dir liéu doi hoi cong sirc va thoi gian rat 1on. Thém vao

do, con doi hoi tri tug¢ tir con nguoi, diéu khong thé dat duogce tir cac cong cu ty dong.

Sir dung khoa yéu

Diém chinh trong thuit toan mi hoéa RC4 nam & thuit toan sinh sb gid ngiu
nhién. Viéc hoan vi dua vao hai chi sé i, j cho té1 512%256! kha nang, mdt con )
rat 1on. Va cac nghién clru cia cdc nha mat ma trén 1GB dir li¢u li¢u lién tuc cho
thy rat kho phan biét diy sb gia ngdu nhién voi diy sé hoan toan ngau nhién.
Maic du vay, cach ap dung RC4 mot cach don gian nhu trong WEP lai gy ra mot
van dé 16m. Do 14, khong co nhiéu sy hoéan vi gilta bang KSA duoc thiét 1ap ban dau
va byte dau tién trong khoa dong. Van dé nay da duoc Fluhrer va cac dong su chi ra
trong [10]. Cac tac gia da chi ra ring mot sb bit trong khoa c6 vai tro quan trong
hon cac bit con lai va diéu ndy 1 mét rui ro boi hai nguyén nhan: thir nhat 13 khi sb
bit quan trong dugc giam di thi kha nang tim ra khoa 1a cang cao, thtr hai 1a mét vai
byte dau cua dir liéu cin ma hoa thuong rat d& doan. Vi duy, trong khung tin WEP ¢6

header cua goi tin LLC ludn bat ddu boi gia tri 0xAA.

Dé giai quyét van dé nay, cach tot nhat 1a bo qua cac byte dau tién trong cia RC4 va
khuyén cdo tir t6 chirc RSA 12 bo qua 256 byte dau cta khoa dong. Tuy nhién WEP

lai khong 1am theo céach nay.

Kha niing tin cong khéa truec tiép
Ciing trong [10], c4c tac gia chi ra rang, khi gia tri véc to khoi tao ndi vao dau
khoa WEP trong qua trinh sinh khéa dong ciing tao ra mot 16 hong 16n boi ké tin

-29.



cong co thé chd dén khi bat gip khoa yéu va truc tiép tin cong vao khoa (liy khoa
mdt cach truc tiép). That khong may, tinh hudng ndy lai rat hay xay ra boi sy xung
dot véc to khéi tao va mot thuc té 1a ¢6 rat nhidu thong tin d& doan nhu IP header,
SNAP header, IPX header, v.v.. Dé minh chimg cho diém yéu nay, di c6 rat nhiéu
cong cu tu dong nhu WEPcrack, Airsnort da ra doi cho phép ké tAn cong dé dang
thuc hién y dd ctia minh.

Mot diém can cha y 1a & day, do dai khoa chi 1a ty 18 tuyén tinh voi thoi gian tdn
cong cho nén viéc ting d6 dai khoa 1a khong thé giai quyét duoc diém chinh coa

van deé.

b. Co ché phin phoi khéa “tinh”

Khoa bi mét dugc sir dung trong WEP duoc khai bao va phan phdi tinh. Piéu
d6 cb nghia la viéc khai béo, stra ddi va phan phéi khoa duogc thuc hién béng tay boi
ngudi quan tri. Pay 1a mot cong viée ton nhidu thoi gian, kho quan 1y nhét 1a khi sé
lugng tram tham gia vao mang 1a 16n. Mot khi khoa bi mat bi 10 va khong dugc sua

doi kip thoi, hdu qua cda rui ro cang 16n.

c. Dit liéu cé thé bi siva doi

WEP str dung k¥ thuat CRC dé tinh mai kiém tong (ICV) cho dir liéu gdc nham
dam bao tinh toan ven cua dit liéu. Tuy nhién, trong [12], cic tac gia di chi ra rang,
phuong phap CRC 13 mot phuwong phap tuyén tinh. Theo d6, c6 thé doan duoc vi tri
bit s& bi stra ddi trong ICV khi thay d6i mot bit trong dir liéu gbc va do do6 co thé

thyc hién stra d6i dir liéu trong khung tin ma khong bi phat hién.

Phuong phép tan cong duoc cac tac gia dat tén 1a “bit flipping” — stra doi bit.
O phuong phap nay, khong can thiét phai biét duoc dir liéu gdc, ké tin cong chi can
biét néu stra doi cac bit trong dit liéu gbe thi van c6 thé dam bao ICV dang néu stra

d6i cac bit twong tng trong nd [3].

d. Khong cé co ché chong tin cong kiéu “replay”
Kiéu tin cong “thyuc hién lai” (replay) dugc thuc hién bang cach: ké tin cong
thuc hién “nghe 1én” tit ca thong tin (43 ma hoa) tir mang. TUr thong tin ndy, ké tdn

cong co thé x4c dinh duge dia chi MAC cua nan nhan cling nhu biét duoc g0l tin
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nao dung dé xac thuc. Khi biét duoc nan nhan d3 roi khoi mang, béng cach stra d6i
dia chi MAC va thuc hién gui lai cac théng diép cii. Boi WEP khéng c6 co ché
phan tmg vé6i truong hop nay, nd van gidi ma goi tin va cho phép ké tin cong ding
nhdp vao mang. Viéc ké tan cong c6 lam dugc thém gi tr viéc dang nhap nay hay

khong thi theo quan diém vé bao mat, d6 1a mot 16 héng nghiém trong.

2.2. Chuan an ninh IEEE 802.11i

Nhu da trinh bay, giai phdp an ninh WEP khong dam bio dugc an ninh cho
mang 802.11 béi ¢6 quéa nhiéu 16 hong. Nhom chudn hoa 802.11 cua IEEE di sém
nhén ra diéu nay va sau ba nam rudi nd luc, chuan IEEE 802.11i ra doi (6/2004).
Chuan IEEE 802.11i (goi tit 13 chuan 802.11i) tip trung vao van dé an ninh cho
mang 802.11, hd trg co ché WEP (dugc su dung trong nhiéu thiét bi 802.11 hién
tai) ciing nhu dua ra giai phap an ninh méi thay thé cho WEP.

Chuan an ninh 802.11i dua ra hai co ché nhim dam bao tinh an toan va toan
ven cua dir liéu 1a TKIP va CCMP. Chuan IEEE 802.1X duoc sir dung dé diéu
khién truy cdp vao mang va thuc hién viéc phan phdi khéa. Cung cip nhiéu giao
thitc ma hoa, chudn 802.11i cung cdp mdt qua trinh thwong luong (negociation
process) nham lya chon giao thirc md héa va khéa dong cho tung loai dir liéu.
Nhitng chirc ning khac con bao gdm luu dém khoa (key caching) va tién xac thuc

(pre-authentication).

2.21. TKIP

TKIP (Temporal Key Intergrity Protocol — giao thirc toan ven khoa phién) 1a
giao thirc ma hoa tang lién két trong chuan 802.11i duoc thiét ké dé nang cap kha
ning an ninh cho WEP nhung van hoat dong duoc trén cac thiét bi phan cimg cii hd
tro WEP. Nguyén nhan chinh cua viéc str dung TKIP 1a céac chip xir 1y hd trg¢ WEP
trong cac thiét bi 802.11 cii cung cip kha ning ma hoa/giai md RC4 (phan cong viéc
ning nhit) trén phan cimg. Thyc chat, TKIP 1a giai phap nang cip phan mém cho
cac thiét bi str dung WEP. TKIP giit nguyén kién trac cling nhu cac thao tac trong

WEP.
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2.2.1.1. Khac biét giira TKIP va WEP
Dé cai thién nhitng diém yéu cuia WEP, TKIP dwa vao mot sd cic chiic ning

giao thirc moi:

Cdy phén cip khéa va quén Iy khéa tw dong

Khac vi WEP sir dung chi mot khoa chinh duy nhat, TKIP st dung nhiéu khoa
chinh. Khi can mi héa cac khung tin, cac khoa s€ dugc sinh ra tur cac khoa chinh
nay. Cac khoa nay duoc sinh va quan 1y boi kién trac Mang an toan 6n dinh (RSN —

Robust Security Network).

Khoa cho tung frame
Mic du TKIP van giit co ché ma hoa RC4 cia WEP, n6 sinh ra cac khoa RC4 duy

nhit cho mdi khung tin tir khoa chinh. Qu4 trinh ndy dugc goi 1a tron khoa (key

mixing).

Thir ty khung tin
Mdi khung tin trong TKIP duoc danh sb thi ty nham giam thiéu loai hinh tin cong

replay.

Sit dung MIC thay thé CRC

TKIP thay thé thuat toan bam tuyén tinh CRC béng mot thuét toan bim on dinh hon
goi la Michael. Thuét todn nay sinh ra ma toan ven thong di€p goi la MIC (Message
Intergrity Code). Thém vao d0, dia chi ngudn cuia khung tin ciing dugc bao vé boi

ma toan ven nham phat hién cac khung tin bi gid mao dia chi nguon.

Phadn vwng khi ma MIC sai

Puoc thiét ké dé hoat dong trén cac thiét bi phan ctimg di c6, do d6 TKIP ciing c6
nhitng han ché ctia né. Gibng nhu md CRC, mi MIC ciing c6 thé bi sira d6i khi bi
tin coéng chu dong. Do d6, TKIP st dung co ché goi 1a phan tmg (countermeasure)

dé han ché rai ro khi mang bi tan cong mot cach chu dong.

2.2.1.2. Véc to khé&i tao
Pé giam thiéu nguy co tdn céng vao véc to khoi tao, TKIP ting do dai véc to
khoi tao tir 24 bit 1€n 48 bit. Vi viéc mé rdng nay, khong gian véc to khadi tao tang
tir 16 tricu lén t1 khoang 280 nghin ty véc to va do d6 loai bo kha nang khong gian
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véc to bi sir dung hét trong thoi gian séng ciia mot khoa. Dé tién trinh bay va tranh
su nham 1an, tur day, vécto khoi tao ctia TKIP duge goi la TKIP IV, con vécto khoi

tao cua WEP sé& dugc goi 1a WEP 1V.

TKIP con sir dung TKIP IV dé danh sb tht ty khung tin (goi 13 TSC). Mbi khi
mot khoa chinh méi duoc sir dung, TKIP IV (sb thtr tuy khung tin) dugc dua vé 1.

M&i khung tin dugc truyén di s& ting tuan ty gia tri ndy 1én 1 don vi.

Dé chéng lai hinh thirc tan cong replay, véi mdi tram khong day, TKIP luu gia
tri thtr ty khung tin g?m nhét nhan duoc tir tram d6. Mdi khi nhan dugc mot khung
tin, s6 thir tu cta khung tin d6 dugc so sanh voi gia tri da luu. Néu gia tri nay lon
hon hoac béng gia tri da luu thi khung tin dugc chép nhan, nguoc lai khung tin bi tur
chéi. Do d6, trudong hop khung tin can phai guri lai (do that lac khung tin hodc goi

tin bién nhan) cling khong bi coi la d4u hiéu bj tin cong.

2.2.1.3. Qua trinh tron khéa
Dé dam bao mdi khung tin duoc truyén di dugc ma hda boi mot khoa RC4 duy
nhét, TKIP thuc hién qua trinh tron khéa. Qua trinh nay st dung TKIP IV, dia chi
ngudn va khoa phién theo thoi gian. Pia chi nguén cta khung tin dugce dua vao qua
trinh trén khoa nham muc dich dam bao rang néu hai khung tin c6 cing mot TKIP
IV thi van dugc ma hoa bai hai khoa RC4 khac nhau.
Sequence Counter (48 bts)

16 least
significant bits

Transmitter 32 most significant bits
MAC address — Temporal key y

(32 bits) {128 bits} I
Phase 1
key mixing
lJ‘IAK{Sﬂbr’n} 1
Phase 2
key mixing
Second lowest-order Lowest-order
byte in sequrence byte in sequence
ounter counter

Dummy -

P obyte | 104 secret bits
R4 Eneryption Key (WEP seed)

Hinh 2-4. Qua trinh trén khoa
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Theo nhu hinh v€, TKIP chia qua trinh tron khoa ra 1am hai pha (Phu luc 2).
Nguyén do 1 bai ning luc xtr Iy thap cua cac thiét bi khong day hd tro WEP.

Pha thir nhat 1ay dia chi MAC ngudn, 128-bit khoa phién theo thoi gian, va 32
bit dau ctia TKIP IV dé sinh ra mot gia trj 80 bit. Qua trinh tinh toan nay chi sir
dung cac phép toan nhu cong, dich chuyén bit (shift) va XOR dé lam giam khoi
luong tinh toan. Két qua 1a gia tri sinh ra tir pha nay 1a mot hang s6 khi 32 bit dau
ciia TKIP IV 12 mot hang s6. Do vdy, sau 2'° = 65.536 khung tin pha thir nhat méi

can phai thuc hién lai.

Pha thtr hai ctia qué trinh tron khoa (it phic tap hon) thuc hién viéc tinh toan
cho mdi khung tin dugc gui di. Pha ndy 13y gia tri sinh ra tir pha 1, khoa phién theo
thoi gian va 16 bit cudi cua TKIP IV 1am gia tri du vao. Sau qua trinh tinh toan,
khoa RC4 duoc sinh ra c¢6 d6 dai 128 bit (hinh v& 2-4). Trong d6, 16 bit thip cia
TKIP IV duoc sir dung dé tao ra WEP IV (24-bit). Byte gitta cia WEP IV 1a ban
sao cua byte dau trong do hai bit thir 4 va 5 duoc dat gia tri ¢d dinh 132 0 va 1. Cach
1am nay tranh duoc viée sinh ra khoa RC4 yéu, phia nhin s& boé qua byte giita trong
qué trinh giai ma. Toan bo khéa RC4 nay (bao gdom WEP IV va 104 bit khoa bi

mat) dugc chuyén xuéng cho WEP thuc hién vi¢c ma hoa va guri khung tin.

2.2.1.4. Ma kiém tra toan ven Michael
bé thay thé cho ma kiém tra toan ven CRC vén d& bi tin cong, TKIP st dung

thuét toan Michael dé tao ma toan ven cho thong diép.

Puoc phat trién boi Neils Ferguson (2002) [20] v6i muc dich xdy dung mot
thuét toan tao ma kiém tra toan ven phuc vu cho TKIP, thuat todn Michael chi si
dung cc phép toan bit nhu trao doi, dich chuyén va loai trir nén viéc ap dung khong

gdy anh huong t6i nang luc xtr Iy thap cua cic phan cimg trudce do.

Thuat toan Michael thuc hién viéc tinh toan & t?mg trén trudc khi khung tin
duoc chuyén cho téng MAC. Thuat toan st dung khoa c6 do dai 64 bit, thuc hién
tinh toan trén cac khdi 32-bit cua toan bd ndi dung thong diép (bao gdm ca dia chi
nguén va dich) (hinh 2-5). Trudc khi thyc hién, thuat toan s€ ndi mot byte co gia tri
0x5a va tir 4 dén 7 byte c6 gia tri 0 vao dudi thong diép dé dam bao nodi dung duoc
tinh toan 1a boi sd cua 4. Sau khi tinh toan, ma MIC c6 d6 dai 8 byte, dugc ndi vao
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dudi goi tin MSDU trude khi truyén dir liéu di. Dit liéu nay khi truyén di c6 thé bi

chia nhd, tuy nhién tai phia nhan, ma MIC chi dugc tinh toan khi khung tin da duoc

tap hop lai.
Second Last Block Last Block
|m || m | mfjox3all 0 ]| 0]l 0| 0 | 3=nmod4
Im o muffox5all 0 |l O]l 0 ]l 0]l 0 | 2=nmod 4
Im—iffoxsall 0 ]l 0o ]l o]l o]l o] 0] 1=nmod4
lxSall 0 |l o JloJlo ]l o]l o]l 0] 0=nmod4
0 6 6 i 3 Variable 8
Destination Source Priority | Reserved [ata g Michaed MIC
addrness. address i
+———————Protected by M
b Fragment 1 Fragment 2
DA SA  Priedty Data ... ] M
e | MAC ml; Data .l‘wE? (S PICP | MAC rn;r:- Dot Hm K5
header | header IV header | header Ky

Hinh 2-5. Tinh toan ma MIC
Tuy nhién, nhan thay ma kiém tra MIC 1a chwa du dé chong choi lai kha ning
bi tan cong, chudn 802.11i con dua thém viao mét budc vio goi la Michael
Countermeasure (tam dich la Phan ung khi ma MIC sai). Quy trinh dugc thuc hi¢n

nhu sau:

= MJdi khi phat hién ra ma MIC sai, gia tri nay duoc danh ddu va ghi lai. Tuy
nhién, trude khi dugc kiém tra toan ven, khung tin phai di qua hai qua trinh:
kiém tra toan ven ciia WEP va kiém tra chéng tin cong replay caa TKIP. Do
do, bat ky mot 16i MIC nao cling dugc coi la nghiém trong va can dugc su

can thi€p cua quan tri vién h¢ thong.

= Néu trong 60 gidy, hé thong bt gip ma MIC sai lan thr 2, counter measure
s& thuc hién viée ngit két ndi trong vong 60 gidy tiép theo. Viéc ngit két nbi
s& khién cho ké tin cong khong thé thuc hién mét cach nhanh chéng. Mac du

802.11i quy dinh thoi gian phan tng khi ma MIC sai 1a 60 gidy, mot s6 nha
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san xudt van cho phép ciu hinh lai khoang thoi gian nay.

= Cac tram s& x6a khoa chinh trong bd nhé va yéu cau khoa méi tir phia bod
phan xac thuc. B phan xéc thyc s€ thuc hién viéc sinh lai va phan phéi khoa

cho cac bén.

Thuat toan Michael -theo thiét ké- cung cip murc do an ninh 20 bit. Theo do,
sau khoang 2" 1an, ké tin cong c6 thé gia mao duoc gia tri MIC. Vi gid tri nay,
trén mot mang 802.11b c6 kha ning truyén 2' goi tin trong 1 gidy, ké tdn cong chi
mat khoang 2 phut (27 gidy) dé thu duogc gia tri MIC gia mao hop 18. Tuy nhién, co
ché phan tng khi MIC sai chi cho phép tdi da 2 goi tin gia mao trong 1 phut, va do
d6 thoi gian dé ké tdn cong c6 thé tao duoc mot goi tin gia mao c6 MIC hop 16 1a
2'® phut (twong duong véi 6 thang). Do d6, co ché phan tmg khi MIC sai dugc coi

1a an toan véi ki€u tan cong gia mao thong diép.

2.2.1.5. Qua trinh hoat déng cua TKIP
Tai phia giri, khi mot khung tin dugc chuyén xudng cho TKIP dé truyén di,

qué trinh xur ly dugc mo ta nhu sau:

WEF zeed(z)
TA lrepresented as WEP
TK * Phase 1 TTAE [\
W key +RC4 key
o Miking —l_.. I .
Fhasze 2
[ P T k2 i
TG i key mizing app%eﬁ?:‘]t
i WEP :
Bﬁn?itiﬁ ' Encapzulation ’
Flaintext MSDL ""F el
- ragrient|s b
Heia W ichaz| _
- Flaintext
|2

Hinh 2-6. Qua trinh gui dir liéu cua TKIP
1. Khung tin 802.11 dugc dua vao hang doi dé giri di. Mdi khung tin bao

gdm phan mao dau va phan dit liéu. TKIP chi thyc hién ma hoa phan dit liéu.

2. M3 kiém tra MIC dugc tinh toan dya trén khoa bi mat. Bén canh dir liéu

cua khung tin, MIC thyuc hién tinh toan bao g6m ca dia chi nguén va dich.
3. S6 thir tw khung tin (TSC) dugc gan vao moi manh dir liéu ctia khung tin.
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4. Dya vao céac thong tin dau vao, TKIP thuc hién qué trinh trdn khoa. Khoa
nay duoc thay dbi lién tuc theo ting frame.
5. Khung tin s& duoc ndi voi ma MIC ¢ bude 2 rdi giri xudng ting WEP

cung voi khoa RC4 sinh ra & budc 4. WEP sé thuc hién viéc ma hoa dir 1iéu

o1 gui di.
| 4—————— Enenpled ——————=|
4 4 Vanighle & 4 4
MAC | W/KeyID | Extended Data MK WEP H5
Header 1 Iy

Hinh 2-7. Cdu triic khung tin TKIP
Tai phia nhan, sau khi nhan dugc khung tin ma hoéa, s€ thuc hi¢n qua trinh giai
ma dé lay duoc di lidu gdc.
1. Khi giao di¢n khong day nhan dugc 1 khung tin, n6 thyuc hi¢n kiém tra toan
ven dit liéu dé tin chic rang khung tin khong bi 15i trén duong truyén. Tiép do
khung tin dugc chuyén cho TKIP dé kiém tra.

2. TKIP s& kiém tra s6 tht ty khung tin dé ngin chin kiéu tin cong replay.

3. TKIP thuc hién tinh toan khoa WEP. Véi dit liéu dau vao gidng nhu bén
gui, khoa WEP s€ duogc phuc hoi lai dé phuc vu qua trinh giai ma.

4. WEP thyuc hién kiém tra ma toan ven CRC. T iép do, WEP sé thuc hién giai
mi. Néu nhu khung tin d4 bj phan nho, qua trinh s& chd dé nhan du cac manh
nho cia khung tin truéc khi két hop lai thanh mot khung tin hoan chinh. Tuy
vay, viéc phan manh khung tin it khi dugc st dung trong chuin 802.11.

5. Sau khi khung tin d3 dugc két hop lai (néu can thiét), ma MIC duoc tinh lai
trén toan bd ndi dung khung tin, sau dé dugc so sanh vé1 ma MIC dugc gui
kém theo khung tin. Néu nhu ma MIC khong khép, bude Phan ung khi ma
MIC sai duoc kich hoat.
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MIC Key

TA
———»  Phase 1
key mixing TTAK
K —, b
L Phase 2 WEP Seed
: key mixing
TKPTSC | unmix| TSC DA + 3A +Priority Michael
*| Tsc +Plaintext MSDU|
WEP o R b i MIC'
In-sequence Decapsulation i s § >
. MPDU Plaintext MIC W‘
Giphertext MPDU MPDU > M
MSDU with failed
Out-of-sequence TKP MIC
MPDU Yy
Countermeasures
Hinh 2-8. Qud trinh tiép nhdn va gidi md cia TKIP
2.2.2. CCMP

Khi bt dau cong viéc vao nam 2000, nhém chuin hoa 802.11 nhan ra ré‘mg
chuin WEP 14 khong an toan, mic du nhitng diém yéu nghiém trong ciia WEP vao
thoi diém nay van chua bi phat hi¢n ra. Nhiém vy ctia nhém la can phai lga chon
mot thudt toan ma héa cho chuan méi. Vao thdi diém ndy, vién chuin va cong nghé
MV da lga chon thudt todn ma hoa AES (chuﬁn ma hoa nang cao — Advance
Encryption Standard) dé ap dung cho cac co quan lién bang nhim bao vé nhimg dit
liéu nhay cam. Chuan AES duoc xay dung tir thuat toan Rijndael ([17], [18]) duoc

Iira chon trong s6 15 thudt toan ma hoa giri t6i co quan nay.

Thuét toan AES 1a thuét toAn ma hoa khoi ¢6 thé hoat dong trén nhiéu khoa va
khdi ¢6 do 16n khac nhau. Dé tranh sy nhip nhang, chuan 801.11i quy dinh kich
thudc khoa 1a 128 bit va do 16n khéi 1a 128 bit.

Giao thuc an ninh hoat dong & téng lién két dit lidu st dung AES dugc goi 1a
CCMP (giao thirc Ché do d¢ém két hop CBC-MAC). CCMP 1a ché d6 hoat dong két
hop trong d6 cung mdt khoa vira dugc st dung dé ma hoa va dam bao toan ven cho

dir ligu.
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2.2.2.1. Ché d6 dém két hop CBC-MAC (CCM)
Trong thuat todan ma hoa AES, thuat ngtr ché do hoat dong (mode of operation)
duogc sir dung dé chi phuong thirc chia khéi, ma hoa va tap hop lai thanh thong diép

4
A

goc.

Ché d6 dém (counter mode) hay con goi ché d6 CTR hoat dong theo phuong
thirc: str dung mot gia tri binh thuong (goi 1a sé dém), thuc hién ma hoa gia tri nay

roi XOR voi khéi dit liéu dé tao ra dit liéu dd ma hoa (hinh 2-9).

[ 1 [ | | [ T ] Message
(1|2 (3]|[4] SJ 6|7 [8](@]| a1 Counter
Y Y| ¥ yYivyv| ¥y ¥ ¥v|l¥x
El | E]|[E] [E E] EEE|E]|E|E AES
bR proR [0 :LF XGR DGR DoR DR [XOR [ON poR poR  Xor

Y Y + Y Y Y Y Y
| l ] l ] Ciphertext

Hinh 2-9. M@ héa theo ché dé dém (Counter Mode)

Trong hinh minh hoa, s6 dém duoc bat du tir 1 va bude tang la 1. Tuy nhién,
trong trién khai thuc té, s6 dém khoi ngudn thudng dugc sinh ra tir mot gia tri thay
d6i theo timg thong diép. Piéu nay sé& tranh duoc viéc sinh ra gia tri mi hoa giéng
nhau cho hai théng diép riéng biét gidng nhau. Ca phia nhin va phia giri déu phai
biét gia tri bit dau va quy luat ting cho sb dém dé c6 thé thyc hién mi hoa va giai

~

ma.

V6i cach hoat ddng nhu vdy, thi phia m3 héa hay giai mé chi can thyc thi thuat
toan mi hoa khdi AES voi sb dém duoc ddng bo & 2 phia boi visc XOR hai lan
cung mdt gia tri cua mdgt toan hang sé cho ta gia tri dir liéu ban dau cua toan hang
con lai. Thém vao d6, néu dir liéu can ma hoa cd do rong khong la boi s6 cua kich
thude khoi, thi viéc ma hoa chi don gian 13 XOR gia tri ma hoa gia tri dém voi dix
ligu, va do @6, kich thude ctia khéi dit liéu ¢d ma hoa s& bang véi kich thude dit lidu
trude khi ma hoa.

M3 héa AES theo ché d6 dém da duogc sir dung hon 20 nam va dat dugc niém
tin & cong dong bao mat vé d6 an toan ctia nd. Tuy vay phuong phéap chi phuc vu
cho muc dich mi hoa dit liéu, do d6 cin mdt phuwong phap dam béo tinh toan ven

cho dir liéu.

Phuong thirc ddm bdo toan ven dir li¢u st dung trong CCMP goi la phuong
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thirc chudi khdi ma hoa (CBC). CBC duogc st dung dé tao ra ma toan ven (MIC)
cho thong diép duoc gui di. Trong cong dong bao mat, MIC duoc goi 13 ma xac
thuc thong diép (MAC — Message Authentication Code) cho nén CBC con dugc goi
1a CBC-MAC [19]. Cach hoat déng cia CBC-MAC twong ddi don gian:

= Lay khdi dau tién trong théng diép va ma hoa (sir dung AES)
= XOR két qua thu dugc voi khéi tht 2 va tiép tuc m3 hoa két qua thu duogc

= XOR két qua thu dugc vai khéi tiép theo rdi ma héa nd. Ctr nhu vay tiép tuc

cho dén hét.

Céch hoat dong cia CBC-MAC tuwong ddi don gian nhung khong thé song
song hoa nhu ché d6 dém. Vi nhitng théng diép ma d6 16n khong 13 boi sb cua
kich thuéc khdi, CCMP dwa thém cac bit 0 vao cudi thong diép dé CBC-MAC c6
thé hoat dong duoc. Ngoai ra, CBC-MAC con cho phép dam bao tinh toan ven cho
nhimg dir liéu khong duoc md héa (AAD) chang han nhu dia chi MAC cta khung

tin.

2.2.2.2. Qua trinh hoat déng cua CCMP
Tai phia guri, khi thong diép can gui di duoc chuyén xuéng CCMP, qua trinh

dién ra nhu sau:

= Maoi thong di¢p duoc gdn mdt sb thur tu g61 (PN) c6 do 16n 48bit. SO tht tu
g6i ciing gidng nhu TKIP IV, 1a duy nhat va khong duoc st dung lai cho
tung khoa phién.

* Truong DT liéu xéac thuc bod sung dugc tao ra chira gid tri nhitng thong tin
trong khung tin 802.11 can dugc kiém tra tinh toan ven nhung khong dugc
méi hoa (AAD) bao gém phién ban giao thuc, loai khung tin, cic bit hé
théng, s6 hiéu manh, cac bit tht tu, dia chi MAC ...

. Tiép do, gia tri CCMP nonce dugc tao ra. Gia tri nay dugc hinh thanh tur )
thir tu goi cung voi dia chi ngudn dé dam bao viéc ma héa chi thuc hién trén
dir liéu duy nhat. Pay chinh 1a sé dém sir dung trong ché do dém dé ma hoa

dir licu
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= Céc gia tri nay cung v6i phan dit lidu cua théng diép duoc chuyén vao bod
CCM, trong d6 phan than thong diép dugc ma hoa AES st dung khoa phién
va CCMP nonce, con truong AAD va dit liéu dugc tao ma kiém tra toan ven

8 byte MIC nho CBC-MAC str dung khoa phién.

Plaintext frame Packer  Temporal Key
WAC header number key ]
Data
| Address 2 |
T
[
3 I '
Additional
- Create C(MP
aumednatllsatmn nonce header
L r
CCM encryption
| |
' ' v
MAC header | CCMP header Data g MIC FCS

Hinh 2-10. Qua trinh ma héa CCMP
Khung tin CCMP duogc tao ra va chuyén xudng tang vat Iy dé giri di.

8 Warlable g 4
MAC header [CMF header Data 2 MIC FCS
PN PN | Reserved | Reserved i Ext. iKey| PN ] ] PN
]
bytel | bytez | 00000000 | 00000 P 1 i byte3 | byed | byeS | bytes

Hinh 2-11. Cdu triic khung tin CCMP
Tai phia nhan, khi nhan dugc khung tin, qué trinh giai ma va kiém tra dién ra

nhu sau:

= Khung tin nhan duoc bdi ting MAC sé& dugc kiém tra gia tri FCS trudc khi
chuyén xudng cho CCMP xtr 1.

= Truong AAD duogc tao ra tir khung tin nhan duoc.
= Gia tri CCMP nonce duogc tinh toan.
= Phia nhan gidi ma dir liéu st dung khoa phién va CCMP nonce.

= Gia trj MIC dugc tinh toan trén truong AAD va dir lidu d3 giai ma ri so
sanh voi gia tri MIC trong khung tin nhan duoc. Néu 2 gia tri nay khac nhau,
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qua trinh xtr ly dung.

= Gid tri s6 tht tu g6i dugc kiém tra dé chdng lai hinh thirc tdn cong replay.

Khung tin nguyén thuy dugc hinh thanh.

2.2.3. RSN

Bén canh TKIP va CCMP, chuan 802.11i dinh nghia mot kiéu mang khong
day méi goi 1a mang an toan 6n dinh (RSN — Robust Security Network) — vé& ban
chat 1a dinh nghia cdy phan cdp khoa va tap cac thi tuc sinh khoa (bén canh cac
phuong phap ma héa da dugc lwa chon). Nhu vay, vé khia canh nao dé, RSN ciing

tuong ty nhu mang khong day st dung WEP.

O mot mang RSN thyec su, diém truy cap chi cho phép cac thiét bi c6 kha nang
hoat dong v6i RSN duoc truy cdp vao mang, dong thoi ap dung cac rang budc an
ninh chit ché trong qué trinh truyén théng. Tuy vy, véi cing yéu cau gidng nhu &
TKIP, rat nhiéu thiét bi phén cung cli can duoc hd trg trong mot thoi gian trude khi
dugc chuyén hoan toan sang RSN. Do d6, 802.11i dinh nghia kiéu mang an toan
qua d6 (TSN — Transition Security Network), cho phép RSN va WEP c6 thé hoat
dong dong thoi. D6 13 trudng hop cua TKIP di dugc trinh bay ¢ trén.

2.2.3.1. Cay phan cap khéa

Trong kién tric RSN, c6 hai loai khoa duoc sir dung cho viéc ma hoa & t?mg
lién két dir liéu. Loai thi nhat duoc goi 13 khéa cip (pairwise key) duoc str dung dé
mi hoa ludng théng tin unicast giita diém truy cép va thiét bi sau khi da két ndi.
Loai th&r hai duoc goi 1a khéa nhom (group key) duoc st dung dé mé hoa ludng

thong tin broadcast va multicast gitra diém truy cip va thiét bi.

a. Cdy phén cép khéa cip

Cay phan cip khoéa duoc xdy dung bit dau boi khoa ciap chinh (PMK —
Pairwise Master Key). Chuan 802.11i cho phép khoa cdp chinh c6 thé duoc tao ra
theo hai cach. Mot 1a nho qué trinh xéc thuc gilia diém truy cap va thiét bi, PMK
duogc tao ra bo1 may chu xac thuc, sau d6 dugc phan phéi téi diém truy cap va thiét
bi. Cach thir hai 1a PMK c6 thé dugc cdu hinh sin ¢ ca diém truy cap va thiét bi

dudi dang khoa chia sé trude (PreShared Key - PSK).
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Khoa chia sé 13 mot mat khau co do dai 20 dén 63 byte duoc cdu hinh sén
trong thiét bi va diém truy cap. Khoa chia sé c6 thé dugc cAu hinh theo ting thiét bi
hodc cau hinh toan cuc cho ca mang khong ddy. Tir PSK nay, PMK duoc sinh ra ra.
Tuy vy, chuan 802.11i khéng dic ta cach thirc sinh PMK tir PSK ma dé mé cho
cac nha san xuét phan cimg. Theo d6, phan 16n cac nha san xuat thiét bi (tuan theo
quy dinh cua hiép hoi WiFi) str dung ham PBKDFv2 [30] dé sinh ra khoa PMK c6
do dai 256 bit tir PSK.

Ca hai giao thirc ma hoa TKIP va CCMP déu hoat dong theo cliing mot nguyén
tac: str dung khoa bi mat chinh nay dé tao ra cac khoa khac nhau st dung trong qué
trinh ma héa khung tin. Theo cach ndy, cac thiét bi co thé thay ddi khoa sir dung

khoa bi mat chinh ma khong can thuc hién lai qué trinh xéac thuc voi diém truy cap.

Khoa cap chinh c6 do 16n 256-bit, dugc gitt & ca diém truy cap va thiét bi.
Khoa cip chinh nay 13 duy nhat giita cac ludng truyén thoéng tir diém truy cép t6i
thiét bi. Tr khoa cip chinh nay, théng qua ham sinh s6 gia ngiu nhién PRF (phu luc
3) duogc dinh nghia sin, cdy phan cap khoa cip dugc hinh thanh.

Pairwise Master key - PMK
(256 bits)

PRF Expansion (supplicant/outhenticator addresses and nonces)

' '

TKIP Pairwise Transient Key-PTK CCMP Pairwise Transient Key - PTK
512 bits 384 bits

BAPOL P EAPOL P TP P TP EAPOL | EAPOL | CCMP

WK © KEK P TK P MiCkey Kk P KK P TR
128bits | 128bits { 128bits | 128hits 128bis | 128bits | 128hbits

Hinh 2-12. Cdy phdn cdp khéa cdp

Nhu trén hinh v&, ca TKIP va CCMP déu str dung ham sinh sb gia ngiu nhién
tao ra cac khoa cap qua do (TKIP PTK va CCMP PTK). Ca TKIP PTK va CCMP
PTK st dung hai khoa 128 bit (KCK va KEK) dé ma hoa dir liéu thong diép khoa
dugc truyén gitta diém truy cdp va thiét bj. Khoa dau tién, KCK (EAPOL Key
Confirmation Key), duoc st dung dé tinh ma kiém tra toan ven cua thong diép
khoa. Con khoa KEK (EAPOL Key Encryption Key) duoc st dung dé ma héa
thong di¢p khoa. Khoa thtr 2 ¢6 do rong 128 bit chinh 1a khoa phién dugc su dung
trong ca hai phuong phap ma hoa. Khac vé1 CCMP PTK, TKIP PTK c6 d¢ dai 512

bit, trong d6 128 bit cudi cing duoc str dung dé tinh toan ma toan ven MIC trong
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qua trinh hoat dong cua TKIP.

Céc thong diép khoa dugec ma hoa bdi khdéa EAP-KEK st dung mét trong hai
thuat toan ma hoa la RC4 va thuat toan ma héa khoa AES [36]. Con phuong phap
dam bdo tinh toan ven cho thong di€p khoa duoc chuan 802.11i chi dinh mot trong

hai ham bam la HMAC-MD5 va HMAC-SHA-1.

b. Cdy phén cép khéa nhém

Gidng nhu ciy phan cép khoa cip, cdy phan cip khéa nhom ciing dugc xdy
dung bét dau tir dinh voi khoa nhém chinh (GMK — Group Master Key). GMK c6
do 1on 128bit dugc tao ra va duy tri bdi diém truy cap. DPiém truy cdp s€ tao ra va
duy tri GMK (c6 do 16n 128 bit). Tr GMK, diém truy cdp str dung ham sinh sé gia
ngﬁu nhién PRF dé sinh ra khoa qua do GTK. Véi TKIP, GTK c¢6 do 16n 256 bit
bao gdm 128 bit khoa phién va 128 bit khoa toan ven (MIC key). V&i CCMP, GTK
c6 do 16n 128 bit — chinh 1a khoa phién duoc st dung dé ma hoa ludng dir liéu

broadcast va multicast.

Group Master Key
128 bits

PRF Expansion (authenticatar address and nonce)

TKIP Group Transient Key-GTK CCMP Group Transient Key - GTK
256 bits 128 bits
Grouptemporalkey | Group MIC key Group temparal key
128 bits 128 bits 126 bits

Hinh 2-13. Cdy phdn cdp khéa nhém
2.2.3.2. Sinh khéa va phan phéi khéa
Thay vi st dung ngay khoa cip chinh vao muc dich ma héa, chuan 802.11i dic
ta mot co ché sinh khoa (hay co ché sinh cdy phan cip khéa) goi 1a KGD. Muc dich
ctia KGD 13 nham:

»  X4c nhén sy ton tai khoa cap chinh & ca diém truy cap va thiét bi

= Sinh cdy phan cdp khoa va dong bo viéc thiét dat khoa phién & ca diém truy

cap va thiét bi

= Phan phdi khoa cip ding dé mi héa ludng truyén thong multicast va

broadcast
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Dé chéng lai kiéu tan cong replay, KGD sir dung cac s ngiu nhién va qua
trinh “bét tay”. KGD bao gém hai qué trinh bat tay dién ra tudn tu: bit tay 4 budc
(4-way handsshake) danh cho khoa cdp chinh va bat tay nhom (group handshake)

danh cho khoa nhom.

A A

1
End-user Authenticator

system
1: Authenticator nonce
Calculate PTK 2: Supplicant nonce
(authenticated) security parameters
Calculate PTK
3 Acknowledge message 2
send {encrypted) GTK
Install TK
4: Acknowledge message 3 _
Install TK
1. G, encrypled with
Decrypt GTK key from pairwise hierarchy
install key 2 Acknowledge message 1
Decrypt GTK

Hinh 2-14. Qud trinh bdt tay trao déi khéa
Qua trinh trinh bat tay 4 budc duogc thuc thi khi ca thiét bi va diém truy cap
déu di c6 khoa cip chinh (duoc phan phdi boi may cha xac thuc hodc dugce ciu

hinh séan):

= Piém truy cap gt t6i thiét bi mot gia tri ngiu nhién. Tai thoi diém nay, thiét
bi c6 thé sinh ra cdy phan cdp khoa st dung 2 gia tri ngiu nhién (1 gia tri

nhén tir diém truy cap), dia chi MAC cua hai bén va khoa cap chinh.

= Thiét bi giri lai mot thong diép chtra gia tri ngau nhién ma no sinh ra cing
VGi cac tham sb an ninh c6 tir budc lién két ban dau. Piém truy cdp nhan
dugc thong diép, thu ldy gia tri ngiu nhién va sinh ra cay phan cip khoa cip

ctia nd. Thong diép nay duoc kiém tra toan ven nhd khoéa EAPOL-KCK.

= Tai thoi diém nay, cdy phan cip khoa déu dd dugc hinh thanh & hai phia tuy
nhién van can sy xac nhan. Dé 1am duoc diéu do, diém truy cédp gui toi thiét
bi mot thong diép chi dinh sb tht tu duoc st dung. Thong diép ndy ciing
chtra gia tri GTK. Toan bd ndi dung thong di€ép dugc ma hoéa béi EAPOL-
KEK va tinh gid tri toan ven nho EAPOL-KCK.

= Thiét bi giri thong diép xac nhan cudi cing t&i diém truy cap. Sau do, ca hai
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bén c6 thé sir dung cay phan cap khoa da sinh ra dé phuc vu qué trinh ma
hoa. Thong di€p xac nhan cudi cung nay dugc kiém tra toan ven nho khoa

EAPOL-KCK.

Khac véi khoa cip, khoa nhom chinh (GMK) dugc tao ra boi chinh diém truy
cap. Tt GMK, diém truy cdp thyuc hién sinh ra GTK va phan phdi toi thiét bi. Thong
diép chura khoa GTK dugc ma hoa va kiém tra toan ven nh¢ hai khoa KEK va KCK
(dugc sinh ra trong cdy phan cip khoa cip).

M&i khi mudn roi khoi mang, thiét bi s& giri goi tin théng bao toi diém truy
cap, diém truy cap s€ thuc hién xo6a toan bd khoa cap lién quan téi thiét bj do6 déng
thoi ngimg gii thong diép t6i thiét bi d6. Cay phan cip khoa nhom ciing duoc xda
di va sinh lai. Tuy nhién, khoa cdp chi dugc sinh lai va phan phdi khi thiét bi gia
nhdp trd lai vao mang. Véi khdéa nhdém, viéc sinh va phan phéi lai phai duogc thuc
hién ngay sau khi mot thiét bi roi khoi mang dé dam bao cac thiét bi khac trong
mang van c6 kha ning gui va nhan cac thong diép broadcast va multicast.

Qua trinh sinh va phan phéi lai dugc thuc hién qua hai budc:
= Piém truy cip giri khéa GTK méi t6i tit ca cac thiét bj con trong mang.
= Cac thiét bj giri goi tin bién nhan vé diém truy cap.

Khi diém truy cap nhan dugc goéi tin bién nhan ctua tat ca thiét bi, n6 thuc hién
chuyén sang cdy phan cép khoa nhém méi. Tuy nhién, khoa nhom duoc sinh va
phan phdi lai thuong xuyén nén can cé mot cach 1am viéc d6 ma khong lam anh
hudng t6i mang hién thoi. Véi yéu cau do, can c6 mot phuong phap dé viéc sinh va
phan phdi lai khong 1am anh hudng téi hoat dong cia mang khong day hién thoi.
R4t may la tu chuin WEP di cho phép nhiéu khoa duoc Iwu trén mdi thiét bi. Cu thé
1a trong mdi khung tin déu c6 truong KeyID cé do 16m 2 bit cho phép xac dinh khoa
nao trong 4 khoa (duogc luu trén thiét bi) duoc su dung. Bén canh viéc diém truy cap
diéu khién viéc cap nhat khoa nhom, thiét bi cling co thé yéu cAu st dung mdt khoa
nhom méi bang cach giri mot thong diép toi diém truy cip.

Bén canh vi¢c sinh lai va phan phéi khoa cap, chuén 802.11i cling dinh nghia

trong RSN mot co ché cho phép lwu dém khoéa cip chinh. Nguyén do 1a qua trinh
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xac thyuc va sinh ra khoa cap chinh mat twong d61 nhi€u thoi gian va nang luc xu 1y.

2.2.3.3. Mang hén hop

Mang hdn hop 1a khai niém trong 802.11i dung dé chi mot mang trong dé c6
nhiéu thiét bj c6 kha ning ma hoa khac nhau. Dé 1am dugc diéu do, chuan 802.11i
tao ra mot cdy phan cap cac giao thirc ma hoa, bit dau tir WEP 40-bit 1 yéu nhat,
tiép sau 1a WEP 104-bit, TKIP va CCMP. Va két qua 1a & budc lién két dau tién,
mdi thiét bi s& tu thuong lugng véi diém truy cdp vé giao thirc mad hoa duoc ap
dung cho truyén théng unicast va broadcast. Tuy nhién, c6 mot han ché 1a khoa
nhom dugc st dung phai cé cung do dai hodc sir dung cung mot giao thirc ma hoa

(cta thiét bj c6 kha ning ma hoa yéu nhit trong mang).

RSN cho phép hau nhu bat ky t6 hop cac phwong phap mi hoéa nao ngoai trir
mot ngoai 1€ 1a néu thiét bi st dung CCMP cho thdng tin broadcast thi bat budc phai
hd trg CCMP cho thong tin unicast. Tuy vdy, khong phai trinh diéu khién thiét bi

nao ciing hd trg cho tit ca cac to hop phuong phap mi hoa nay.

2.2.3.4. Cac pha hoat dong cua RSN
Chuan 802.11i dic ta qua trinh hoat dong cua RSN bao gém 5 giai doan [8]

nhu sau:

Pha 1. Phat hién:

Thiét bi khong day giri cac thong diép do tim (Probe) va din duong (Beacon)
dé xac dinh diém truy cdp. Diém truy cap sir dung cac thong diép tra 101 dé thong
bao chinh sach an ninh 802.11i ma n6 ap dung. Thiét bi thuc hién lién két téi diém
truy cdp vdi thuat toan ma hoa va xac thuyc ma né dugce thong bao.

Pha 2. Xac thuc

Trong pha nay, ca diém truy cap va thiét bi tham gia vao qua trinh xac thyc dé
ching t6 dinh danh cuia minh.
Pha 3. Sinh va phéan phéi khéa

Sau qua trinh xéc thyc, diém truy cép va thiét bi thuc hién viéc sinh va déng
bd cac cay phan cip khoa.

Pha 4. Truyén dir liéu dd ma héa
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Céc khung tin truyén gitra diém truy cap va thiét bi dwoc ma hoéa sir dung khoa

sinh ra sau pha xac thyec.

Pha 5. Ngit két ndi
Khi mudn ngat két ndi, thiét bi trao ddi thong diép toi diém truy cap yéu cau
ngit két nbi. Piém truy cap co thé thuc hién x6a toan bd cdy phan cip khoa lién

quan toi thiét bi hoac gitr lai phuc vu cho muc dich luu dém khoa.

2.2.4. Nhirng diém yéu an ninh cuta 802.11i

Chuan 802.11i xdy dung mot khung an ninh chuin cho mang 802.11 nhim
muc dich nang cao kha ning bao mat ciing nhu khic phuc nhitng diém yéu ma
chuin WEP d3 gip phai. Tuy viy, giéng nhu moi giai phap an ninh khac, 802.11i
can mot thoi gian dai dé minh chimg dugc kha nang an ninh cia né. Noi dung phan

nay sé& trinh bay mot s6 két qua cua cac nghién ctru vé 802.11i.

Trong [23], ba tac gia chi ra rang khoa phién duoc sir dung dé ma hoa trong
TKIP hoan toan cé thé thu duge néu nhu léy duoc nhiéu hon 2 khéa RC4 (duogc
sinh ra v6i cting mot gia tri ctia 32 bit dau trong TKIP IV). Vi bo xtr 1y str dung c6
téc d6 2.53 Ghz, va 4 khoa RC4 thir nghiém, thuc nghiém cua céc tac gia cho thay
sau 7 phit, ké tAn cong c6 thé thu dugc khoa phién. Tuy vay cdc tac gia ciing chua
chi ra cach lam thé nao dé thu duoc nhiéu hon 1 khoa RC4 véi cung mot gia tri cia

32 bit dau trong TKIP IV,

Ta biét rang trong TKIP, khoa cip chinh duoc cung cip bdi may chil xac thyuc
hodc duoc cAu hinh sin & diém truy cap va thiét bi (ché do khoa chia sé truoc PSK).
Ché d6 sir dung PSK mic du cho phép don gian hoa viée trién khai TKIP trén pham
vi nhd, nhung kha ndng an toan lai khong cao hon WEP [24], [15]:

= Néu ¢ ngay bén trong mang, sir dung PSK va gid tri dia chi MAC ngudn,
dich va hai gia tri nonce thu dugc nhd nghe 1én thong tin trén mang, ké tin
cong c6 thé sinh ra khoa phién PTK va tir d6 giai ma thong tin truyén thong

cua cac thiét bi khac.

= Trudng hop khong biét gia tri PSK, ké tdn cong c6 thé thuc hién tin cong

bang phuong phap sir dung tir dién ngoai tuyén. Theo do, st dung mot tir
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dién cac passphrase da biét, ké tn cong sinh ra danh sach cac PMK c6 thé va
thuc hién do tim cho dén khi tim duoc passphrase dang. Pay 1a mot phuong
phap tin cong truyén théng boi dic diém ctia ngudi str dung 13 hay lua chon

cac cum tur pho dung, dé nhd lam mat ma.

Bén canh do, viéc st dung ma Michael [am ma toan ven cho thong diép cling
khong dam bao duoc kha nang gid mao khung tin. Tac gid Seberry [16] da ching
minh rang khong gian ma MIC ma thuat todn tao ra la xung dot. Nghia 13 v6i hai
thong di€p khac nhau, thuat toan Michael cho ra hai ma toan ven giéng nhau. Thém
vao d6, tac gia ciing d& xuit mot phuong phap xiy dung mét bang cac gia tri cd
dinh ma theo do, néu gia tri dau ra cta thut toan nam trong bang nay, viéc gid mao

g6i tin ma mi Michael khong thay d6i 14 c6 thé.

Ché d6 mang hdn hop trong 802.11i cho phép ké tin cong thuc hién kiéu tin
cong quay lui mic d6 an ninh (Security Level Rollback attack). Mot vi du dién hinh
12 ké tin cong c6 thé gida mao diém truy cdp, giri cac khung tin dan dudng gia mao
t6i thiét bi thong bao réng chi hd tro giao thitc WEP. Hoic nguoc lai, ké tan cong
gid mao thiét bi va giri thong diép do tim hodc yéu cau lién két theo cach nhu vay
t61 diém truy cap. Két qua 13 mic du ca diém truy cip va thiét bi co thé hd tro cac
giai phap an ninh cao hon WEP, chung van két ndi v6i nhau str dung WEP. Tir do,

ké tn cong thuc hién tAn cong vao WEP.

2.3. WPA / WPA2

Chuan WPA (Truy cip Wi-Fi c6 bao vé) duoc lién minh Wi-Fi dé xuat (2002)
nham tao ra mot giai phap an ninh tam thdi cho mang khong day trong diéu kién
WEP thi qué yéu con 802.11i van dang trong giai doan xdy dung. V& thuc chit,
chuin WPA 1a mét tdp con ctua RSN, sir dung phuwong phap ma hoa TKIP thay thé
cho WEP.

Sau khi chuan 802.11i ra doi (2004), nhan thay trong dic ta c6 nhiéu giai phap
nham hd trg cho ca céc thiét bi phén cung cii, hi¢p hoi1 WiFi mdt lan nita cho ra doi
chuin WPA2 méi (2006) nhitng yéu cau chit ché hon 802.11i vdi cac thiét bi ap
dung nd. Cu thé 13 WPA2 yéu ciu cac thiét bi khong diy phai hd tro mét trong hai
kiéu xac thue PSK hoidc xac thue dua trén 802.1X (hai kiéu xac thuc nay s€ duoc
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trinh bay chi tiét trong chuong 3), déng thdi cac thiét bi khong day phai sir dung
phuong phap CCMP dé dam bao an toan va toan ven dit liéu dir liéu. Do d6 ciing

gibng WPA, WPA2 1a mét tap con ctia chudn 802.11i.

2.4. Cac giai phap khac

Bén canh d6, cac giai phap an ninh khac danh cho mang hitu tuyén ciing duoc
ap dung hodc duoc sta d6i dé ap dung vao mang khong diy nhu: mang riéng ao
(VPN), Ipsec, SSH, hé théng phat hién xam nhap (IDS)... Cac giai phap ndy mot
mat thuong hoat dong & t?mg trén so vo1 t?mg lién két dit liéu, mat khac doi hoi
nhiéu chi phi dé trién khai nén khoé thich hop cho viéc trién khai rong rai. Tuy vy,

ching van dugc cac to6 chuc sir dung nhu 1a cac bién phap tang cuong.

2.5. Téng két

Chuong nay di gi6i thiéu cac giai phap an ninh chu yéu dugc ap dung cho
mang 802.11. Vi¢c tap trung di sau vao nghién ctu cac phuong phap ma hoa va
dam bao tinh toan ven trong cac phuong phap ndy nhim dwa ra mot cai nhin téng
quat vé qua trinh phat trién cling nhu cai tién cua cac phuong phap nay. Trong do,
chuén an ninh WEP dugc coi la khong du dé dam bao an ninh cho mang 802.11,
chuan TKIP dugc dua ra nhu mot giai phap chuyén ddi trong khi cho cac phan cting
802.11 cii dugc nang cap dé hd trg cho CCMP. Giai phap CCMP duogc dwa nhu mot
giai phap moi, toan dién dé tranh nhing rii ro ké thira tir chuan WEP — diéu ma
TKIP van bi anh huong. CCMP str dung thuat toan ma héa AES dé ma hoa dit liéu
va thut toan CBC-MAC d¢ tinh toan va kiém tra tinh toan ven cta dit ligu - 14 hai

thuat toan da dat dugc niém tin trong cong déng bao mét vé tinh an toan cla ching.

Tuy nhién, dé c6 thé thuc hién duoc qué trinh ma hoa/gidi ma va tinh todn
toan ven, can phai c6 mot phuong phap an toan dé van chuyén khoa PMK t6i ca hai
phia dé ching c6 thé thuc hién viéc sinh va déng bod cdy phan cip khoéa. Phuong
phap khoa chia sé trudc (PreShared Key) dugc 802.11i dwa ra nham ap dung cho
cac mang c6 quy mo nho. Ddi voi cac mang quy mé 16m, 802.11i str dung phuong
phap xac thuc dua trén 802.1X, qua do khoa bi mat s€ dugc chuyén t&1 hai phia thay

vi dugc cau hinh tinh ¢ ca hai phia.

Véi 1y do d6, chuong tiép theo s& di nghién ctru cac phuong phap xac thuc
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duogc ap dung cho mang 802.11 v&i ndi dung tap trung sau vao phuong phap xac
thuc dya trén 802.1X. Trén co s¢ do, & chuong cudi ching ta s€ nghién ctru, danh
gia cdc madt con tdn tai ddi v6i viée dam bao an ninh cho mang 802.11 roi tir d6 dé

xut mot mo hinh mang WLAN an toan v6i nhitng yéu ciu cu thé.
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CHUONG 3. XAC THU'C TRONG WLAN 802.11

Pé dam bao an ninh cho mang khong day, bén canh giai phdp ma hoa nham
dam bao thong tin khong bi 16 trén duong truyén, phuong phap xac thuc duoc st
dung dé cap quyén truy cip vao mang cho cac tram trude khi tham gia truyén thong.
Pic diém chung cua cac phuong phap xéac thuc 1a trong pha két ndi, cic tram phai
cung cap cac nhan dang s cho diém truy cdp dé chimg minh rang né c6 du diéu

kién dé tham gia vao truyén thong.

Céc phuong phap xac thuc &p dung cho 802.11 la cac phuong phép xac thuc
mot chiéu, nghia 1a chi ¢6 cac tram can duge xac thuc. Khi két ndi vao mot diém
truy cdp, tram méc nhién coi diém truy cp 13 hoan toan tin ciy hay 1a diém truy cap

mac nhién da dugc xéc thyc boi tram khong day.

3.1. Xdc thwe trong chuan 802.11 ban dau

Dic ta IEEE 802.11 ban dau cung cép hai phuong phap xac thuc cho cac tram
khong day la: Xac thuc md (Open Authentication) va Xac thuc khoa chia sé (Shared
Key Authentication).

Trong d6, phuong phap xac thuc md thuc chat 1a mot phuong thirc xac thuc
rong hay hoan toan khong c6 xéac thyc. Mic du c6 vé vo nghia nhung phuong phap
x4c thuc mé van dugc dua vao trong dic ta 802.11 boi 1y do 1a phuong phap xéac
thuc phai cho phép tram két ndi vao mang mot cach nhanh chong. O phuong phap
nay, tram khong ddy s& gan dia chi MAC ciia minh vao trong thong diép yéu cau
xé4c thuc. Phia diém truy cap, khi nhan dugc thong di¢p nay s¢€ chép nhan cho tram

dugc phép truy cap mang, ddng thoi gui thong diép thong bao xac thuc thanh cong

' ' Authenticate (request}’, '
STA & uthenticate (sucess) AP
Open Authentication
Hinh 3-1. Xac thuc mo

t&1 tram.

Khac véi phuong phép xac thuc mo, phuong phép xac thuc khoa chia sé ap

dung phuong phap md hoéa WEP vao trong qua trinh xac thuc, trong d6 yéu cau ca
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hai phia (diém truy cap va tram) déu phai hd trg WEP va ¢ cung cac khéa WEP

chung. Khi dé, qua trinh x4c thuc dugc dién ra nhu sau:

= Tram giri thong diép yéu cau xac thuc bang phuong phap khoa chia sé toi

diém truy cap

= Piém truy cip giri lai thong diép thanh thirc véi ndi dung khong ma hoa

* Tram thyc hién ma hoa thong di€p thach thuc béng khoa WEP ma n6 c6 va

giri lai cho diém truy cap.

= Khi nhin dugc thong diép tra 161, diém truy cap thuc hién giai mi bang khoa

WEP ctia n6. Néu nhu diém truy cip (sau qué trinh giai m) thu lai duoc noi

dung thong di€p thach thuc n6 da gui di, nd s€ gui thong di€p bao thanh cong

va cho phép tram dugc truy cap vao mang khong day.

Wireless station

Encrypt challenge using RC4 algorithm

Authentication request

«—/"cﬁuﬁpﬁe’”‘

Response

Generate random number to challenge station

Decrypt response fo recover challenge

Verify that challenges equate

Hinh 3-2. Xac thuc khoa chia sé (Xac thuc WEP)

C6 thé thiy c6 nhiéu loai thong diép duoc sir dung phuc vu cho qua trinh xac

thue trong dic ta 802.11. Tuy nhién cac thong diép nay déu c6 chung mot dinh dang

bao gdm 4 trudng:

* Truong s6 hiéu thuat toan chi dinh loai x4c thuc duoc st dung véi gia tri 0

danh cho xac thuc md con 1 danh cho xac thuc WEP.

* Truong tht ty giao dich x4c dinh vi tri trong qua trinh xac thyc. Thong diép

dau duogc dat gia tri 1, thong di€p tho 2 dugce dat gia tri 2, con thong diép
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dung vo1 WEP duoc dat gia tri 3.

= Trudng mi trang thai duoc thiét lap trong thong diép cudi cing nhiam xac

dinh sy thanh cong hay that bai ctia qua trinh xac thuc.

* Truong thach thic (chi dung cho x4c thuec WEP) luu nd1 dung van ban thach
thure.

| Algorithm Num Transaction Seq. | Status Code - Challenge Text
Hinh 3-3. Cdu triic théng diép xdc thie
Gidng nhu giai phap ma hoéa WEP, xac thuc trong dic ta 802.11 cling vap phai

nhitrng diém yéu an ninh can khac phuc:

Thir nhit, phuong phap xac thuc mé vé ban chat khong phai 1a phuong phép xac

thuc boi & phuong phap nay diém truy cap chap nhan moi tram mudn truy cap.

Tht hai, d6 an toan do phuwong phép xéac thuc khoa chia sé mang lai thuc chat khong
cao hon phuong phap dau 13 miy. Mic du di ap dung k¥ thuat ma héa vao trong
qué trinh, ké tan cong van cé thé tin cong vao phuong phap nay. Boi méi truong
khong day 1a moi truong hoan toan md, thém vao do, ban chat ciia ma hoéa WEP 1a
phép toan XOR (chuong 2), nén ké tdn cong chi sir dung mot cong cu nghe 1én dé
ldy duoc thong diép thach thic va thong diép tra 1o, thuc hién XOR chung lai véi
nhau la thu dugc khoa WEP dugc chia sé gitra diém truy cap va tram. Tu khoa WEP
thu dugc nay, ké tin cong khong nhitng chi thuc hién ding nhip vao mang ma con

thé st dung khoa nay dé giai ma cac thong tin dugc ma hoa sau do.

3.2. Xac thuwc duwa trén dia chi MAC

Phuong phép xac thyc dua trén dia chi MAC tuy khong duoc chi ra trong dac
ta 802.11 ban d4u nhung duoc hd tro boi rat nhidu nha san xuat thiét b phan ctng.
Nguyén tic chinh ctua phuong phap nay 13 diém truy cap (bén xac thyc) luu trit mot
danh sach cac dia chi MAC dugc phép truy cap vao mang. M&éi khi nhan dugc mot
yéu cau xac thuc, n6 thuc hién so sanh dia chi MAC thu dugc v6i danh sach: néu
nhu dia chi MAC thudc vao danh sach dugc phép, tram méi dugc phép két ndi vao
mang khong day. Phuong phap nay duoc dua ra nhim ting cudng cho ca hai

phuong phap xac thuc cung cap boi dic ta 802.11 ban dau.
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V& nguyén tic, dia chi MAC duoc gan cho mdi giao dién mang trong qua trinh
san xut 1a duy nhat. Tuy nhién, chuan 802 van cho phép nguoi sir dung c6 thé thiét
dit dja chi MAC cuc bd dé sir dung thay vi dia chi MAC toan cuyc da dugc gén cung
cho giao di¢n mang. Nho vay, st dung mot cong cu nghe 1én va phan tich goéi tin, ké
tAn cong co thé xac dinh duoc dija chi MAC nao dugc phép truy cap mang, sau dé
chd cho téi khi tram ngung két ndi khoi mang dé gia mao MAC va két ndi vao

mang khong day mét cach hop phap.

3.3. Xdc thwe trong chuan 802.11i
R rang rang, kién tric xac thuc trong ddc ta 802.11 ban dau khong dii dé xac
thuc mot tram mudn tham gia vao mang. Nguyén do 13 kién tric xac thyc ndy thiéu

nhiing thanh phén chinh yéu tao nén mot kién trac xéac thuc hiéu qua bao g@)m:
*  Xa4c thyc dua trén nguoi dung va tip trung
*  Str dung cac khdéa ma hoa dong
* Quan ly khéa ma hoa
= Xaéc thyc hai phia

Xac thuc dua trén ngudi dung dong vai trd quan trong trong an ninh mang.
Boi xac thyc dua trén thiét bi khong thé nao phat hién va ngian can ngudi dung trai
phép sir dung cac thiét bi da dugc xac thuc. Va viéc quan 1y tap trung dua trén
nguodi dung cho phép xac thuc mot cach hi¢u qua, khong phu thude vao thiét bj ma

nguoi dung do6 st dung.

Thém vao d6, nhu ciu vé xac thuc dua trén nguoi dung lai ndy sinh mot van
dé: sur dung khoa ma héa dya trén nguoi dung. Cach xac thuc loai ndy mot mat phu
hop v61 mé hinh quéan 1y va an ninh cia mang khong day, mat khac lam giam bat
ganh nang cua nguoi quan tri trong viéc quan ly khoa. Theo do, véi tung nguoi
dung, khoa dugc sinh ra va huy mdi khi ngudi st dung thuc hién xac thuc va ngit

két n61 khéi mang.

Van dé xéac thuc hai phia nay sinh tir quan diém: khong chi ngudi dung c6 thé

gid mao ma mang khong déy ciing c6 thé gia mao. Theo d6, khong nhimg diém truy
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cap thuc hi¢n xac thuc tram ma nguoc lai tram cling thuc hién xéc thyc ca diém truy
cap dé hai bén c6 thé chic chin rang phia bén kia 1a hop 1¢.
Dé giai quyét nhitng van dé vé xac thyc trong dic ta 802.11 ban dau, chuin

IEEE 802.11i dd két hop chuan 802.1X cung khung xac thuc EAP vao trong nhu

mot thanh phén cua RSN phuc vu cho qua trinh xac thuc.

3.3.1. Chuan 802.1X
IEEE 802.1X 1a giao thic diéu khién truy cdp dua trén cong (port-based) véi
muc dich 1a cho phép thuc hién viéc diéu khién truy cap tai noi nguoi dung lién két
vao mang. Mang 802.1X dién hinh bao gém 3 thuc thé tham gia vao qua trinh xac
thuec:
= Nguoi dung (Supplicant) — thyc thé mudn tham gia vao mang

= BJ xdc thuc (Authenticator) — thuc thé thuc hién viéc diéu khién truy cap

=  May chu xéac thuc (Authentication Server) — thuc thé thyc hién qué trinh xac

thuc nguoi dung.

supplicant sys authenticator system auth server sys
supplicant services authenticator |« | authentication
: server
l controls | -
port ( ittt :
A
v v
I.AN

Hinh 3-4. 802.1X framework
Cong (port) 13 khai niém dung dé chi noi ngudi dung két ndi vao mang. Khai
niém nay dugc sir dung boi 802.1X ra doi trude 802.11 nham phuc cho mang khong
day cuc bd (LAN). Theo d6, voi mdi ngudi ding s& cé mot cong duoc quan 1y boi

mot b xac thuec.

V& mit hinh thtrc, cach hoat dong cua 802.1X tuong ddi don gian: Cac céng
ban dau & trang thai md (open). Mdi khi ngudi dung két ndi vao mot cong, bd xac

thuc s& kiém tra va chuyén cong sang trang thai dong (néu ngudi dung dugc phép
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truy cap). Khi do6, nguoi dung maéi ¢6 kha nang guri goi tin xac thuc téi may chu xac
thuc. May chu xéc thuc tiép do sé thuc hién viéc xac thuc nguoi dung. Viéc truyén
thong gitra nguoil dung, bd xac thuc dugc thuc hién nho giao thuc EAPOL (EAP
over LAN) [27].

Giao thitc EAPOL dugc dinh nghia trong chudn 802.1X nham dinh ra cach
truyén thong cac thong diép EAP trén mang LAN. Vé thuc chit, EAPOL dinh nghia
cach dong goi thong diép EAP trong cac khung tin tang lién két dir liéu. Tuy vay
chuén 802.1X khong dinh nghia cach thirc chuyén cac thong diép EAP gitra bo xéc
thuc va may chu xac thuc. Trong mang LAN su dung giao thitc TCP/IP, may chu
xac thue RADIUS (dich vu nguoi ding quay sb truy cp tir xa) duogc st dung rong
rai va phé bién. Dé gui/nhan céac thong diép xac thuc téd1 may chu RADIUS, bd xéc
thuc st dung giao thirc EAP-over-Radius [29].

Khi 4p dung 802.1X vao mang khéng didy WLAN, diém truy cp s& dong vai
tro bo xac thuc, tao ra cic cong logic va quan 1y trang thai cia cac cong nay. Mbi
khi, c6 mot tram tham gia vao mang, diém truy cap s€ gan cho no hai céng: céng bi
diéu khién va cong khong bi diéu khién. Qué trinh xac thuc s& dugc dién ra thong
qua cong khong bi diéu khién, cac ludng thong tin khac s& duoc chuyén thong qua
cong bi diéu khién. Tuy nhién, diém truy cap s& chin cong nay lai cho dén khi qua

trinh x4c thyc dién ra thanh cong.

Authenticator

Wireless T IR = ECDNFD“Ed port Uncontrolled por‘tE

Device N _i — : :
- [Authenticater | . *

..!-._.'_-. __ I i 2 -
g = g o

B o 3B 5
i o B L

oy [ =

Device I

Access Point |

Hinh 3-5. Cong 802.1X logic trong diém truy cdp
Can chu ¥ rang, & ddy may chu xac thuc khong nhat thiét phai 1a mot may chi
riéng (ching han: may chi Radius,...) ma c6 thé 1a mot tién trinh nho trong diém
truy cép 1am nhiém vu quan 1y danh sach ngudi dung/mat khau phuc vu qua trinh
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xac thuec.

3.3.2. Giao thwrc xac thwec mé rong (EAP)

EAP duoc st dung trong qué trinh x4c thue cia 802.11 RSN ¢6 str dung chudn
diéu khién truy cap 802.1X. V& ban chat EAP khong phai 1a mot giao thirc xac thyc
ma 12 mot khung hoat dong cho phép ap dung nhiéu phuong phép trén d6 [27]. Dic
ta EAP khong quy dinh rd co ché xac thuc nao duoc st dung trén d6. Noi cach
khéac, EAP 1a mdt bo bao gbi cho phép hoat dong trén moi kiéu t?mg lién két dit liéu.

Microsoft Cisco

i
—r \

Authentication
Layer TLS EAP SIM TTLS PEAP EAP-FAST LEAP
¥ ¥ [} [ 3
v v v + 4 v
LEAP EAP
ayers
EAPOL
[ ¥
MAC
Layer 802.3 802.11

Hinh 3-6. Kién triic EAP dp dung cho LAN va WLAN
RSN khéng quy dinh st dung EAP voi phuong phap xac thuc ndo cu thé, tuy
vay, hiép hoi WiFi quy dinh st dung mot vai phuong phap xac thuc EAP (ching
han EAP-TLS) céc thiét bi hd tro WPA/WPA2.
Hinh v& bén dudi mo ta cdu trac khung tin EAP hoat dong trén tang lién két

dir 1i€u cua giao thic PPP va giao thirc mang LAN.

EAP: 1 1 2 Variahle

T
PPP Header (ode | Identifier Length Data §
L
EAP over LANS: 1 1 2 Variable
LAN Header Code | Identifier Length Data § {

Hinh 3-7. Cau triic khung tin EAP
Trong do:

* Trudng Code (mé) c6 do dai 1 byte dung dé dinh nghia kiéu ctia goi tin EAP.
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3.3.2.

Trudng Identifier (sd dinh danh) c6 d6 dai 1 byte dung dé luu gia tri nguyén

khong dau str dung dé dong bo giira hai thong diép yéu cau va tra 1oi.

Truong Length (d6 dai) co kich thudc 2 byte chira kich thudc ctia toan bd goi
tin ngoai trir phan mao dau (header).
Truong Data (dit liéu) c6 d6 dai bién thién luu thong tin phuc vu qua trinh

xac thuec.

Xac thwe trong WLAN dwa trén 802.1X
Nhu trén d3 trinh bay, chuan 802.11i dua trén dé quan 1y ludng thong tin giita

hé théng phan phdi va tram khong diy théng qua mé hinh cong bi diéu khién/khong

bi diéu khién cua 802.1X. Qua trinh x4c thuc nay két hop voi qua trinh bat tay 4-

budc

va bét tay nhom (da trinh bay & trén) dé thyuc hién viéc thiét lap va dong bo

cac khoa ma hoa.

Dé qua trinh xac thyuc théng qua 802.1X c6 thé dién ra, cac tram can thiét 1ap

lién két vé1 diém truy cap. Qua trinh nay dién ra nhu sau:

Céc tram thyc thyc hién do tim cac thong s6 an ninh cta diém truy cap thong
qua viéc do tim bi dong (dua trén cac khung tin Dan duong) hodc do tim chu

dong (thong qua cac khung tin Do tim).

Ti€p do, cac tram thyc hién viéc xéac thuc voi diém truy cdp dua trén co ché

xac thuc mé.

Cuoi cung, cac tram thuc hién viéc lién két voi diém truy cap thong qua viée

trao do1 cac goi tin lién két (Association frame).
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STA AP STA

IEEE B02 11 Probe Reguest

-

- |IEEE 80211 Probe Response [Security Parameters)

IEEE 802 .11 Open Systerm Authentication Reguest

[EEE 802.11 Cpen Systern Authentication Response

-

IEEE 802 .17 As=ociation Request (Securty Parameters) -

- |EEE B0 11 Association Response

IEEE 802 1% Controlled [EEE 802 .13 Controlled
Fort Blocked Fort Blocked

Hinh 3-8. Qud trinh thiét Idp lién két
Sau qué trinh thiét 1ap lién két, khi xac dinh duoc mang yéu cau xac thuc dua
trén 802.1X va EAP, diém truy cép s& giri thong diép EAP-Request hodc tram s&
giri thong diép EAP-Start dé bat dau qua trinh xac thyc bang EAP.

Vi gia thiét may chit RADIUS duoc str dung 1am may chi xc thuc, qua trinh
xac thuc trong WLAN duya trén 802.1X dién ra nhu sau:

1. Tram giri gbi tin EAPOL-Start t&i diém truy cap. (Budc ndy 1a tiy chon)

2. Piém truy cap giri khung tin EAP-Request/Identity thong bao v6i tram rang
can phai xac thuc 802.1X.

3. Tram tra 161 vo1 khung tin EAP-Response/Identity. Khung tin nay s€ duogc

chuyén tiép t&i may chu Radius véi vai tro khung tin Radius-Access-Request.

4. May chu Radius gtri goi tin EAP-Request xac dinh phuong phap xac thuec.
Goi tin nay dugc bao goi trong khung tin Radius-Access-Challenge gui toi
diém truy cap. Piém truy cap s& chuyén tiép khung tin EAP-Request t6i tram.
Khung tin EAP-Request thong thuong dugc goi 1a EAP-Request/Method trong
d6 Method 13 phuong phap EAP duoc st dung (chang han PEAP, EAP-TLS).

5. Tram nhan thong tin tra 11 tr ngudi dung (vi du: tén/mat khau) va tra 10i

bang khung tin EAP-Response. Khung tin ndy s& duoc diém truy cdp chuyén
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thanh goi tin Radius-Access-Request voi ndi dung thach thirc dugce kém trong
than goi tin.

Budc 4 va 5 ¢o thé phai lap di 1ap lai nhiéu lan dé hoan tat qua trinh xac thyc.
Khoa cip chinh ciing duoc chuyén téi diém truy cdp va tram trong qua trinh
nay.

6. May chu RADIUS gtri gé1 tin RADIUS-Access-Accept thong bao xac thuc
thanh cong. Diém truy cdp s& chuyén tiép goi tin ndy thanh géi tin EAP-
Success chuyén t6i tram dong thoi chuyén trang thai cia cong sang di xéic

thuec.

7. Ngay sau khi nhan duogc goi tin Radius-Access-Accept, diém truy cép thuc
va tram thuc hién qua trinh bt tay 4-budc dé sinh cdy phan cip khoa thong
qua cac thong di¢p EAPOL-Key. (Budc nay khong xay ra khi 4p dung 802.1X
cho WEP).

8. Khi muén ngit két ndi khoi mang, tram giri goi tin EAPOL-Logoff toi diém

truy cap. Cong logic twong tmg s& duoc chuyén sang trang thai chua xac thuc.

4 ( 4
= =5
Supplicant Authenticator Radius
802.71¢ RADIUS
1: Association Request i
. Assodiation Response
" EApL;
2:EAPOL-Start i
3:Request/identity
4: Respanse/identity Radius-Access-Request
FAP-Request/Method ke 5: Radivs-Access-Challenge
6: EAP-Response/Method Rodius-Access-Request
EAP-Request/Method Radius-Access-Challenge
FAP-Respanse/Method Radius-Access-Request
. FAP-Success - 7: Radius-Access-Accept
8: FAPOL-Key

10: EAPOL-Logoff

P

Hinh 3-9. Qua trinh xdc thyc dya trén 802.1X
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3.3.3. Xac thwc trong ché ddé khéa chia sé trwéc

Bén canh viéc sinh va phan phdi khoa dya trén 802.1X, kién tric RSN trong
802.11i dinh nghia mot phuong phap khac goi 1a khéa chia sé trude (PSK). O ché
d6 nay, khoa cap chinh thay vi dugc sinh va phan phdi boi may chu xac thuc, nd

dugc cau hinh san ¢ ca hai phia.

Trong ché d6 ndy, sau khi qua trinh thiét 14p lién két dién ra, ca tram va diém
truy cap sé& tién hanh qu4 trinh sinh va dong bo khoa dya trén cac thong diép EAP-
Key va khoa cip chinh (duoc sinh tir PSK) (hinh 2-14). Sau d0, ca hai phia sé tién

hanh truyén thong an toan st dung cdy phan cap khoa di duoc sinh.

3.4. Téng két

Chuong nay da trinh bay va gioi thi€u cac phuong phdp xac thyc duogc ap
dung trong mang WLAN. Trong d6 xac thuc thong qua 802.1X cho phép thuc hi¢n
viée xac thuc dua trén ngudi dung, diéu khong cé duoc ¢ cac phuong phap trude do
trong chuan 802.11. Viéc xéac thuc dua trén ngudi dung 13 phuong phap xéac thuc
duoc str dung phd bién hién nay bai xac thuc dya trén thiét bi 1a c6 diém yéu 1a thiét

bi ¢6 nhitng thong s6 ¢6 dinh gan lién rat dé cho ké tan cong gia mao.

Bén canh d6, co ché xac thuc dya trén 802.1X da cung cép mot cach thuc
phan phdi khoa bi mat toi diém truy cap va tram khong day mot cach an toan, giai
quyét dugc van dé cdu hinh tinh khéa nhu trong co ché WEP. Thém vao d6, khoa
duogc sinh ra boi may chu xac thuc 13 dong véi timg nguoi dung cu thé sau khi da
duoc xéac thuc nén cho du ké tin cong co thé tin cong duoc vao khoa cua mot nguoi
dung thi cling khé c6 thé tin cong vao dir liéu giri ciia ngudi dung khac.

Tuy vay, chudn 802.11i lai khong chi rd trong dic ta ctia minh 13 phuong phap
xac thuc EAP nao s€ dugc dung dé phuc vu cho qua trinh xac thyc. Piéu d6 dan téi
1a cac nha san xuét thiét bi c6 thé ap dung cac phuwong phap xac thuc khac nhau, va
néu nhu khéng xem xét can thin trong qua trinh xay dung sé c6 thé dan t6i nhing

rui ro an ninh tir qua trinh xac thuc nay.

Bén canh d6, giai phap xac thuc dua trén 802.1X ciing bi yéu diém khi gip

kiéu tAn cong tir chdi dich vu (DoS). Nguyén nhan 1a do cac dic ta an ninh cho
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mang WLAN 802.11 da bo qua viéc dam bao tinh sin sang cho mang.

Do vy, muc dich va noi dung ctiia chuwong cubi cung 1a di xem xét nhitng van
dé an ninh trong mang WLAN 802.11 lién quan dén kiéu tin cong DoS, phén tich
va so sanh cac giai phap xac thuc EAP dang duoc stir dung phd bién dé tir d6 c¢6 co
s& xdy dung mot md hinh mang WLAN an toan c6 kha ning giam thiéu rui ro tir

kiéu tin cong DoS ciing nhu dam bao duoc an toan dit liéu truyén thong.
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CHUONG 4. HE THONG WLAN AN TOAN

Trong chuong 2 va 3, chung ta di tim hiéu va phan tich cac giai phap an ninh
danh cho 802.11, dic biét 1a chuin an ninh m&i 802.11i trén cac khia canh: toan ven
dir 1i€u, tinh bi mat va xac thuc. D6 cling chinh 1a ba tiéu chi dugc td chuc IEEE dat

ra khi xay dung giai phap an ninh cho mang WLAN.

Tuy nhién, trong an toan dir liéu n6i chung, con mot tinh chat ciing quan trong
khong kém 1a tinh sin sang (availability). Tinh sin sang dung dé chi mic do sén
sang dap ung dich vu cliia mang ciing nhu cac tram tham gia vao mang. Lién két
mang phai duoc duy tri cho dén khi mot trong cac bén tham gia (hop 1) thuc hién
yéu cau ngit két ndi. V& tinh chét ndy, cac chuin an ninh cho 802.11 khi dwogc dic
ta déu khong dé cap toi.

Thém vao d6, chuan 802.11i trong qua trinh trién khai van ton tai nhitng rti ro
an ninh tiém 4n nhu 13 héng tan cong quay lui dich vu. Viéc khong dinh 6 co ché
xac thuc EAP nao dugc sir dung ciling din tGi nhiéu van dé: tht nhat 1a sy khong
ddng bo giita cac nha san xuét thiét bi, thi hai 1 néu ap dung co ché xac thuc EAP
yéu s& khién cho nhiing ¢ ging an ninh sau budc xac thuc s& bi 46 v&. Mot vi du
dién hinh cho van dé nay 1a néu khoa bi mat bi 16 trong qua trinh x4c thuc, qua trinh

ma hoda vé sau s¢ khong con y nghia nira.

4.1. Tinh san sang cua 802.11i

Céc nghién ctru [14], [31], [32] d4 chi ra ring mang WLAN 802.11 khong du
surc chéng choi lai v6i kiéu tin cong tur chdi dich vu. Theo d6, kiéu tn cong nay co
thé duoc thuc hién mot cach d& dang va rat kho dé phat hién véi dic ta 802.11 hién

tai.

4.1.1. Cac kiéu tan cong DoS dién hinh

Trong ba loai khung tin dwogc sir dung (khung tin quéan 1y, khung tin diéu khién
va khung tin dir li¢u), chi c6 khung tin dit liéu 1a dugc bao vé trong mang 802.11.
Tir tinh chat d6 ké tan cong co thé d& dang gia mao hai kiéu khung tin nay dé thyuc

hién tan cong vao mang.
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Dién hinh trong cac kiéu tin cong loai nay 1a viéc ké tin cong thyc hién gia
mao va lién tuc giri cac khung tin ngat lién két (Disassociation) va khung tin ngimg
xac thuc (Deauthentication). Kiéu tin coéng nay con c6 tén goi 1a kiéu tin cong
“cudp phién” (session high-jacking) [31]. Nhu mé ta trong hinh 4-1, ké tin cong gia
mao dia chi cua diém truy cap dé gui thong diép ngit lién két (Disassociate) t6i
tram théng bao lién két da bi huy. Bing cach tin cong kiéu nay, ké tdn cong thuc
hién dugc hai muc dich: thir nhat 13 lam gian doan hodc huy dich vy cia nguoi
dung, tht hai 13 ké d6, ké tin cong c6 thé tiép tuc truyén thong v6i may chu bang
cach gia mao dia chi MAC cua tram. Tat nhién, dé c6 thé truyén thong tiép duoc
trong mang duoc bao vé bang phuong phap mi hoa, ké tin cong con phai biét duoc
khoa dugc sir dung dé ma héa. Ky thuat tn cong nay ciing dugce st dung dé tan
cong lai cac hé théng ¢ hd tro xac thue hai chiéu.

Access Point Legitimate Supplicant Adversary

EAP Reguest 3
—__-_-_*_-_*_'——_-——a.

2
\ 3
EAP Success

Supplicant Authenticated

Adversary
spoofs

802.11 MAC Disassociate | apg

E’/i’//,—«/ MAC address

Gains
o Network
Connectivity
Network Traffic

Hinh 4-1. Tdn céng bdng cdch gid mao goi tin ngdt lién két

Bén canh d6, viéc sir dung mot sd thong diép EAP khong mi hoéa giao thire
xac thyc 802.1X cling cho phép mdt vai kiéu tan cong DoS dugc thyc hién. Cu thé
1a ké tAn cong c6 thé gia mao thong diép EAPOL-Start va giri lién tuc khién cho
viée x4c thuc 802.1X khéng thé thanh cong, gid mao cac thong diép EAPOL-
Failure va EAPOL-Logoff dé ngat két ndi tir tram. Ngoai ra, ké tin cong con co thé
thuc hién gia mao diém truy cép thong qua viéc gia mao thong diép EAP-Success.
Hinh 4.2 m6 ta mot vi du vé viée gia mao thong diép EAP-Success. Nguyén nhan 1a

do thong diép nay khong duoc dam bao tinh toan ven. Do d6, ké tan cong thuc hién
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stra d6i thong diép EAP-Success 14y duoc trong pha xac thuc cia mot ngudi dung
khéc, roi guri thong di€p nay td1 nguoi dung hién tai dé dong gia 1a mdt bo xac thuc

hop phap. Tu do, ké tan cong cé thé nhan dién va can thi¢p vao moi dir li¢u dugc

gui di tr nguoi dung.
Authenticator Supplicant
P P ——

802.11 associate

-+

Request
{authentication type: Identity, MD-
Challenge, OTP, Generic Token Card, etc.)

Response{Authentication Information)
-«

Success{No Integrity)

| Attacker
Forged Success

-tll-lll-ll-lll-nll-lll-ll-lll-lll-lll-ll-lll-’v

Get all network traffic form the supplicant

Hinh 4-2. Gia mao thong diép EAP-Success
Ké tan cong ciing c6 thé thyc hién kiéu tin cong 1am suy kiét tai nguyén cia
may chu xac thyc. Cu thé 1a, may chu xac thyc phan bo tai nguyén dé xac thuc
ngudi dung trong khi khoéng c6 mot co ché nao kiém tra tinh hop phap cia ngudi
dung. Khi d6, nguoi dung hop 1& c6 thé khong truy cap duoc vao hé théng boi may
chu xé4c thuc dang danh hét tai nguyén dé phuc vu xac thuc ké tin cong. Dic biét 1a
v6&1 phuong phap xéac thyc st dung khoda cong cong nhu EAP-TLS hoac EAP-TTLS

do1 héi nhi€u nang lyc tinh toan va tai nguyén, kiéu tan cong nay la kha hiéu qua.

4.1.2. Tan céng vao co’ ché phan rng MIC

Thuat todn Michael dugc TKIP str dung lam phuong phap dam bao tinh toan
ven cho cac khung tin giri di. Vi mirc @6 an ninh 20 bit, TKIP ap dung thém co ché
phan tmg MIC nhiam chdng lai cac trudng hop gia mao ma MIC. Nhu trong chuong
2 d4 trinh bay, khi co ché nay duoc ap dung, ké tin cong phai mat khoang thoi gian

1a 6 thang méi c6 thé tao ra duoc mot khung tin c6 ma MIC gia mao 1a hop 18. Tuy
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nhién, co ché nay lai khién cho TKIP khéng dam bao dugc tinh sin sang cua dit
lidu. Trong [14], hai tac gia da chi ra rang co ché phan tmg khi ma MIC sai 4p dung
trong thuat toan TKIP cling gip phai nhitng ri ro khi d6i mit v6i kiéu tin cong
DoS. Theo céc tac gia, bang viéc sir dung cac phan cimg (cac dng ten chuyén dung),
ké tAn cong co6 thé 1iy duoc goi tin trudc khi né duge truyén t6i dich. Khi d6, bang
viée gitt nguyén truong TSC va thay d6i mot vai bit trong gbi tin sao cho hai gia tri
FCS va ICV vén thoa mén (dua vao 15 hong cua thuat toan CRC), ké tdn cong thu
dugc mdt goi tin méi véi TSC, FCS va ICV théa man diéu kién ctua TKIP nhung
méd MIC d4 bi sira d6i. Cach lam cta co ché phan tng MIC 1a sau hai lan gip ma
MIC sai s& tam thoi ngit lién lac giita tram va diém truy cp trong 60 gidy. Bang
cach gui 2 1an goi tin d3 sira d6i , ké tan cong hoan toan co thé lam ngimg lién két

cua tram.

Tuy nhién, cach 1am ndy doi hoi ké tin cong phai dau tu nhiéu chi phi va cong
strc. Ngoai ra, khi 4p dung CCMP thay thé cho TKIP thi cach tdn cong kiéu nay 1a
khong thé thyc hién duoc.

4.1.3. Tan céng vao qua trinh bat tay 4-bwéc

Qua trinh bit tay 4-budc 1a mot thanh phan quan trong trong qua trinh thiét 1ap
kénh truyén thong an toan giira diém truy cép va tram khong day. Muc dich cua qua
trinh ndy 13 dé x4c nhan sy so hitu khoa PMK ciing nhu viéc hoan tit qua trinh sinh

khoa ¢ ca diém truy cap va tram.

Tuy nhién, v6i 4 thong diép duoc trao dbi trong qua trinh, chi c¢6 3 thong diép
sau 14 dugc bao vé bai cac khoa sinh ra trong cdy phan cip khoa. Thong diép dau
dugc diém truy cap gui téi tram nhim cung cp gia tri ngiu nhién (nonce) thir nhat
phuc vu cho qua trinh sinh khéa. Tram mic nhién chip nhan moi thong diép dang
nay dé co thé chic chin rang qua trinh bét tay van thanh cong trong trudng hop mét
g6i tin hodc truyén lai. Piéu nay cho phép ké tdn cong thuc hién gia mao thong diép
1 véi gia tri nonce thay ddi khién cho qua trinh bat tay 4-budc that bai. Bé ddi pho
v6i truong hop thong diép 1 bi gia mao, phia tram cho phép luu tat ca gid tri nonce
n6 nhin dugc va sinh ra cac PTK tuong ung. Tuy nhién, khi gui di hang loat goi tin

gia mao nay, ké tan cong mot lan nira c6 thé khién cho phia tram can kit tai nguyén
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(CPU va RAM). Kiéu tin cong nay kha nghiém trong bdi né twong déi dé dang cho
ké tAn cong va mot khi thanh cong, n6 khién cho moi nd lyc dam bao an ninh trong

bude xac thuc phia trudc mat di ¥ nghia.

Supplicant Authenticator
Auth/Assoc Auth/Assoc
802.1X Blocked 802.1X Blocked
PMK PMK

{AA, ANonce, sn, msg1}

PTK Derived

{SPA, SNonce, SPA RSN IE, sn, msg2, MIC}

{AA, Anonce[1], sn, msgl}

PTK Derived
{AA, Anonce[n], sn, msg1} Random GTK

ﬁ%’\. ANonce, AA RSN IE, GTK, sn+1, msg3, MIC}

Inconsistent PTK Inconsistent PTK
Protocal Blocked Protocal Blocked

Hinh 4-3. Tdn céng vdo qud trinh bdt tay 4-budc

4.2. Hé théng WLAN an toan

Duya vao nhitng nghién ciru va phén tich c¢6 duoc vé mirc do an ninh mang
WLAN 802.11 néi chung va ctia chuan an ninh 802.11i néi riéng, & day t6i dé xuat
mot mo hinh hé théng WLAN an toan v6i nhirng cai tién nham nang cao muc d6 an
ninh ctia moi trudng mang ciing nhu cho phép xiy dung mot hé thong dua trén
chuén 802.11i sén c6 voi nhitng stra doi 13 it nhat. Nhu di trinh bay, dam bao an
ninh cho mang WLAN 802.11 chinh 1a ddm bao bon tiéu chi: tinh bi mat, tinh toan
ven, tinh x4c thuc va tinh sin sang cho mang nay. Do vdy, hé thong WLAN an toan

dugc deé xuat cling nham dam bao bdn tiéu chi nay.

Tht nhét, vé mit ma héa va dam bao tinh toan ven dit liéu cho mang, vo1 giao
thire CCMP, cac phén tich va nghién ctru cho dén nay déu chi ra rang viéc mi héa
va dam bao tinh toan ven trong 802.111 stir dung khéa c6 do dai 128 bit 1a hi¢u qua,
kho c6 thé tan cong vao duoc. Tinh dén nay, chua cé rii ro an ninh nao lién quan
dén CCMP duoc cong bd. Véi 1y do d6, hé théng WLAN an toan sé& st dung CCMP
nhu 13 phuong phép duy nhat ¢é ma hoa va dam bao tinh toan ven cho dit liéu
mang.
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Thém vao d6, kiéu tin cong quay lui dich vu loi dung viéc hai khung tin dan
duong va do tim 13 khong duoc bao vé trong mang WLAN. Viéc mi hoa hay kiém
tra tinh toan ven cia cac khung tin nay 1a rat kho boi tai thoi diém nay, gitta diém
truy cap va tram chua c6 khoa chia sé nao dé ap dung. Néu ap dung giai phap khoa
chia sé trudc ¢ truong hop nay sé dan téi viéc kho khin trong quan 1y khoa ciing
nhu ddm bao tinh bi mat cua khoa. Do do, viéc st dung duy nhat CCMP cling dé
nham chdng lai kiéu tAn cong nay boi diém truy cap chi chip nhan mot giai phap

ma hoda va toan ven dir li¢u duy nhét 14 CCMP.

Thu hai, viéc ap dung chuan 802.1X két hop EAP trong 802.111 vao qua trinh
xac thyuce gitp cho viée xac thuce va phan phdi khoa tré nén an toan va hiéu qua. Tuy
vay 802.11i lai khong dic ta phuwong phap xac thuc EAP cu thé dugc dung mic du
c6 rat nhiéu phuong phap xac thuc c6 thé st dung v6i EAP. Do d6 hé thong WLAN
dé xuét sir dung phuong phap xac thuc EAP-TLS két hop voi may chu xac thyc
RADIUS.

Cu thé thi EAP-TLS 1a m6t chuan xac thuc EAP mé& duge dinh nghia trong
van ban RFC 2716. Chuan xac thyc nay sir dung giao thitc TLS hay con goi 1a SSL
(Secure Socket Layer). TLS str dung co s& ha tang khoa cong khai (PKI) dé dam
bao dé dam bao an toan cho dit liéu truyén thong. PKI duoc xem 14 an toan va cd
nhiéu ung dung bao quanh nhu ching chi s6, SSL, SSH, mang riéng ao dua trén
SSL,... Cho dén nay, EAP-TLS véin duoc xem la mot trong nhiing giai phap xac
thuc an toan nhit va duoc hd trg bdi moi nha san xuit phén cung va phén mém.
Con may chu xéac thuc RADIUS str dung giao thirc RADIUS phuc vu cho qué trinh
xac thyc hién dugc xem la hi¢u qua va phé dung véi cac mang hitu tuyén lan khong
day.

Thir ba, hé théng WLAN an toan dé& xuét nhitng stra ddi can thiét dé giam
thiéu nhitng rui ro lién quan dén kiéu tin cong DoS - duoc xem 1a kha dé dang dé
tAn cong vao mang 802.11. Tuy nhién, c6 nhiéu dang tin cong DoS c6 thé thuc hién
duoc tir tAng vat 1y cho dén ting img dung nén & day chi ¢ ging dat duoc kha ning
phong chéng DoS ¢ tang lién két dir lidu.

= Trudc hét, dé loai bo duoc kiéu tin cong tran ngap goi tin huy lién két hay
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huy xéac thuc, giai phap dugc dua ra 1a thay d6i mo hinh hoat dong cia
802.111 trong d6 budc xac thuc 802.11X dugc dua Ién trude budce lién két —
khoi ngudn tir nghién ctru [33], ddng thoi loai bo bude xac thuc mé trong mod
hinh hoat dong cta 802.11i. Cach lam nay ciing khong 1am thay ddi nhiéu
mo hinh cua qué trinh két ndi trong mang WLAN 802.11, theo d6 céac tram
can duoc xac thuc trude khi c6 thé lién két véi diém truy cdp. Sau khi thyuc
hién xéc thuc nho 802.1X két hop EAP-TLS, bén canh khoa bi mat duoc giri
t6i diém truy cap va tram, may chu xac thuc s€ thuc hién tao thém mot khda
nita nham dam bao tinh toan ven cho cac thong diép lién két. Khoa nay —
duoc goi la SMK- cling dugc bao vé bd1 EAP-TLS. Sau cung, cac thong diép
lién két duoc dam bao toan ven boi khoa nay st dung ham bam HMAC-

SHA-1 giéng nhu trong qua trinh bat tay bon budc.

= Tiép d6, dé chéng lai kha ning gia mao cac théng diép 1 trong qua trinh bat
tay bon budc, khoa trén ciing duoc dung dé dam bao toan ven cho thong diép
nay st dung ham bam HMAC-SHA-1. Phia tram khi kiém tra gia tri toan ven
cua thong di€p nay, néu phat hi¢n sai s€ bé qua. Nho do, loai bd dugc kiéu

tAn cong DoS vao qué trinh bét tay nay.

= Cubi cing, dé chéng lai kiéu tin cong bang viéc gia mao cac thong diép
EAPOL-Success, EAPOL-Failure va EAPOL-Logoff, hé thong WLAN an
toan cling thuc hién viéc kiém tra toan ven cac thong di€p nay nho khoa sinh
ra & budc xac thuc két hop v61 ham bam HMAC-SHA-1. Viéc su dung lai
khoa nay nhim giam bét viée sinh ciing nhu quan 1y khéa & diém truy cap va

tram.

V61 nhiing stra ddi va dé xuit d6, mo hinh hoat dong cua hé théng WLAN

802.11 an toan dugc md ta boi qua trinh giri/nhéan cac thong di¢p nhu sau:
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RADIUS

Tram AP
Probe Request >
P Probe Response
- gavor| EAP-over-Radius |
EAP-Start EAPOL over-Radius
P Request/Identity
Response/Identity
P Request/ TLS-Start
Respond (TLS client hello) >
P Request (TLS certificate)
Respond (TLS certificate) >
P _ PMK, SMK (TLS encrypted)
ACK (TLS encrypted) I
P EAP-Success (MIC by SMK)

Association Request (MIC by SMK)

Association Response (MIC by SMK)

A

Nonce (MIC by SMK)

Nonce (MIC by EAPOL-KCK)

Acknowledge (GTK encrypted)

Acknowledge (MIC by EAPOL-KCK)

Secure Transfer

Hinh 4-4. Mo hinh hoat dong cua hé théng WLAN an toan
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Ngoai ra, dé nang cao hiéu suit va giam b6t thoi gian thuc thi coa qua trinh
trong trudng hop xay ra 16i, hé théng WLAN an toan ap dung md hinh khéi phuc 16
dugc dua ra trong [14]. Theo d6, tai mdi budc trong qué trinh néu c6 xay ra 15i, hé

théng s& quay lai budc gan nhat trude d6 (v6i gia dinh rang da thanh cong).

Pha 1. Phat hién <+

\4

Pha 2. Xac thuc 802.1X
(str dung phuong phap EAP-TLS)

\4

Li xac thuc

\4

Pha 3. Lién két an toan

L&i lién két

v

Pha 4. Bit tay 4 budc

(Xac nhan PMK, sinh va phéan <
~--»| phoi PTK)

Timeout

"__’i Pha 5. Bit tay nhom

F-- ,
' | (Sinh va phéan phoi GTK)

Pha 6. Truyén dit liéu an toan

(Str dung CCMP vé6i khéa lay [*
duogc tir pha 4, 5)

Ldi an ninh Ldi an ninh

Hinh 4-5. M6 hinh hé thong WLAN an toan
(trong mo hinh, pha 5 1a tuy chon)
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KET LUAN

An toan dir liéu may tinh ludn 13 vin dé néng hdi dic biét 1a van dé an toan dir
liéu mang khi ma mang mdy tinh dang & trong giai doan phat trién manh mé. Mang
WLAN 802.11 str dung mdi trudng truyén dan khong day dién tir voi nhitng dic
diém riéng ctia nd can co nhiing giai phap an ninh riéng bén canh cac giai phap an
ninh truyén théng cho mang hitu tuyén. Viéc tip trung nghién ctru, danh gia mirc do
an ninh cia mang nay khong chi c¢6 ¥ nghia d6i véi riéng linh vuc quan sy, ky thuat

ma con doi voi tat ca cac linh vuc dang ap dung no.

Do vay, luan van trudc hét thuc hién viée tim hiéu, phan tich cac gidi phap an
ninh cling nhu cac rui ro tor mang 802.11 dua trén cac ti€éu chi dam bao: tinh an
toan, tinh xac thuc, tinh toan ven. Qua do co thé théy, chuin an ninh 802.11i v&i
muc tiéu cung cip mot giai phap an ninh méi cho mang 802.11 du kha ning dé

mang lai kha ndng ma hoa va ddm bdo tinh toan ven hi¢u qua khi st dung CCMP.

Kién trac mang an toan 6n dinh RSN trong 802.11i cung cdp kha ning xac
thuc hai chiéu, sinh khoa dong ciing nhu phan phdi khoa twong dbi hiéu qua. Tuy
vay, kha nang hd tro cac thiét bi phan cimg cii da khién cho 802.11i c¢6 nhitng rii ro
khi trién khai trong thuc té. Doi v6i ché d6 xac thue khoa chia sé trude, néu khong
dugc thiét 1ap diing mic, rui ro an ninh x4y ra cho mang 1a twong ddi cao. Ngoai ra,
mang hdn hop cho phép ké tin cong thuc hién kiéu tin cong quay lui mic do an
ninh néu khéng dugc nghién ctru va trién khai hop 1y. Viéc khong chi dinh mot
phuong phap xac thuc EAP cuy thé nao dan t6i sy mat dong bo giira cac nha san xuat
thiét bi, va cang nguy hiém hon néu phuong phap xac thuc EAP dugc ap dung 1a

khong an toan boi khéa ma héa chinh duoc cung cip trong qua trinh nay.

Nhu cu vé mang ting cao khién cho tinh sén sang trd thanh mot thudc tinh an
ninh quan trong cho mang 802.11. Viéc bd tiéu chi nay trong cac dac ta 802.11 (dac
biét 1a dac ta 802.111) khién cho mang tré nén mét an toan trudc cac kiéu tan cong
tir chéi dich vu (DoS). Trong dé, cac kiéu tin cong dua trén cac khung tin quan 1y,
khung tin lién két va khung tin EAP 13 twong d6i d& dang thuc hién boi cac khung

tin nay dugc truyén di khong bao vé. Pién hinh 1a cc kiéu tAn cong ngit lién két,
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tAn cong vao qua trinh bét tay 4-budc. Cach giai quyét tét cho cac van dé nay la
thuc hién viéc kiém tra toan ven céc thong di¢p doé str dung mdt khoda riéng duoc
chia sé gitra hai bén (diém truy cap va tram khong day). Kiéu tin cong DoS duya trén
co ché phan tng khi ma MIC sai ciing twong ddi dé dang cho ké tin cong. Tuy vay,
kiéu tan cong ndy hoan toan cé thé bi loai bé nhd ap dung CCMP vao qua trinh ma

hoa va kiém tra tinh toan ven cua dir liéu.

T nhimg két qua nghién ctu d6, ludn van dé xuat mot mo hinh 1y thuyét
mang khong diy WLAN an toan voi nhitng yéu cau cing mot sd sitra d6i nho trong
chuén 802.11i véi muc dich ning cao kha ning an toan va dic biét 1a giam thiéu

nhiing rai ro an ninh khi d61 méat véi kiéu tan cong tir choi dich vu.

Mic du cung cip mot cai nhin toan dién va tong quat vé an ninh cho mang
802.11, tuy vy do han ché vé& mat thoi gian, diéu kién thiét bi, cong véi trinh do co
han, luan vin chua tién hanh dugc vé mit thuc nghi¢ém mo hinh ly thuyét da dé
xuit. Do d6 chua c6 duoc nhung danh gia bude dau vé hiéu ning cta nhimg cai tién

trong mo hinh nay.

Do do, trong tuong lai, bén canh viéc tién hanh thuc nghi¢ém mo hinh ly thuyét
da dé xuét, viéc tiép tuc nghién ctru phuong phap ma hoa hiéu qua thay thé cho
phuong phap EAP-TLS dé giam thiéu thoi gian thyc thi, cung viéc nghién ctru giai
phap d6i pho vai cac kiéu tin cong DoS chua duoc dé cap t6i cling goi mé nhiéu

trién vong.
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PHU LUC 1 - Danh sach cac dac ta IEEE 802.11 [1]

Dac ta Chu giai

802.11 | Chuén dau tién (1997).

802.11a | Chuan tht 2 cho tang vat Iy (1999)

802.11b | Chuan tht 3 cho tang vat Iy (1999)

802.11d | Mo rong cong nghé trai phd nhay t:?m dé co thé hoat dong trén lién mién tan sb
duogc quy dinh khéac nhau & cac quoc gia.

(802.11¢) | Cung cip mé rong QoS cho tang MAC.

802.11F | Giao thtrc lién diém truy cép cho phép cai thién hoat dong cua cac diém truy
cap dugc roaming

802.11g | Chuan tht 4 cho tang vat 1y (2003).

802.11h | Chuan mé rong cho phép 802.11a twong thich véi cac quy dinh ctiia Chau Au.

802.111 Nang cao muc do an ninh tai téng lién két dit liéu

802.11j Chuan mo rong cho phép 802.11a tuong thich véi cac quy dinh cta Nhat.

(802.11k) | Nang cao kha nang lién lac gifra cac tram va mang.

(802.11n) | Muc dich tao ra thong luong mang dat t&1 100Mbps.

(802.11p) | Danh cho muc dich st dung trén xe hoi.

(802.11r) | M rong nham cai thién hiéu ning roaming

(802.11s) | M6 rong 802.11 nham st dung trong cong nghé mesh networking.

(802.11u) | Thay ddi 802.11 nham hd trg kha ning lién mang v6i cic cong nghé mang

khac.
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PHU LUC 2 - Thuat toan sinh khéa trong TKIP [7] [13]

Gidng nhu WEP, c4 hai pha trong giao thic TKIP str dung mét bang hoan vi
goi 1a bang S. Do TKIP str dung cac gia tri 16 bit trong qua trinh tinh toan, nén vé 1y
thuyét, bang hoan vi nay c6 do dai 2'° = 65536 tir (twong duong voi 128KB). Tuy
nhién, thuc té, TKIP str dung mot bang gom 512 phan tir, mdi phan tir 1 byte. Thuc
chat bang nay duoc tach thanh 2 phan (c6 thé goi 1a 2 bang), mdi phan 256 phan tir
goi la TSU (TKIP_Sbox Upper) va TSL (TKIP Sbox Lower). Cac gia tri cia bang
hoan vi S 1a x&c dinh trudc va dugc dac ta trong chuan 802.11i [13]. pé léy duoc
hoan vi cho moét tir 16bit X, TKIP st dung byte cao cia X lam chi muc dé xac dinh
gid trj trong bang TSU, con byte thip ciia X duoc sir dung dé xac dinh gia tri trong
bang TSL. Hai gia tri 16bit nay sau d6 dugc két hop lai bai phép toan XOR dé cho

ra hoan vi 16bit cudi cung.
Theo d6, 1 = S[j] c6 nghia 1 1a hoan vi cua j.

Pha 1.

Mic du pha nay sir dung toan bd 128 bit cua khoa phién theo thoi gian, két
qua dau ra chi 12 mot mang 80 bit gdm 5 tir 16-bit goi 13 P1K,, P1K;, P1K,, P1Kj,
and P1K,. V&1 cach ky hiéu:

= TSC, —1a 16 bit gitta cua TSC (bit 16-31)
= TSC,—1a 16 bit cao cua TSC (bit 32-47)

= TA, la byte thtr n ciia dia chi MAC duoc st dung cho qua trinh tinh toan.
Theo d6, TA, 14 byte thip nhat con TAs 13 byte cao nhét.

= TK, la byte thir n cua khoa phién theo thdi gian. Theo d6, TK, 1a byte thap
nhit con TK s 1a byte cao nhét)

= Biéu thirc x N y dai dién cho phép toan két hop 2 byte (X, Y) thanh mét tir
16 bit:

= xNy=256*x+y

= §[ ] dai dién cho két qua hoan vi léy duogc tir bang S.
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thi qua trinh tinh todn & pha 1 dién ra nhu sau:

Budc 1:
PlKO =
P1K;
P1K,
P1K3 =
P1K, =

Budc 2:

TSC,
TSC,
TA, N TA,
TA; N TA,
TAs N TA,

FOR 1 = 0 to 3

BEGIN
P1K,
P1K;
P1K,
P1K;
P1K,
P1K,
P1K;
P1K,
P1K;
P1K,

END

Pha 2.

= PlKO
= P1K;
= P1K2
= P1K3
P1K,
= PlKO
= P1K;
P1K,
= P1K3
= P1K,

+ o+ F o+ A+
nnunnununnnonon

P1K,
P1K,
P1K;
P1K,
P1K;
P1K,
P1K,
P1K;
P1K,
P1K;

DDODDODDDDDDDD

DDODDODDDDODDDDD

[ O SN U U T S ()

+ 2*%1 + 1

Thoat nhin, pha 2 nhin c6 vé phtrc tap hon pha 1. Tuy vay, trong pha nay, mac

dui c6 nhiéu budc tinh toan hon nhung vong lip khéng duoc sir dung dé tang toc do

tinh toan. Két qua tra ra sau 2 budc tinh toan ban dau 13 mang gdm 6 tir 16-bit duoc

dat tén PPK,, PPK,, PPK,, PPK;, PPK, va PPKs dugc st dung cho budc cudi cung

nham xac dinh gié tri cho khoa RC4.

V61 cach ky hiéu nhu pha 1, cong thém:

= P1Kn la tir 16-bit thtr n tra vé tir pha 1

= Toan tir >>> dai dién cho phép toan dich chuyén xoay vong 16-bit sang phai

1 vi tri.

= Toén tir >> dai dién cho phép dich bit don thuan.

Thi pha 2 dugc thyc hién qua ba budc tinh toan chinh:

Budc 1:
PPKO = PlKO
PPK, = P1K,
PPK2 = P1K2
PPK3 = P1K3
PPK, = P1K,

PPK; = P1Ks +

Budc 2:

PPK,
PPK, =
PPK,

= PPK, +
PPK, +
= PPK, +

TSC,
S[ PPKs @
S[ PPK, ®
S[ PPK, @

(TK,
(TK3
(TKs
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N TK, )
N TK, )
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PPK; = PPK; + S[ PPK, ® (TK, N TK¢) ]
PPK; = PPK; + S[ PPK; @ (TKy N TKg ) ]
PPK; = PPKy + S[ PPK, @ (TKy; N TKyo) |
PPKy, = PPKy; + >>>(PPKs @ (TK;s N TKi,))
PPK, = PPK; + >>>(PPKy ® (TKi;s N TKu4))
PPK, = PPK, + >>>(PPK;)
PPK; = PPK; + >>> (PPK,)
PPK, = PPK, + >>>(PPK;)
PPK; = PPKy + >>>(PPK,)

Budc 3:
RC4Key, = UpperByte (TSCy)
RC4Key; = ( UpperByte (TSCy) | 0x20 ) & Ox7F
RC4Key, = LowerByte (TSCy)
RC4Key; = LowerByte ((PPKs @ ((TK,; N TKy) >> 1)
RC4Key, = LowerByte (PPKj)
RC4Keys = UpperByte (PPKj)
RC4Keyys = LowerByte (PPK;)
RC4Key; = UpperByte (PPK;)
RC4Keygs = LowerByte (PPK;)
RC4Keys = UpperByte (PPK;)
RC4Key;y = LowerByte (PPKj;
RC4Key;:1 = UpperByte (PPKj;
RC4Key;, = LowerByte (PPK,

RC4Key,;, = LowerByte

( )
( )
( )
RC4Key;3 = UpperByte (PPKy)
( )
RC4Key;s = UpperByte ( )

Nhu vay két qua tra vé sau pha 2 1a mot mang gém 16 byte tao thanh khoa RC4 str

dung cho vi¢c ma hoa.
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PHU LUC 3 - PRF [34]

Ham sinh s6 gia ngiu nhién (PRF) duoc dic ta 802.11i xay duyng nham dua ra

mdt cach thic sinh cay phan phdi khéa phuc vu cho viéc mi hoa va dam bao tinh

toan ven cua dir licu. Ham PRF c6 kha nang cho ra cac khoa c6 do dai 128, 192,

256, 384 va 512 bit. Ham nay st dung ham bam HMAC-SHA-1 lam 161 cho qua

trinh tinh toan.

Céch thuc hoat dong cua PRF dugc mo ta qua cac biéu thie sau:

H-SHA-1 (K, A, B, X) < HMAC-SHA-1(K, A || Y || B || X)
PRF (K, A, B, Len)
{

for 1 <« 0 to (Len+159)/160 do

R « R || H-SHA-1(K, A, B, 1)

return L(R, 0, Len)

PRF-128 (K, A, B) = PRF(K, A, B, 128)
PRF-192 (K, A, B) = PRF(K, A, B, 192)
PRF-256 (K, A, B) = PRF(K, A, B, 256)
PRF-384 (K, A, B) = PRF(K, A, B, 384)
PRF-512 (K, A, B) = PRF(K, A, B, 512)

Trong do,

K 14 khéa bi mat dugc sur dung dé tao ra cac khoa ng'flu nhién
A 1a nhan mo6 ta muc dich ctia ham

X 1a 1 byte chtra tham sé cho ham

Y la 1 byte chura cac bit 0

|| 14 phép toan ndi xau

Cu thé 1a:

PTK « PRF-X(PMK, “Pairwise key expansion”, Min(AA,SPA) ||
Max(AA,SPA) || Min(ANonce,SNonce) || Max(ANonce,SNonce))
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» GTK < PRF-X(GMK, “Group key expansion”, AA || GNonce)

Véi: AA — dia chi MAC cua diém truy cap, SPA — dia chi MAC cua tram, Nonce 1a

cac gia tri ngdu nhién duoc sinh boi diém truy cép (A, G) hodc tram (S).
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