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Phan | : DOS

|. Lich sdr cda tdn cong DoS
1. Muc tiéu

- Muyc tiéu cac cudc tin cong thudng vao cac trang web 1on va cac to chic

thuong mai dién tir trén Internet.
2. C4c cudc tan cong.

- Vao ngay 15 thang 8 nam 2003, Microsoft da chiu dot tan cong DoS cuc

manh va lam gian doan websites trong vong 2 gio.

- Vao Iic 15:09 gio GMT ngay 27 thang 3 nam 2003: toan bo phién ban tiéng

anh ctia website Al-Jazeera bi tin cong lam gian doan trong nhiéu gio
Il. Binh nghia vé tan cong DoS

Tan cong DoS la kiéu tan cong vo cling nguy hiém, dé hiéu dugc no ta can

phai lim rd dinh nghia ctia tin cong DoS va cac dang tan cong DoS.

- Tan cong DoS la mot kiéu tan cong ma mot ngudi 1am cho mot hé thdng
khong thé sir dung, hoac 1am cho hé thdng d6 cham di mot cach dang ké véi
nguoi dung binh thuong, bang cach 1am qué tai tai nguyén cua hé thdng.
- Néu keé tan cong khong c6 kha ning tham nhap duogc vao hé théng, thi ching
¢ gang tim cach 1am cho hé théng d6 sup do va khdng cé kha ning phuc vu
nguoi dung binh thuong d6 1a tin cdng Denial of Service (DoS).
Mic di tan cong DoS khéng c6 kha ning truy cap vao dir liéu thuc caa hé
thdng nhung no ¢o thé 1am gian doan cac dich vu ma hé théng d6 cung cap.
Nhu dinh nghia trén DoS khi tan cong vao mot hé théng sé khai thac nhiing

cai yéu nhat cua hé thong dé tan cong, nhitng muc dich cua tan cong DoS:




Tim hiéu tdn céng DOS - DDOS

1. Cac muc dich ctia tan cong DoS

- Cb gang chiém bang thong mang va lam hé théng mang bi ngap (flood), khi
d6 hé théng mang sé& khdng c6 kha nang dap ang nhitng dich vu khéac cho

nguoi dung binh thuong.

- Cb gang 1am ngat két ndi gitta hai may, va ngin chin qua trinh truy cap vao
dich vu.
- C6 giang ngan chin nhimg ngudi dung cu thé vao mot dich vu nao d6
- C6 gang ngan chan cac dich vu khong cho ngudi khac ¢ kha nang truy cap
vao.

- Khi tan cong DoS xay ra nguoi ding c6 cam giac khi truy cap vao dich vu
do6 nhu bi:

+ Disable Network - Tat mang

+ Disable Organization - To chitc khéng hoat dong

+ Financial Loss — Tai chinh bi mat

2. Muc tiéu ma ké tan céng thwéng st dung tan cong DoS

Nhu chung ta biét ¢ bén trén tin céng DoS xay ra khi ké tan cong st dung hét
tai nguyén cua hé thong va hé thong khong thé dap ung cho ngudi dung binh
thuong duoc vy cac tai nguyén chung thudng sur dung dé tan cong la gi:
- Tao ra su khan hiém, nhitng gidi han va khong d6i mai tai nguyén
- Bang thong cta hé théng mang (Network Bandwidth), bo nhég, 6 dia, va
CPU Time hay céu tric dir liéu déu 1a muc tiéu cua tin cong DoS.
- Tan cdng vao hé théng khac phuc vu cho mang may tinh nhu: hé thong diéu
hoa, hé théng dién, hét hdng lam mat va nhiéu tai nguyén khéac cua doanh
nghiép. Ban thir tuong twong khi ngudn dién vao may cha web bi ngit thi

nguoi ding cd thé truy cap vao may cha d6 khong.
- Ph& hoai hoic thay doi cac théng tin cau hinh.

- Ph& hoai tang vat Iy hoic cé4c thiét bj mang nhu ngudn dién, diéu hoa.. .
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lll. Cac dang tan cong

Tan cong Denial of Service chia ra 1am hai loai tin cong
- Tan cdng DoS: T4n cong tir mot ca thé, hay tap hop cac ca thé.
- Tn cong DDoS: Pay 1a sy tin cong tir mot mang may tinh duoc thiét ké dé

tan cong téi mot dich cu thé nao do.
1. Cac dang tan cdong DoS

- Smurf

- Buffer Overflow Attack

- Ping of Death

- Teardrop

- SYN Attack

a. Tan cong Smurf

- La thi pham sinh ra cuc nhiéu giao tiép ICMP (ping) toi dia chi Broadcast
ctia nhiéu mang véi dia chi ngudn 1a muc tiéu can tan cong.

* Chling ta can luu ¥ 1a: Khi ping toi mot dia chi 1a qua trinh hai chiéu — Khi
may A ping téi may B may B reply lai hoan tat qua trinh. Khi ping téi dia chi
Broadcast cia mang nao d6 thi toan b cac may tinh trong mang do sé Reply
lai . Nhung gio thay doi dia chi nguén, thay dia chi nguon la may C va ping
toi dia chi Broadcast cua mot mang nao do, thi toan b cac may tinh trong
mang d6 sé& reply lai vao may C cha khong phai pc gui va do 1a tan cong

Smurf.
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jm

- Két qua dich tan cong s& phai chiu nhan mot dot Reply goi ICMP cuc Ién va
lam cho mang bi dét hoac bi cham lai khéng c6 kha nang dap tng céc dich vu
khac.

- Qua trinh nay duoc khuyéch dai khi c6 ludng ping reply tir mot mang duoc
két ndi v6i nhau (mang BOT).

- tan cong Fraggle, ching st dung UDP echo va tuong tu nhu tin cdng

Smurf.

Hinh hién thi tan céng DoS - dang tan cong Smurf st dung géi ICMP 1am

ngap céc giao tiép khac.
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b. TAn cdng Buffer overflow.

- Buffer Overflow xay ra tai bat ky thoi diém nao c6 chuong trinh ghi lwong
théng tin 16n hon dung lugng caa bo nhd dém trong bo nhé.

- Ké tan cdng co thé ghi dé 1én dix liéu va diéu khién chay cac chuong trinh va
danh cap quyén diéu khién cia mot sé chuwong trinh nham thue thi cac doan ma
nguy hiém. .

- Qua trinh gtri mot bire thu dién tir ma file dinh kém dai qua 256 ky tu ¢6 thé s&
xay ra qua trinh tran bo nhé @ém.

c. Tan cong Ping of Death

- Ké tan cdng gui nhitng goi tin IP 16n hon sb luong bytes cho phép cua tin IP 12
65.536 bytes.

- Qua trinh chia nho goi tin IP thanh nhitng phan nho dugc thyc hién ¢ layer 1.
- Qua trinh chia nho cd thé thyc hién véi goi IP 16n hon 65.536 bytes. Nhung hé
diéu hanh khéng thé nhan biét duoc do 16n cua goi tin nay va sé bi khoi dong
lai, hay don gian 1a s& bi gian doan giao tiép.

- Bé nhan biét ké tan cong guri goi tin 1on hon goi tin cho phép thi twong ddi dé
dang.

d. T4n cdng Teardrop

- GOi tin IP rat 16n khi dén Router s& bi chia nho 1am nhiéu phan nho.

- Ké tan cong st dung st dung goi IP vai céc thdng sé rat kho hiéu dé chia ra
cac phan nho (fragment).

- Néu hé diéu hanh nhan duoc cac goi tin da duogc chia nho va khong hiéu duoc,
hé thong ¢6 gang build lai goi tin va diéu d6 chiém mot phan tai nguyén hé
théng, néu qua trinh d6 lién tuc xay ra hé théng khdng con tai nguyén cho cac

ung dung khac, phuc vu cac user khac.
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e. Tan cong SYN

X A

.5‘}.-:,\, Normal connection
establishment

SYN Flooding

- K¢ tan cdng giri cac yéu cau (request a0) TCP SYN ti may cha bi tan cong.
Pé xtr 1y lwong goi tin SYN nay hé théng can tén mot lwong bd nhd cho két
noi.

- Khi ¢ rat nhiéu gdi SYN 4o t&i may chu va chiém hét cac yéu cau xu ly caa
may chu. Mot nguoi dung binh thuong két néi téi may chu ban dau thyc hién
Request TCP SYN va lic nay may chu khdng con kha niang dap lai - két ndi
khong dugc thuc hién.

- Pay 1a kiéu tan cong ma ké tan cong loi dung qua trinh giao tiép cua TCP

theo — Three-way.
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- Cac doan ma nguy hiém c6 kha ning sinh ra mot s luong cuc 16n céc goi
TCP SYN t&i may chu bi tin cong, dia chi IP ngudn caa géi tin da bi thay doi
va d6 chinh 14 tin cdng DoS.

- Hinh bén trén thé hién cac giao tiép binh thuong voi may cha va bén dudi
thé hién khi may chu bi tin cong goi SYN dén sé rat nhiéu trong khi d6 kha
nang tra 1oi cia may cha lai ¢6 han va khi d6 may cha sé tir chdi cac truy cap
hop phap.

- Qua trinh TCP Three-way handshake duogc thuc hién: Khi may A mudn giao
tiép voi may B. (1) may A ban ra mot g6i TCP SYN t6i may B — (2) may B
khi nhan duoc gdi SYN tir A s& guri lai may A goi ACK dong y két noi — (3)
may A gui lai may B g6i ACK va bit dau cac giao tiép dir liéu.
- May A va may B sé& dir két ndi it nhat 1a 75 gidy, sau d6 lai thuc hién mot
quéa trinh TCP Three-way handshake lan nita dé thuc hién phién két néi tiép
theo dé trao doi dit liéu.

- That khong may ké tin cong da loi dung k& ha nay dé thuc hién hanh vi tan
cong nham sir dung hét tai nguyén cua hé thong bang cach giam thoi gian yéu
cau Three-way handshake xuéng rat nho va khong guri lai goi ACK, ctr ban
g6i SYN ra lién tuc trong mot thoi gian nhat dinh va khdng bao gio tra 1oi lai
g6i SYN&ACK tir may bi tin cong.

- V/6i nguyén tic chi chap nhan goéi SYN tir mot may toi hé thong sau mdi 75
gidy néu dia chi IP nao vi pham s& chuyén vao Rule deny access s& ngin can

tan cong nay.

IV. Céc cdng cu tan céng DoS
- Jolt2

- Bubonic.c

- Land and LaTierra

- Targa

- Blast20
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- Nemesy

- Panther2

- Crazy Pinger
- Some Trouble
- UDP Flood

- FSMax

1. Tools DoS - Jolt2

A Telnat - mandiake MEE
Lomut Edt Temral Heb

[root@mandrake bin)#

[root@mandrake bin]#

[root@mandrake bin]®

[root@mandrake bin)#

[root@mandrake bin]h

[root@mandrake bin)#

[root@mandrake bin]

[rootémandrake bin)#

[root@randrake bin)k

[ rootémandrake bin]#

[root@mandrake bin)#

[root@eandrake Lin)e

[rootémandrake bin)#

[root@mandrake bin)

[root@mandrake bin)¥

[root@mandrake bin]h

[root@mandrake bin)#

[root@mandrake hin]

[root@mandrake bin]®

[root@mandrake bin]¥ gcc -0 jelt? jolt2.c
[root@mandrake bin]® arp -5 10.10.0.25% 90:11:22:33:40:55
[root@mandrake bin)# ./jolt2 10.10.0.25%

[rootémandrake bin]t i

- Cho phép ké tan tir chéi dich vu (DoS) Ién cac hé thdng trén nén tang
Windows

- N6 la nguy@n nhan khién may chu bi tan cong c6 CPU ludn hoat dong ¢
muc d6 100%, CPU khéng thé xir Iy cac dich vu khac.

- Khong phai trén nén tang Windows nhu Cisco Router va mot sb loai Router

khac ciing c6 thé bi 16 hong bao mat nay va bi tools nay tan céng.

10
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2. Tools DoS: Bubonic.c

[ Windows Toixk ~ 0] i

Ia CeHons  Yisw Hep

Applicasons | Pracessez  Performance l

CFU Usace CPU Lsage Hstary

=MEM Lsaqe —— ~Memory Usade HisLory

Totels Fhysical Memory (K}

Handss fZ11 1otal 1Ysng
Threads L97 Avalatle 25204
Prooessens 27 Syatem Cache a7z
Cormk Charges () Kemel Memary ()

Tocel 233432 Tatal S9000
Lk 471902 Paged 22632
Pech £532685 Nunpayed 3E248

Frocesses: 27 KPU Uszge; 100% Mem Lsage: Z35456K [ 4719065~

IR

| r[

- Bubonic.c 1a mot tools DoS dwa vao cac 15 hong bao mat trén Windows
2000

- N6 hoat déng biang cach ngau nhién gui cac goi tin TCP véi céc thiét ap
ngau nhién lam cho may chi ton rat nhiéu tai nguyén dé xir ly van dé nay, va
tir d6 s& xuét hién nhitng 16 héng bao mat.

- Str dung bubonic.c bang cach gd cau Iénh: bubonic 12.23.23.2 10.0.0.1 100

3. Tools DoS: Land and LaTierra

- Gia mao dia chi IP duoc két hop vai qua trinh ma cac két néi giira hai may
tinh.

- Ca hai dia chi IP, dja chi nguén (source) va dija chi IP dich, dugc chinh sira
thanh mot dia chi cua IP dich khi d6 két ni gitra may A va may B dang duoc
thuc hién néu cé tan cong nay xay ra thi két ndi giira hai may A va B sé bi

ngat két ndi.

11
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- Két qua nay do dia chi IP nguén va dia chi IP dich ctia g6i tin giéng nhau va
g6i tin khong thé di dén dich can dén.

4. Tools DoS: Targa

- Targa 1a mot chuong chinh c6 thé sir dung 8 dang tan céng DoS khéc nhau.
- N6 duogc coi nhu mot bo hudng dan tich hop toan bo cac anh huong cua
DoS va thuong la cac phién ban cua Rootkit.

- Ké tan cdng st dung mot trong cac phuong thire tin ¢éng cu thé tgi mot hé
théng bao gi¢r dat dugc muc dich thi thoi.

- Targa 1a mot chuong trinh day sitc manh va né c6 kha ning tao ra mot su

nguy hiém rat 16n cho hé thdng mang ctiia mot cong ty.
5. Tools DoS Blast 2.0

- Blast rat nho, 1a mét cong cu dung dé kiém tra kha niang cta dich vy TCP nd
c6 kha nang tao ra mot luu luong rat 16n géi TCP va co thé s& gay nguy hiém
cho mot hé thong mang véi cac server yéu.

- Dudi day la cach str dung dé tan cong HT TP Server sir dung Blast2.0

+ Blast 192.168.1.219 80 40 50 /b "GET /some" /e "url/ HTTP/1.0" /nr /dr /v

- Tan céng may chu POP

+ Blast 192.168.1.219 110 15 20 /b "user te" /e "d" /v

6. Tools DoS — Nemesys

& Nemesy - ready 3 =10] x|
Victim IP: {192.168.131.68 x| | _send
- Packets -

Number; l Size: |r4098 ’ Delay(ms): |100 exit

12
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- P4y la mot chwong trinh sinh ra nhitng goi tin ngau nhién nhu (protocol,
port, etc. size, ...)

- Dya vao chuong trinh nay ké tan cong c6 thé chay cac doan ma nguy hiém
vao may tinh khong dugc bao mat.

7. Tool DoS - Panther2.

« D.0.S. -Panther Modern mod =10 x|

ﬁostlm.s.s.s

Time in 1/1000th's of a second for each set

75 | i3

Bot

[ EEEENENEEEENERENENEEEE
7. EENEEEEEEEEANEENEEEEEE

=
& (_/ {~ Standard ports
Beain Stop ¢ Incremental

- Tan cong tir chdi dich vu dwa trén nén tang UDP Attack duoc thiét ké danh
riéng cho két ndi 28.8 — 56 Kbps.

- N6 ¢6 kha nang chiém toan bo bang thong cua két ndi nay.

- N6 ¢6 kha ning chiém bang thong mang bang nhiéu phuong phap vi nhu
thuc hién qué trinh Ping cuc nhanh va cd thé gay ra tin cong DoS

13



Tim hiéu tan cdong DOS - DDOS

8. Tool DoS - Crazy Pinger

Crazy Pinger

Welcome to Crazy Pinger 2.0. This program will send

Icmp Packets to a certain server with as many bytes

of data as you want. all you need to dois fill out the
inFormation below to continue the process.

Target: l

Bytes: |

Mumber of Icmp Packets to be sent: [

(" Show Icmp Packets (& Hide Icmp Packets

Start Attack

Cong cu nay co kha nang gui nhitng gi ICPM 16n téi mot hé thong mang tir xa.

14
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9. Tool DoS — Some Trouble

¥ SomeTrouble 1.0 ~ by Prince Ali~

Email

UIN |

IP add

Number

Options Menu

| Mail bombing
1 1CO bombing
| NetSend Flood
| Startup

Load read save About

- SomeTrouble 1.0 1a mot chwong trinh gdy nghén hé théng mang
- SomeTrouble 1a mot chuong trinh rat don gian véi ba thanh phan
+ Mail Bomb (tu c6 kha nang Resole Name véi dia chi mail c0)
+ 1CQ Bomb
+ Net Send Flood
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10. DoS Tools — UDP Flood

UDP Flooder 2.00 IP: 192.168.131 =10 x|
Destination
IP/hostname [l Port |
Transmission control

Speed [pkts/sec) {

Max duration [secs) I
min

Max packets |

max

B / ,
Modem -->-- Cable -~->-- T1 —-3--- LAN
Data

" Random | to | bytes

+ Text |""""" LIDP Flood. Server stress test =

" Fromfile FEBrowse l

Status G

Packets sent 0 2
Seconds elapsed O Stop

- UDPFlood Ia mot chuong trinh guri cac goi tin UDP

- N6 giri ra ngoai nhing goi tin UDP toi mot diac hi IP va port khéng cb dinh

- GOi tin ¢6 kha ning 12 mot doan ma vian ban hay mot sb lugng dit lidu duoc

sinh ngau nhién hay tir mét file.

- Puoc sir dung dé kiém tra kha ning dap {ing cia Server

16
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11. Tools DoS — FSMAX

cv CAWINDOWS'\ system32'cmd.exe 7

C:\Documents and Settings\Administrator.UINDOUS\Desktop\FSMax2A>fsmax
FSMax v2.8 — Copyright(c) 1999-20803,. Foundstone, Inc.
Server stress tester for huffer overflow/DOS conditions

Usage — fsmax /= < sewpipt.txt > wesults_txt
reads script from stdin
Help

Script Format
host:[ip address].[portl,[minl,[max] = host parameters

Additional host parameters in order:
tineout — me to wait for socket response — default = 0
delay — ms to wait hefore sending commands— default = 258
pause — ms to wait hefore receiving — default = 0
retnum - number of CR/LF’s to end huffer - default is one
rcopen T/F rcopen conncction beforec cach command
norecv - T/F no receive after intial connect — default is off
verhose — T/F verhose output- off hy default
trial — T/F display huffer w/o sending

Command syntax
c:[command text] = preloop commands
lc:[command bufferl] = loop commands

- Kiém tra hiéu nang dap tng caa may chu.

- N6 tao ra mot file sau d6 chay trén Server nhiéu lan lap di 1ap lai mot ldc.

- Tac dyng cua tools nay la tim cach tan cong lam chan bo nhé dém va tan
céng DoS tai may chu.

V. Két ludn phan |.

- Khi str dung mét Tool tan cong DoS téi mot may cha doi khi khong gay anh
hudng gi cho may cha - Gia suir ban st dung tool Ping of Death t&i mot may
chu, trong d6 may chu két ndi vai mang toc d6 100Mbps ban két ndi téi may
chu téc d6 3Mbps - Vay tan cong caa ban khong ¢ ¥ nghia gi.

- Nhung ban hiy tudng tuong c6 1000 ngudi nhu ban ciing mét ldc tin cong
vao may chi kia khi d6 toan bd bang thong cua 1000 ngudi cong lai toi da dat
3Ghps va tdc d6 két ndi cua may chu 1a 100 Mbps vay két qua s& ra sao cac

ban c6 kha nang tudng tugng.

17
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Phan Il : DDOS-BOT-BOTNET

Mot trong nhimg phuong thic tin ¢cong DDoS hiéu qua va phé bién
nhat hién nay 1a hoat dong dwa trén hang trim mdy tinh bi chiém quyén diéu
khién (tic cac zombie). Nhitng zombie nay thuong bi kiém soat va quan ly
qua ca&c mang IRC, st dung duwoc goi la cac botnet.
Botnet hoat dong nhu thé nao

Mot sb cach thuc tin tic c6 thé dung dé tan cong va chiém quyén diéu
khién may tinh dich, cing mot s bién phap ddi pho hiéu qua nham bao vé
may tinh trudc nhitng mbi de doa nguy hiém luén rinh rap xung quanh.

Tim hiéu vé:

« Nhu thé nao la bot, botnet; céch thuc hoat dong cua ching.
« Nhitng thanh  phan  phé  bién  nhat  trong  bot.
« Mot host c6 thé bi tin cong va chiém quyén diéu khién nhu thé ndo.
« Bién phap ngan chin hiéu qua va cach doi pho trudc hoat dong pha hoai cua
ching.

Cubi thé ky 19 ciing nhu dau thién nién ky méi danh dau budc phat trién
nhanh, manh cta mot sé chién lugc tin cong khac biét nham vao hé thong
mang. DDoS, tic Distributed Denial of Services, hinh thuc tan cong tir chdi
dich vu phan tan khét tiéng ra doi. Tuong tu v4i ngudi anh em DoS (tan cong
tir chéi dich vu), DDoS duoc phét tan rat rong, chit yéu nho tinh don gian
nhung rat khé bi do tim cia chung. Pa c6 nhiéu kinh nghiém dbi pho dugc
chia s¢, vai khéi lugng kién thic khéng nho vé no, nhung ngdy nay DDoS
van dang 1a mot mbi de doa nghiém trong, mot cdng cu nguy hiém cua
hacker. Chling ta hay cuing tim hiéu vé DDoS va san pham ké thira tir nd: cac

cudc tan cong botnet.
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|. Giéi thiéu vé Bot va Botnet

Bot 14 viét tit cua robot, tirc cac chuong trinh ty dong hoa (chir khdng
phai 1a ngudi may nhu nghia chung ta van goi) thuong xuyén duoc str dung
trong thé gigi Internet. Nguoi ta dinh nghia spider duoc dung bgi cac céng cu
tim kiém truc tuyén, &nh xa website va phan mém dap tng theo yéu cau trén
IRC (nhu eggdrop) 1a robot. Cac chuong trinh tu dong phan tng khi gap su
Kién ngoai mang noi b ciing duoc goi la robot. Trong bai nay, ching ta sé
quan tam t&i mot kiéu robot cu thé (hay bot nhu tén tit van thuong duoc goi)
la IRC bot. IRC bot str dung c4c mang IRC nhu mot kénh lién lac dé nhan
lénh tir ngudi dung tir xa. Vi du cu thé nhu, ngudi ding 1a mot ké tan cong,
con bot 1a mot Trojan horse. Mot Iap trinh vién gioi cé thé dé dang tao ra mot
sb bot riéng cua minh, hodc xay dung lai tir cac bot c6 san. Ching c6 thé dé
dang an nap trudc nhitng hé thong bao mat co ban, sau d6 1a phat tan di nhanh

chéng trong thai gian ngan.

1. IRC

IRC 14 tén viét tit ctia Internet Relay Chat. Do 1a mot giao thirc dugc
thiét ké cho hoat dong lién lac theo kiéu hinh thuc tan gau thoi gian thuc (vi
du RFC 1459, cac ban update RFC 2810, 2811, 2812, 2813) dua trén kién tric
client-server. Hau hét moi server IRC déu cho phép truy cap mién phi, khdng
ké doi twong sir dung. IRC la mét giao thirc mang mé dya trén nén tang TCP
(Transmission Control Protocol - Giao thirc diéu khién truyén van), doi khi
dugc nang cao véi SSL (Secure Sockets Layer - Tang socket bao mat).
Mot server IRC két ndi véi server IRC khac trong cing mot mang. Nguoi
ding IRC cd thé lién lac vai ca hai theo hinh thic cong cong (trén cac kénh)
hoic riéng tu (mdt doi mot). C6 hai muc truy cap co ban vao kénh IRC: muc
ngudi ding (user) va mie diéu hanh (operator). Ngudi ding nao tao mot kénh

lién lac riéng s& tré thanh nguoi diéu hanh. Mot diéu hanh vién cé nhiéu dac
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quyén hon (tuy thudc vao ting kiéu ché o6 do ngudi diéu hanh ban dau thiét
Iap ) so véi nguoi dung thong thuong.

Céc bot IRC dugc coi nhu mot ngudi dung (hoic diéu hanh vién) théng
thuong. Ching la céc quy trinh daemon, c6 thé chay tu dong mot sé thao tac.
Qua trinh diéu khién cac bot nay thong thudng dua trén viéc gui 1énh dé thiét
lap kénh lién lac do hacker thuc hién, véi muc dich chinh 1a pha hoai. Tat
nhién, viéc quan tri bot cling doi hoi co ché tham dinh va cap phép. Vi thé, chi
c6 chu s& hiru chding méi ¢6 thé sir dung.

Mét thanh phan quan trong caa cac bot nay 1a nhitng su kién ma ching
c6 thé dung dé phét tan nhanh chong téi may tinh khac. Xay dung ké hoach
can than cho chuong trinh tin cong s& giup thu duoc két qua tot hon véi thoi
gian ngan hon (nhu xdm pham duoc nhidu méy tinh hon chang han). Mét sé n
bot két ndi vao mot kénh don dé cho 18nh tir ké tan cong thi duoc goi 13 mot
botnet.

Cach day chua lau, cac mang zombie (mot tén khéac ciia may tinh bi tan
cong theo kiéu bot) thuong dugc diéu khién qua cong cu doc quyén, do chinh
nhitng ké chuyén bé khoa c tinh phét trién. Trai qua thoi gian, chung huéng
t6i phuong thirc diéu khién tir xa. IRC dugc xem la cong cu phat dong cac
cudc tan cdng tét nhat nho tinh linh hoat, dé st dung va dic biét 1a cac server
chung c6 thé duogc dung nhu mot phuong tién lién lac. IRC cung cip cach
thie diéu khién don gian hang tram, tham chi hang nghin bot cing luc mot
cach linh hoat. N6 ciing cho phép ké tin cong che ddy nhan dang that cua
minh véi mot sé tha thuat don gian nhu st dung proxy nic danh hay gia mao
dia chi IP. Song ciing chinh béi vy ma chiing dé lai dau vét cho ngudi quan
tri server lan theo.

Trong hau hét cac truong hop tan céng bgi bot, nan nhan chu yéu la
nguoi dung may tinh don 1¢, server ¢ cac truong dai hoc hoac mang doanh
nghiép nho. Ly do 1a bgi may tinh ¢ nhitng noi nay khong duoc giam sat chat

ché va thuong dé ha hoan toan 16p bao vé mang. Nhitng doi tuong nguoi
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dung nay thuong khdng xay dung cho minh chinh sach bao mat, hoic néu cé
thi khdng hoan chinh, chi cuc bo & mot sé phan. Hau hét ngudi ding may tinh
ca nhan két néi duong truyén ADSL déu khoéng nhan thirc dugc cac mbi nguy
hiém xung quanh va khéng st dung phan mém bao vé nhu cic cong cu diét
virus hay tuong lira ca nhan.

2. Bot va cac rng dung cua chung

Kha nang sur dung bot va cac ang dung cua ching cho may tinh bi
chiém quyén diéu khién hoan toan phu thudc vao stc sang tao va ky nang cua
ké tan cdng. Chung ta hdy xem mat sb tng dung pho bién nhat.

II. DdoS

Cac botnet duoc st dung thuong xuyén trong cac cudc tan cong
Distributed Denial of Service (DDoS). Mot ké tan cong c6 thé diéu khién sb
luong 16n may tinh bi chiém quyén diéu khién tai mot tram tir xa, khai thac
bang thong ctia ching va gui yéu cau két ndi t6i may dich. Nhidu mang tro
nén hét stc t6i té sau khi hiing chiu cac cudc tan cong kiéu nay. Va trong mot
s6 truong hop, thu pham dugc tim thiy ngay khi dang tién hanh cudc phé hoai
(nhu & cac cudc chién dotcom).

1. Tan céng ttr chéi dich vu phan tan (DDoS)

Tan cdng DDoS 1a mét bién thé cua Foolding DoS (T4n cong tir chdi
dich vu tran). Muc dich cua hinh thirc nay 1a gay tran mang dich, st dung tat
ca bang thong c6 thé. Ké tan cong sau d6 s& cd toan bo luong bang thong
khong 16 trén mang dé 1am tran website dich. D6 1a cach phat dong tan cong
t6t nhat dé dat duoc nhiéu may tinh dudi quyén kiém soat. M&i may tinh s&
dua ra bang thong riéng (vi du véi nguoi ding PC c& nhan ndi ADSL). Tat ca
s& dugc dung mot 1an, va nho do, phan tan dugc cudc tan cong vao website
dich. Mot trong céc kiéu tan cdng phé bién nhat duoc thuc hién thdng qua st
dung giao thicc TCP (M6t giao thirc hudng két ndi), goi 1a TCP syn flooding
(tran d6ng bo TCP). Cach thirc hoat dong cua chiing 1 giri déng thoi cuing ldc

mét sb lwong khong 16 yéu cau két ndi TCP tgi mot Web Server (hoac bat ky
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dich vu nao khac), gay tran tai nguyén server, dan dén tran bang thong va
ngin khong cho nguoi dung khac ma két néi riéng cua ho. Qua 1a don gian
nhung thuc sy nguy hiém! Két qua thu duoc ciing twong tu khi ding giao thirc
UDP (mét giao thic khdng két noi).

Gidi tin tic ciing bo ra kha nhiéu thoi gian va cong strc dau tu nham
nang cao céach thirc tan céng cua ching. Hién nay, ngudi ding mang may tinh
nhu chung ta dang phai d6i mat véi nhiéu ki thuat tinh vi hon xa so kiéu tan
cong DDoS truyén thdng. Nhiing ki thuat ndy cho phép ké tin cong diéu
khién mot sé luong cuc Ky 16n may tinh bi chiém quyén diéu khién (zombie)
tai mot tram tir xa ma don gian chi can dung giao thuc IRC.

2. Spamming (phat tan thw rac)

Botnet la mot cong cu 1y tudng cho cac spammer (ké phat tan thu rac).
Chung d3, dang va s& duoc dung vira dé trao d6i dia chi e-mail thu thap duoc,
vira dé diéu khién co ché phat tan thu rac theo cung mot cach véi kiéu tan
cong DDoS. Thu rac dugc gui téi botnet, sau d6 phan phoi qua cac bot va tir
d6 phat tan téi may tinh dang bi chiém quyén diéu khién. T4t ca spammer déu
lay tén nac danh va moi hau qua thi may tinh bi phéa hoai ganh chiu.

3. Sniffing va Keylogging

Céc bot ciing c6 thé dugc sir dung mot céch hiéu qua dé nang cao nghé
thuat co dién cua hoat dong sniffing. Néu theo ddi luu luong dit liéu truyén di,
ban c6 thé xac dinh duoc con sé kho tin lwong thong tin duoc truyén tai. Do
c6 thé 1a thoi quen cua ngudi ding, trong tai goi TCP va mot sb thong tin tha
vi khac (nhu mat khau, tén nguoi dung). Ciing twong tu nhu vay Voi
keylogging, mot hinh thic thu thap tat ca thong tin trén ban phim khi ngudi
dung g6 vao may tinh (nhu e-mail, password, dit liu ngén hang, tai khoan
PayPal,...).

4. An cap nhan dang

Céac phuong thirc duoc dé cap o trén cho phép ké tan cong diéu khién

botnet dé thu thap mot luong thdng tin c& nhan khéng 15. Nhiing dit liéu co
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thé duoc dung dé xay dung nhan dang gia mao, sau d6 loi dung dé co thé truy
cap tai khoan c& nhan hoac thuc hién nhiéu hoat dong khac (cé thé 1a chuan bi
cho nhiéu cudc tin cong khac) ma nguoi ganh chiu hau qua khdng ai khac
chinh la chta nhén caa cac thong tin do.

5.5 hiru phan mém bat hop phap

Pay 1a hinh thuc cudi cing, nhung chua phai 1a két thiic. Cac may tinh
bi tn cong theo kiéu bot c6 thé dugc dung nhu mét kho luu trit dong tai liéu
bat hop phap (phan mém an cap ban quyén, tranh anh khiéu dam,...). Dit liéu
duogc luu trir trén 6 ctng trong khi nguoi dung ADSL khéng hé hay biét.

Con rat nhiéu, rat nhiéu kiéu tng dung khac nita duoc phét trién dua
trén botnet (nhu tra tién cho mdi 1an kich chudt dé s dung mot chuong trinh,
phishing, hijacking két ni HTTP/HTTPS...), nhung liét ké ra duoc hét c6 I8
s& phai mat hang gio. Ban than bot chi 1a mot cong cu véi kha ning 1ap ghép
va thich tng d& dang cho moi hoat dong doi hoi dit quyén kiém soat don 1én
mot sb luong Ion may tinh.

1. Cac kiéu bot khac nhau

Nhiéu kiéu bot da duoc xay dung va cho phép download dugc cung cap
nhan nhan khap Internet. Mdi kiéu c6 nhiing thanh phan dic biét riéng. Ching
ta s& xem xét mot sé bot phd bién nhit va thao nhiing thanh phan chinh va céc
yéu té phan biét caa ching.

1. GT-Bot

Tat ca cac bot GT (Global Threat) déu dya trén kiéu client IRC pho
bién danh cho Windows goi 1a mIRC. Cét 16i ctia cac bot nay la xay dung tap
hop script (kich ban) mIRC, duoc dung dé diéu khién hoat dong caa hé thdng
tir xa. Kiéu bot nay khoi chay mot phién client nang cao véi cac script diéu
khién va ding mét tng dung the hai, thong thuong 1a HideWindows dé an
mIRC trudc nguoi dung may tinh dich. Mot file DLL bd sung s& thém maot s6
thanh phan méi vao mIRC dé céc script ¢ thé chi phdi nhiéu khia canh khac

nhau trén may tinh bi chiém quyén diéu khién.
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2. Agobot

Agobot 1a mot trong nhitng kiéu bot phd bién nhét thuong dugc céc tay
bé khod (craker) chuyén nghiép sir dung. Chung duoc viét trén nén ngdn ngi
C++ va phat hanh duéi dang ban quyén GPL. Biém tha vi & Agobot 1a ma
ngudn. Pugc modul hoa & mic cao, Agobot cho phép thém chirc ning méi
vao dé dang. No ciing cung cap nhiéu co ché an minh trén may tinh nguoi
ding. Thanh phan chinh cua Agobot gdm: NTFS Alternate Data Stream (Xép
luan phién dong di liéu NTFS), Antivirus Killer (b diét chuong trinh chong
virus) va Polymorphic Encryptor Engine (co ché ma hoa hinh dang). Agobot
cung cap tinh nang sap xép va sniff luu lugng. Céc giao thuc khac ngoai IRC
cling c6 thé duoc dung dé diéu khién kiéu bot nay.

3. DSNX

Dataspy Network X (DSNX) ciing duoc Viét trén nén ngdn ngir C++ va
ma ngudn dua trén ban quyén GPL. O kiéu bot ndy c6 thém mot tinh ning
méi 1a kién tric plug-in don gian.

4. SDBot

SDBot duoc Viét trén nén ngén ngir C va ciing sir dung ban quyén GPL.
Khoéng giong nhu Agobot, ma ngudn cua kiéu bot nay rat rd rang va ban than
phan mém c6 mot lugng gidi han chic nang. Nhung SDBot rat pho bién va da
dugc phat trien  ra nhiéu dang bién thé khac  nhau.

Cac yéu t6 ciia mot cudc tan cong

=
Bot —_
e
M Server IRG Altaackr

Hinh 1: CAu trdc ctia mét botnet dién hinh
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« DAu tién keé tan cong s& phat tan trojan horse vao nhiéu may tinh khac nhau.
Cac may tinh nay tro thanh zombie (may tinh bi chiém quyén diéu khién) va

két ndi toi IRC server dé nghe thém nhiéu 1énh sap téi.

« Server IRC ¢6 thé 1a mot may cong cong & mot trong cac mang IRC, nhung
cling c¢6 thé 1a may chuyén dung do ké tan cong cai dat Ién mot trong cac may
bi chiém quyén diéu khién.

« Céc bot chay trén may tinh bi chiém quyén diéu khién, hinh thanh mot
botnet.

Mot vi du cu thé

Hoat dong cua ké tan cong co thé chia thanh bén giai doan khac nhau:

*Tao

* Cau hinh

* Tan cong

* Piéu khién

Giai doan Tao phu thudc 16n vao k§ nang va doi hoi caa ké tan cong. Néu la
nguoi bé khoa chuyén nghiép, ho cé thé can nhac gitra viéc viét ma bot riéng
hodc don gian chi 1a ma rong, tuy bién cai da co. Luong bot ¢6 sin 1a rat I6n
va kha nang cau hinh cao. M6t sé con cho phép thao tac d& dang hon qua mot
giao dién do hoa. Giai doan nay khong c6 gi kho khan, thuong danh cho
nhitng ké mai vao nghé.

Giai doan Cau hinh la cung cap server IRC va kénh thong tin. Sau khi cai dat
lén mot may tinh da duoc kiém soat, bot s& két néi toi host dugc chon. Pau
tién ké tan cong nhap dit liéu can thiét vao dé giéi han quyén truy cap bot, bao
vé an toan cho kénh va cudi ciing cung cdp mot danh sach nguoi dung dugc
cap phép (nhimg nguoi c6 thé diéu khién bot). O giai doan nay, bot c6 thé

duoc diéu chinh sau hon, nhu dinh nghia phuong thuc tan cong va dich dén.
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Giai doan Tan cdng la sir dung nhiéu ky thuat khac nhau dé phat tan bot, ca
truc tiép va gian tiép. Hinh thic tryc tiép c6 thé 1a khai thac 16 hong cua hé
diéu hanh hoic dich vu. Con gian tiép thuong 1a trién khai mot sé6 phan mém
khac phuc vu cho cong viéc den téi, nhu st dung file HTML di dang dé khai
thac 15 hong Internet Explorer, sir dung mot sé phan mém doc hai khac phan
phdi qua cac mang ngang hang hoic qua trao dbi file DCC (Direct Client—to—
Client) trén IRC. Tan cong truc tiép thudng duogc thuc hién ty dong théng qua
cac sau (worm). T4t ca cdng viéc nhitng sau nay phai lam 1a tim kiém mang
con trong hé thdng c6 16 hdng va chén ma bot vao. Mai hé thdng bi xam pham
sau do sé tiép tuc thuc hién chuong trinh tan céng, cho phép ké tan cong ghi
lai tai nguyén da dung trude d6 va co dugc nhiéu thoi gian dé tim kiém nan

nhan khac.

Co ché duoc dung dé phan phéi bot 1a mét trong nhitng ly do chinh gy nén
cai goi 1a tap nhidu nén Internet. Mot s6 cong chinh duoc ding cho Windows,
cu thé 1a Windows 2000, XP SP1 (xem Bang 1). Chiing duong nhu 1a dich
ngam yéu thich caa hacker, vi rat d& tim ra mot may tinh Windows chua dugc
cap nhat ban va day du hodc khong cai dat phan mém tuong lira. Truong hop
nay ciing rat pho bién voi ngudi ding may tinh gia dinh va cac doanh nghiép
nho, nhitng d6i twong thudng bo qua van dé bao mat va ludn két ndi Internet
bang thong rong.

CongDich vu42WINS (Host Name Server)80HTTP (15 héng 1S hay
Apache)135RPC (Remote Procedure Call)137NetBIOS Name
Servicel39NetBIOS Session Service445Microsoft—DS—Service1025Windows
Messenger1433Microsoft-SQL—Server2745Bagle worm
backdoor3127MyDoom worm backdoor3306MySQL UDF (User Definable
Functions)5000 UPnP (Universal Plug and Play)

Bang 1: Danh séach céc cong gan véi 16 hong dich vu
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Giai doan Biéu khién gdom mot sb hoat dong thuc hién sau khi bot da dugc cai
dit 1én may dich trong mét thu muc chon. Bé khai dong véi Windows, bot
update cac khoa dang ky, thong thuong la
HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\Curr
entVersion\Run\. Viéc dau tién bot thuc hién sau khi duoc cai dat thanh céng
1a két ndi t6i mot server IRC va lién két voi kénh diéu khién thong qua st
dung mot mat khau. Nickname trén IRC dugc tao ngau nhién. Sau do, bot &
trang thai san sang cho Iénh tir tng dung chu. Ké tin cong ciling phai st dung
mot mat khau dé két ndi téi botnet. Didu nay 1a can thiét dé khong ai khac co

thé str dung mang botnet da dugc cung cap.

Hinh 2: Ky thuat botnet hardening

IRC khéng chi cung cip phuong tién diéu khién hang tram bot ma con
cho phép ké tan cong sir dung nhiéu ki thuat khac nhau dé an nhan dang thuc
cta chung. Piéu d6 khién viéc dbi phoé trudc cac cudc tin cong tra nén kho
khan. Nhung may min 13, do dic diém tu nhién cua ching, cac botnet ludn
tao ra luu lugng dang ngo, tao diéu kién dé dang dé c6 thé do tim nho mot sd

kiéu mau hay mé hinh da biét. Biéu d6 giup cac quan trj vién IRC phét hién
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va can thiép kip thoi, cho phép ho go bo cdc mang botnet va nhitng su lam
dung khong dang c6 trén hé thong cua ho.
Trudc tinh hinh ndy, nhitng ké tin cdng budc phai nghi ra cach thirc khéc, cai
tién k¥ thuat C&C (Control and Command - Biéu khién qua lénh) thanh
botnet hardening. O ky thuat méi nay, cc bot thuong dugc cau hinh dé két
néi vai nhiéu server khac nhau, sir dung mot hostname anh xa dong. Nho do,
ké tan cong c6 thé chuyén bot sang server méi d& dang, van hoan toan nam
quyén kiém soét ngay ca khi bot di bi phat hién. Céc dich vy DNS dong nhur
dyndns.com hay no-IP.com thudng duoc dung trong kiéu tan céng nay.
5. DNS déng

Mot DNS dong (nhu RFC 2136) 1a mot hé thong lién két tén mién voi
dia chi IP dong. Nguoi dung két néi Internet qua modem, ADSL hoic cép
thuong khong co dia chi IP ¢ dinh. Khi mét doi tugng ngudi ding két ndi téi
Internet, nha cung cap dich vu mang (ISP) s& gan mét dia chi IP chua dugc si
dung lay ra tir ving duoc chon. Pia chi nay thudng dugc gitt nguyén cho téi

khi nguoi ding ngung st dung két ndi do.

Co ché nay gilp cac hang cung cap dich vu mang (ISP) tan dung duoc ti da
kha niang khai thac dia chi IP, nhung can trg ddi tuong ngudi ding can thuc
hién mot s6 dich vu nao d6 qua mang Internet trong thoi gian dai, song khong
phai sir dung dia chi IP tinh. B¢ giai quyét van dé nay, DNS dong dugc cho ra
doi. Hang cung cap sé& tao cho dich vu mot chuong trinh chuyén dung, gui tin

hiéu toi co so dit lisu DNS mdi khi dia chi IP ciia ngudi ding thay doi.

Pé an hoat dong, kénh IRC duoc cau hinh gigi han quyén truy cap va an thao
tac. Cac mo hinh IRC dién hinh cho kénh botnet 1a: +k (doi hoi phai nhap mat
khau khi dung kénh); +s (khéng dugc hién thi trén danh sach céc kénh cong
cong); +u (chi c6 ngudi diéu hanh (operator) 1a dugc hién thi trén danh sach

nguoi dung); +m (chi c6 nguoi dung ¢ trang thai sir dung am thanh +v méi cé
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thé guri tin dén kénh). Hau hét moi chuyén gia tin cong déu dung server IRC
c4 nhan, ma hod tat ca lién lac trén kénh dan. Ching ciing c6 khuynh huéng
st dung nhiéu bién thé ca nhan hoa cia phan mém IRC server, dugc cau hinh
dé nghe trén céc cong ngoai tiéu chuan va sir dung phién ban da duoc chinh
stra cua giao thuc, dé mot IRC client thong thuong khdng thé két néi vao
mang.

Bay gio 1a mot vu tin cdng mau, cho phép chlng ta quan sét va hiéu mot
chuong trinh Command and Control (diéu khién qua lénh) dugc thuc hién
nhu thé ndo. Hai may tinh s& dugc sir dung. May dau tién chay mot server
IRC duya trén UnrealIRCd 3.2.3 va hai hé diéu hanh Windows XP SP1 4o dua
trén VMware Workstation (hai may dich c6 kha niang bi tin céng). May tha

hai danh cho nguoi chu tri, diéu khién botnet qua Irssi, mot text IRC client.

= & |

L

Pé tao chuong trinh thiét ké doi chiéu (reverse engineering) that kho,
Agobot thuc hién mét sb thuong trinh ty bao vé truée cac bd g& 16i nhur
SoftICE hay OllyDbg va trudc cAc may 4o nhu VMware, Virtual PC. Piéu d6
la can thiét dé hack dugc ma nguon nham vuot qua chwong trinh bao vé cua
VMware, truéc khi ¢d thé cai dit bot 1én cac may 40 mau caa ching ta.

Cau hinh

Budc dau tién 1a cau hinh bot théng qua giao dién d6 hoa don gian cta nd
(Xem hinh 3). Thong tin dugc nhap vao bao gdm tén, sé cong IRC server, tén
kénh, danh sach nguoi s dung vai mat khau master (chu diéu khién), cudi

cung 1a tén file va thu muc cai dat bot. Mot sb thanh phan bé sung ciing duoc
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kich hoat nhu hd tro sniffing va co ché trang thai. Két qua cua giai doan nay

la file config.h, file nén tang trong qua trinh bién dich bot duoc tao.

¥ Agokal Config G‘Ul

@ tood | lowdhn | Sweio | Esssw | ma |
passeun i noge fuis Propeter

ordfe |

vil_charnal - Strg ~

Mm.-km:« v
Add Server | Delede Sorver W FootSaver [~ UseSSL

Seevec [i=iei03 [
Server Parmeod I

Nae Crarrek [W-ﬂ

Charedt Parnrd. |

Fich Prefie [Faeta

Vaba

I Soviet Rumne, bet configueet youl

Add Urer Delete User

kS

Usemson Fale

Peostvend [

Idertdaaie  Tace

Plwinsh Soction Namws | 200593

Piéu khién theo Iénh (Command and Control)

Sau khi bot dugc bién dich, hai hé théng con lai s& tan cong theo kiéu “thu

cong”. May chu (master) két ni tgi IRC server va lién két véi kénh dan dé co

thé ra Iénh diéu khién cho bot
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irssi (=)

i: Lodking up 192,168, 16.3

LRfL, 13 punt
e EXNCEPTS

oz30ge of the Day -

[RC NETWORY

Muén thu duoc quyén diéu khién qua céc bot, mot co ché tham dinh 1a

can thiét. Co ché nay duoc tao don gian bang cach gai mot 1énh t6i kénh

Jogin FaDe dune

060 e irssi (@S]
T fode [fade@1IARGE14, E38ALFDS, 904143810, 1P) has joired Marrckis
[Users #arrakis)
] [#fade)]
® Irssi: Sorrakis: Totol of 1 micks [1 ops, € halfops, @ voices, @ normal]
T Chennel Rarrckis created Mon Jun 13 16 2 2085
¥* Irssi: Join to #arrakis was synced in
¥7 FokeBot-mszyzc [FokeBot-w C.IP] he: joined Marroki
] " FakeBot2-emcdnj [FokeBot2-e@92FF2028.838A1F08.9041481C. IP] has Joined Rerrakis
| <ifade> .login FabDe dune
ord accepted.
Ot 2-encdn i> word ccceptead.
-
B

[16:51] [@fode(+imx)] [2:#arrckis’ [Act: 1)
[#arrakis)

Sau d6, bot dau tién duoc yéu cau dua ra danh sach tat ca chuong trinh dang

chay trén may tinh bi chiém quyén kiém soat (xem hinh 6):

/msg FakeBot—wszyzc .pctrl.list
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066 irssi
FokeBot-wsa74265615,838A1F 05,904 G

57

i +57

/ Pid: 15
. / Pld:
2. / Pid:
16:5 3 > 13. / Pid:
H- a c> 449. / Pid: 2
ot-wexyze> 15, / Pid: 328 / °
> 16. / Pid: 1888 / “C:

[16:57) [fode(~iwx)] [3:FokeBot-wszyzc] [Act: !

FokeBot-wszyze

Sau d6, bot thtr hai dugc yéu cau dua ra thong tin va khoa cdkey cuia cac

chuong trinh (g dung cai dat trén may (hinh 7):

/msg FakeBot2—-emcdnj .bot.sysinfo
/msg FakeBot2—emcdnj .harvest.cdkeys

irssi (=)

[17:02] [fode( imx 4:FakeBotZ-emcdn) | TAct:
FokaBot2-secdnj]

O vi du nay ching ta sir dung nhiing tinh ning hét sitc don gian. Con thuc té,
Agobot cung cap mot tap hop rat phongphus céac Iénh va chirc ning. Mot
trong s6 ching ban cé thé xem ¢ Bang 2:

LénhMa tacommand.listDanh séach tat ca cac Iénh ¢ thé sir dungbot.dnsXir ly
mot dia chi IP hoac hostnamebot.executeChay mot file .exe trén may tur
xabot.openMa& mot file trén may tir xabot.command Chay mét 1énh vai

system()irc.serverKét ndi tai mot IRC serverirc.joinNhap théng tin cia mot
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kénh dan cu théirc.privmsgGui thu riéng cho mot nguoi
dunghttp.executeDownload va thuc thi file qua HTTPftp.executeDownload va
thyc thi file qua FTPddos.udpfloodKhéi dong mot chuong trinh UDP
tranddos.synflood Khéi @ong mot Syn tranddos.phaticmpKhaéi dong mot
PHATicmp tranredirect.httpKhai dong mot HTTP proxyredirect.socks Khai
dong mot SOCKS4 proxypctrl.listbua ra danh sach chuong trinhpetrl.kill

Loai bd cac chuong trinh

Bang 2: Mot s6 1énh Agobot

Bao vé may tinh ciia ban nhu thé nao

Bay gio chling ta s& xem xét mot sé phuong thirc bao vé truéc kha niang xam
pham va pha hoai cua kiéu tin céng bot, dudi goc nhin cua ca nguoi dung va

nha quan tri.

Cac chién luoc bao vé cho ngudi ding PC

Nhu d3 dé cap t6i ¢ trén, tin cdng bot chii yéu duoc thuc hién qua céc loai
sau, ludt trén mang dé tim kiém 18 hong tham nhap duogc. Do d6, budc dau
tién la phai cap nhat thuong xuyén, download ca ban va va ban update hé
théng cho ca hé diéu hanh ciing nhu cac tng dung truy cap Internet. Sir dung
chuong trinh update ty dong 1a mét y kién hay. Ban ciing nén can than khi ma
cac file dinh kém dang ngo trong e-mail. Ciing s€ 1a khdn ngoan khi loai bo
hd tro hinh thirc ngdn ngir kich ban nhu ActiveX va JavaScript (hoac it nhat
la kiém soat viéc sir dung cta ching). Cudi cing, yéu td co sé 1a ban phai
ding it nhat mot chwong trinh diét virus, trojan va ludn ludn update phién ban
méi nhat caa chldng. DAu vay, nhiéu bot dugc cau hinh lan tranh khoi sy kiém

S04t cua cac chuong trinh diét virus. Vi thé, ban nén dung thém phan mém
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twong hira c& nhan, nhat 12 khi sir dung may tinh ndi mang lién tuc 24
gio/ngay.

Dau hié chinh khi ¢6 hién dién cua bot 12 toc d6 may va toc do két ndi mang
tré nén cuc ky cham. Mét cach kiém tra cac két ndi dang ngd don gian va

hiéu qua la str dung cong cu netstat (xem hinh 8):

C:/>netstat —an

7 C:\WINDOWS\System32\cmd. exe N - [Of x
Active Connections :JJ

Proto Local Address Foreign Address State

TCP 0.68.9.8:135 9.0.9.8:8 LISTENING

ICcp 0.8.9.0:445 #.8.0.0:9 LISTENING

TCP 9.6.0.0:1825 8.9.0.8:8 LISTENING

ICP 9.8.9.0:1026 9.8.0.0:0 LISTENING

TCP 0.9.0.0:5008 98.9.0.8:8 LISTENING

ICP 9.0.9.0:10380 a.8.0.0:8 LISTENING

TCP 08.9.8.0:29682 9.9.0.0:8 LISTENING

CP...192 _168.10.5:139 8. 08.08._0:8._ LISTENING ..

TCP  192.168.18.5:1626 192.168.18.3:6667 ESTABLISHED |

L B B L W

upp 9.9.09.0: 445 "z

upp 0.9.0.0:50 "Im

upp 0.8.8.0:102? i

upp 9.8.0.0:1028 "Im

Upp 127.9.8.1:123 "I

upp 127.0.0.1:1908 L

uppP 192.168.18.5:123 o

upp 192.168.10.5:137 L

upp 192.168.18.5:138 -z

upp 192.168.10.5:1900 L
C:\> ;]

Netstat

Netstat 1a mot cdng cu linh hoat, trong thich duoc ca trén hé diéu hanh
Windows va cé4c hé théng *NIX. Chirc ning cua nd 1a kiém soat cac cong da
duoc kich hoat. Netstat kiém tra qua trinh nghe trén céng TCP va UDP, sau
d6 cung cap thdng tin chi tiét va hoat dong mang. Trén hé théng *NIX, netstat

hién thi tat ca cac dong mé. N6 ciing st dung cac bo loc chon ngoai.

Trang thai két ndi co thé trén Netstat gom:
* ESTABLISHED - tat ca cac host déu duoc két néi
* CLOSING — host tir xa dang dong két néi
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* LISTENING — host dang nghe két ndi dén

* SYN_RCVD — mét host tir xa duwocj yéu cau khai dong két ndi

* SYN_SENT — host dang khai dong két ndi moi

* LAST_ACK — host phai gui béo céo trudc khi dong két ndi

* TIMED_WAIT, CLOSE_WAIT — mot host tir xa dang két thic két ndi
* FIN_WAIT 1 — client dang két thuc két noi

* FIN_WAIT 2 — ca hai host déu dang két thic két néi

Quan sét cac két ndi ESTABLISHED t6i cong TCP trong pham vi 6000 dén
7000 (thong thuong la 6667). Néu ban thdy minh tinh ciia minh bi xam hai,
hay ngat n6 ra khoi mang Internet, lam sach hé théng, khoi dong lai va kiém

tra.

Chién lugc bao vé cho ngudi quan tri

Cac quan tri vién thuong phai cap nhat lién tuc thong tin vé nhiing 16 hong
méi nhat, ciing nhu doc thudng xuyén vé tai nguyén bao mat trén Internet moi
ngay. Mot sé cong cu hd trg Bugtraq, dua ra ban mo ta tom tat danh sach thu
la mot y kién hay. Cac quan trj vién ciing nén ¢ gang tuyén truyén, nang cao
nhan thie cho nguoi ding cua minh vé van dé bao mat va cac chinh sach bao

A

mat.

Nghién ciu nhat ky thuong trinh (ban ghi log) do 1DS va nhiéu hé théng
tuong lara, mail server, DHCP, proxy server tao ra ciing rat can thiét. Diéu nay
c6 thé gitp phat hién ra luu lwong bat thuong, mot dau hiéu cua su hién dién
bot va nhd d6 c6 bién phap ngan chan kip thoi. Sau khi luu lwgng bat thudng
dugc chi y, mot siffer s& dén dé nhan dang mang con va may tinh tao ra no.
Tat ca cac bién phap duong nhu déu quen thudc va khong may kho khan,

nhung moi nguoi thuong quén, hoac bo qua chung.
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Ban ciing c6 thé sir dung mot sb ky thuat phirc tap hon nhu honeybot.
Honeybot 1a cac may dugc xay dung voi muc dich hap dan ké tan cong. Vai
tro cua chiang la tré thanh may tinh nan nhan, giup nguoi quan tri dinh vi

chinh ngudn cta van dé va nghién ciru phuong thirc tan cong.

Nhung két luan cudi ciing thi, cho du cong cu hd tro 1a gi di chang nira, bién
phap phong chdng va bao vé tét nhat trude cac cudc tan cong botnet 1 ban

than nguoi dung va nhan thuc caa ho.
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